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Mbi 3awwmiiaem nHGopmaLuio,
KOTOPYHO Bbl LIeHUTE




HOBbI NOAXOA B OBECNEYEHUM
WH®OPMALLMOHHOWN BE3ONACHOCTU

MoaBePXXEHHOCTb Yrpo3am
1 yA3BUMOCTSIM pacTeT
B reOMETPMYECKON Nporpeccum

Ha cmeHy v301poBaHHbIM

N KOHTPOAVPYEMbIM OpraHM3aLMAMU
ceTAM MpuLLia B3aMMOCBA3aHHaA CeTb
061auUHbIX XPaHUANLL, N YCTPOWNCTB

3agaun obecneyeHns 6e3onacHoOCTU

o MpouncxoanT paclumpeHme
KOHOUAEHLManbHOW MHGOopMaL K P iy P

rpaHuL, KOPropaTUBHbIX CETEN
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CTaHOBATCA BCE CIOXKHEE

BE3OMACHOCTb B COEPE .
MHOPOPMALMNOHHDLIX TEXHOJIOTUUN

PazBuTre MHGOPMALMOHHbIX TEXHONOTUIA CO3aaeT
HOBble TpeHAbl B cdhepe knbepbezonacHocTu.

Ha cMeHy 13011MpoBaHHbIM KOMMbOTEPaM

1 BHYTPUKOPIOPATUBHBLIM CETAM MPULLAN
ob1auHble XpaHWINLLA U YCTPOMCTBA, HaxoAsLLIMeCs
3a Npezenamu KOHTPOS opraHu3aLLmii.

B ceTu Tak>ke paboTaroT CUCTEMbI U YCTPOIACTBA
NpeablAyLLMX NOKONEHWI, aPXUTEKTYPa KOTOPbIX
He YUYMTbIBAET aKTyaslbHble acnekTbl 6e30MacHOCTL.
MocTOsHHbIE M3MEHEHWS FPaHUL, KOPMOPATUBHbIX
ceTeli NPOBOLMPYHOT POCT YA3BUMOCTEW

1 NOABEPXKEHHOCTb HOBbLIM KMbepyrpo3am.

13 s

cpefHue notepw
OZHOW KOMMaHuu
oT knbepartak B Mupe

1,5Tan$

obLme notepu
MWPOBOI 3KOHOMUKM
13-3a JeNCTBUIA XakepoB

HeobxoAMMOCTb 3aluThl KOPIOPaTUBHbIX CETel
B COOTBETCTBUM C COBPEMEHHbIMU TPEHOBAHUAMM
Knbep6e30onacHOCTM CTaBUT CNOXKHbIE 3aAaun

Mo 3aLmTe KOHOUAEHLMANbHON MHGOPMaLIMM.

B cBA3M C 3TMM NpeanpusaTUS U OpraHn3aumm
3aVHTepeCcoBaHbl B MONyYEHNM COBPEMEHHbIX
TEXHOJIOTWIA Y UHCTPYMEHTOB A1 obecneyeHms
6e30MacHOCTV KOPNOPaTUBHbIX CETEN

1 NMPOTUBOAEVCTBUSA yTEUKE AaHHbIX.

Muccna komnanmm IHdoTeKC — cozgaHne
3aLUMLLEHHON MHPOPMAaLIMOHHOW cpespl
42151 BU3Heca 1 NOBCEAHEBHOM XXU3HW.

9% . 11%

POCCUMNCKUX BbIPOC/O
KOMMaHWIM CTONKHY/INCb KOJINYEeCTBO yTeuek
C yTeukamu nHpopmaLimm nHdopmaLum

WNcToununku: ExxerogHoe nccnesosaHvie «CtonmocTb knbepnpectynaenunin» / Accenture, Ponemon institute; iccnegoBaHune ypoBHs
nHdopmMaLMoHHo HeszonacHOCTV B kKoMnaHuax Poccum n mupa 3a 2018 rog / CépuliHdopm; ExxerogHbivi aHannTUYeCKunii otTyet

«Threat zone' 19» / B.ZONE



NhdpoTeKC (OAO «MHpopmaLmMOHHbIe TexHonorunm
1 KoMMyHMKaLMoHHble CUCTEMbI») — BEAYLLMIA
pOCCUICKMIA pa3paboTumnk 1 MPOU3BOAUTEb
NPOrpamMmHbIX 1 NPOrpaMMHO-annapaTHbIX CPeACTB
3aLLMThl JAHHBIX.

C 1991 roga KOMMaHWA YCMeLHO peLlaeT aMbULIMo3Hble
N C/I0XHBbIE 334341 Mo obecreyeHnto 6esonacHOCTM
obMeHa 1 XpaHeHus KOHOUAEHLIMANBHON MHPOPMALIMN.

B HagexxHocTU pelweHni NHboTeKC ybeanamnch Thicaum
3aKka3umkoB. IHdoTeKC Bxogut B TOM-5 KpynHeLmnx
KoMnaHui Poccum B chepe 3aLLmThl JaHHbIX (COr1acHO
pentuHry CNews). B odurcax KOMAaHUM, PacnoIOKEHHbIX
B KpynHenwmnx ropogax Poccum, pabotaet 60nee 1000
coTpyaHvKkoB. B 2018 rogy Bbipyyka coctaBuna 6oaee

4 mnpa pybnen.

NHboTeKC npeanaraet Lenbii psag npoayKToB
1 peLleHnn AN KOMMEPYECKUX MPeANpPUATUIA pa3Horo
MacluTaba, a Takxke rocyAapCcTBEHHbIX OpraHu3aLui.

B noprdene komnaHuu B HacTosiLLee Bpems
HacuuTbiBaeTca 6onee 50 npoaykToB. B uncie
3aka3uvkoB VInpoTeKC — npesnpumaTtma roccektopa,
6aHKy, BegyLLMe TeIEKOMMYHUKALMOHHbIE KOMMaHNY,
KpynHenLwmne opraHusaumm Hedrerazofo6biBatoLLeN,
nepepabaTbiBatoLLEl 1 METANNYPIMUECKON OTpaciei.

MpoaykTbl NHPoTeKC ceptndmumpyrotca

Ha cooTBetcTBMe TpeboBaHuam ®Ch Poccum n OCTIK
Poccun, otpacnesbim cnctemam ceptudurkaLm, a Takxe
BKJIOYEHbI B <EAVHBIN peecTp poCccuinckmx nporpamMmm
Ans 3BM u 6a3 gaHHbIx» MuHkomMcBa3u Poccum.
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pabouux cTaHLuiA,
3aLUNLLEHHbIX
npoayktamu ViPNet



OCOBEHHOCTU TEXHOJ1IOTUWU

ViPNet — 310 MogynbHOe pelleHre ana obecneyeHns KOMMIEKCHOMN
MHOrOYPOBHEBOM 3aLwuTbl MHPopMaLmm. MNpoayKTbl, CO3jaHHbIe Ha OCHOBE
TexHonorum ViPNet, obecneumBatoT KOHTPOAb 6€30MacHOCTM 3a CHeT
MacLUTabrpyemMocCTy, TMBKOCTH, IETKOCTY B pa3BepTbIBaHUW, YrIpaBAeHNM

1 06CNY>KMBaHMW. ITO MO3BOAAET YCMELIHO MHTErPUPOBaThb MPOAYKTHI

B CYLLECTBYIOLLME CETU, COXPaHAN ONTUMabHOE COOTHOLLEHWE MeXAY
HeobX0AMMON KOMMIEKCHON MHGOPMaLIMOHHOW 6e30MacHOCTBIO U YPOBHEM
NPOWU3BOAUTENBEHOCTY, MPOCTOTON U 3KOHOMMNYECKOW peHTabeNbHOCTbHO.

NMPOAYKTbI ViPNet

e 3awumTa ? 3awwura ? KsanToBas
— . KaHanoB Paboumnx cTaHLuM KpunTorpadus
i CBA3N N cepBepoB

? 3awwura cuctem ? 3awwura ? OG6HapyeHue
3N1€KTPOHHOrO nHbopmaLum 1 NpeAoTBpaLLieHme
obmMeHa JaHHbIMU ACY TI KOMIMbIOTEPHbIX aTak
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MACLUTABNPYEMOE

9KOHOMWNYHOE

pelleHne ans
obecneyeHna 6e30nacHOCTA

BecnpenaTcTBeHHas nHTerpauma

C CYLLeCTBYIOLLMMU CETAMMN MO3BOASET
yCTaHaBAMBaTb MPOAYKTbI KOMMaHWM

NHdoTeKC kak B BUAE OTAENbHBIX MOAYAEN, Tak

“ B BUAE KOMMIEKCHOTO peLleHuns. BHegpeHmne
npogyktos ViPNet no3sosseT 3aka3unkam
obecneunTb 3GdEKTUBHYIO 3aLUTY CUCTEM NHOBbIX
MOKOJIEHWI AN CO3AaHMA BbICOKOTO YPOBHS
MHPOPMaLMOHHOW 6e30NacHOCTN OpraHM3auuu.

PELUEHUA ViPNet

3almTa KaHanoB
CBA3M 1 KOHEYHBbIX YCTPOMNCTB
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3awmTa paboumx a—_
CTaHLMI 1 CepBepOB

MOHUTOPUHT 1 aHaNn3 yrpo3
214 pirpies: ANA
1 COBBITUI NHGOPMALIMOHHOA Wl

6e3onacHocTn

MpopyxTbl ViPNet no3soastoT opraHnsaumam
CNPaBAATLCA CO CNOXHBIMU U MOCTOAHHO
MeHALLMMUCA Yyrpo3amMmn MHGOPMaLMOHHON
6e30nacHOCTK, 3aLmLLan pacnpeseneHHble

” MHoromMmepHble cetu. Pewenmns ViPNet
obecneyrBaloT BO3MOXHOCTb 6e30MacHoro
COeZMHEHUA NOKaNbHBIX W F106anbHbIX
BbIUNCANTENBHBIX CETEN, MPOMbILLIEHHbIX CETEW,
BKJIOYAIOLLMX B cebA Npubopbl KOHTPOASA, AaTUUKN,

cnctembl SCADA 1 yenoBeKo-MalLNHHbIE MHTEPhENCHI.

Takxe peluerns ViPNet sppekTUBHbI A8 3aLUUThI
YCTPOWCTB, MOAKAOUAEMbIX Yepe3 NyGanNUHbIe CeTH
N Apyrue HesallMLieHHble KaHabl CBA3N.

3awurta IP-TenepoHmm, MOBUILHOWM
rOJI0OCOBOW CBSI3V U Mepeaaum
JaHHbIX Ha MOBUABHbBIX YCTPOWCTBAX
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Pewienuns
ana ACY Tl v M2M

O PelieHna ana paborbl
( B MHpPaCTpyKType
ﬁ? OTKPbITbIX KJIHOYEN




MHHOBALLMOHHDLIE
» PELWUEHWUA,

» OPUEHTUPOBAHHDIE
@
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HA BYAYLLEE
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NHpoTeKC cozpaet PeweHna NnpoTeKC, B otanune ot
WHHOBALIMOHHbIE MPOAYKTbI, APYTUX peLleHni, JOCTYMHbIX Ha PbIHKE,
NCNONb3YyA YHUKaNbHBIN obecneumBatoT WnpposaHue Tpadurka
MOAXOZA K PeLUeHWNIO aKTyasbHbIX HernocpeACTBEHHO B JIOKabHOWN CeTw,
3agay B obnactn obecneveHmns rapaHTMpya MakCUManbHYHO CTeneHb
nHdopMaLMoHHON 6e30nacHOCTH 3alLUMTbl OT BHYTPEHHMWX Yrpo3

B texHonorum ViPNet couetatotcs 3dpdekTMBHOCTb LWdpOoBaHMS,
BbICOKaA MPON3BOAUTENIbHOCTb U MPOCTOTa KOHPUrypaLuu.
Pewenna komnanmm NHpoTeKC no3sonaT Bam nepecMoTpeTb

TpagnUMOHHbIE B3rNAAbl Ha 6e30MacHoOCTb U OTKPbITb ANA cebs
HOBbI€ BO3MOXHOCTN MUpPa LI,MCI)pOBbIX TEXHOJIOTUNA. I/Ichopmau,Mﬂ
Ballen KOMMNaHum 6y,a,eT Haje>XHa 3aluueHa COoBpeMeHHbIMN
BbICOKOTEXHONOTMYHbIMW NPOAYKTaMW OTeUeCTBEHHOM pa3pa60TKM
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bnarogapsa aBToMaTU3MPOBaHHbLIM ViPNet — 310 nepegoBble
bYHKUMAM YNpaBieHNs 1 MOHUTOPUHTa MeTOZbl LUIMPPOBaHWA, KOTOpbIe
B peweHuax ViPNet 3HaunTtensHo obecneynBaroT akTyanbHyrO
CHW>KatoTCA 3aTpaThbl Ha BHeApeHne 3alMTy OT aTak TMna

n obcnyxxmBaHme cucteMbl obecrneveHums Man-in-the-Middle
nHbopMaLMoHHOM He3omnacHoCTH (aTaka 4yepes nocpeaHmka)




a—

infotecs

ViPNet

Virtual Private Network

OAO «MHpoTeKC», 127287, Mockaa,
Crapbliit MNeTposcko-PazymoBckuii np-4, 1/23, ctp. 1

+7 495 737-61-92
8 800 250-0-260 (becnnaTHbIi 3BOHOK Mo Poccun)

apakTep 1 He ABNAETCA Ny

soft@infotecs.ru
hotline@infotecs.ru

www.infotecs.ru

NMYHON 0hepToi. Ina nonyyeHns Nogpo6HOM MHGopMaLnK 06 ykasaHHbIX B AOKyMeHTe

Bbl MoxeTe 06paTnTbcs B OAO «MHPoTeKC». Bce n3obpakeHuns ABAIOTCA UL MANOCTPALMAMI. BCe TeXHUYECKVe XxapakTepUCTUKW, BHELWHUIA BUJ U KOMMAEKTHOCTL

NPOAYKLMM MOTYT MEHATLCH npeas
B JaHHOM /JOKyMEHT!

TeNIbHOTO YBEAOMAEHMA

/M ® B OKYMEHTE He NCMONb3YHOTCH, OAHAKO, EC/IN HE YK
LMLLEHbI COOTBETCTBYIOLVIM NPaBOM, KOTOPOE NPUHAANEXMT UX BAaje/bLaMm.

HO UHOTO, BCE TOBapHbIE 3HAKN

COM20_00RU




