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Pewweruna ViPNet PKI — 310 pas npoayKToB, NpeAHa3HaueHHbIX

A9 3alKTbl MHPOPMaLIMK 1 0becrneyeHms LIeNOCTHOCTH,
KOHPUAEHUMANIBHOCTM W NMOATBEPXAEHNA aBTOPCTBA, NepeLaBaeMblX
JAHHBIX 1 GarnoB. B COCTaB peLleHna BXOAAT KOMMOHEHTbI,
MO3BOJIAOLLME KAK OPraHM30BaTh MPOCTPaHCTBO AoBepua PKI,

TaK W NMOAKNFOUMTBECA K CyLLECTBYHOLLMM MHPPACTPYKTYPaM.

ViPNet YaoctoBeparoLimm
K¢ LeHTp 4 (Bepcma 4.6)

[TpOrpamMmHbIV KOMMIEKC, PeANU3YHOLLUIA QYHKLIMM

Y LOCTOBEPAOLLETO LiEHTPa B COOTBETCTBUM

¢ ®epepanbHbiM 3akOHOM N263-03 «O6 31eKTPOHHOM
noanvck» ot 6 anpend 2011 T.




ViPNet YpocToBepstowmii LeHTp

B COCTAB NMPOTPAMMHOIO KOMTIJTEKCA BXOAAT CNEAYHOWWNE KOMMOHEHTDI:

‘f ViPNet Administrator — 6a3oBbii
ole KOMMOHEHT, ABASAOLLNIACS
v LLeHTPOM cepTudmKaLmm

ViPNet Registration Point

| ¢| npeAHa3HaueH Ans perucrpaLmm
nosb3oBatenen YL, v Bbigaum
cepTMdunKaToB KNtOYeN

NPOBEPKM INEKTPOHHOM
noanucu (3T)

NMPEMMYLLECTBA

Bo3MoxHOCTb pa3BepTbiBaHMA YL,
B OpraHun3aumax ¢ TeppmuTopmnanbHO
pacnpeseneHHOWN CTPYKTYPOW

ViPNet YaocTtoBepsatowmi LeHTp 4
(Bepcus 4.6) MOXKET MCMOIb30BaTHLCA

akKkpeautoBaHHbIMKU YL ans Beinycka
KBaIMPULMPOBaAHHbIX CepTUdUKATOB

BO3MOXXHOCTU

« Pernctpauus nonb3osatenen YL,

 VI3paHne ceptndmkaToB Katouen
nposepku 31, B TOM uncne
B dopmaTe KBaanpurLMPOBaHHbIX

e /13aaHne cnnckoB OTO3BaHHbIX
(aHHYAMpoBaHHbIX) cepTndrKaToB

« BeseHune peecTpoB nosib3oBateneit
W N3AaHHbIX cepTndMKaTOB

=

ViPNet CA Informing —

cepBuUC MHGOPMUPOBAHUA
aZAMVHUCTPATOPOB

1 nosnb3oBatenen YL o cobbiTns,
CBAI3aHHbIX C cepTudUKaTamm

ViPNet Publication Service —
cepBuMC NybAnKaL MM CIMCKOB
OTO3BaHHbIX CEPTUPUKATOB
(CRL) n ceptndpumkaTos
nonb3oBaTeneu

MoxeT Ncnosib30BaTbCA COBMECTHO
¢ MAK ViPNet HSM ans xpaHeHus
karoda Il YL, uto no3soaser
NoBbICUTb 6e30MacHOCTb

peLleHns 3a cHeT NPUMEHeHNs
ceptnduumnpoaHHoro CK3U knacca
KB 1 cpeactBa 3l knacca KB2

CEPTUDUKALUUNA

ViPNet YaocTtoBepstowmii LeHTp 4
(Bepcua 4.6) cOOTBETCTBYET:

* TpeboBaHuam ®Ch Poccum
K MHPOpPMaLMOHHOM He3omnacHoCTH
YL, knacca KC2 (ucnonHenwve 1)
n knacca KC 3 (ncnonHeHue 2)

* TpeboBaHuam Kk cpeacTam YL,
yTBepXAeHHbIM npukasom PCh Poccun
ot 27.12.2011 N2796 no knaccy KC2
(ucnonHenue 1), knaccy KC3 (ncnonHeHwe 2)

* TpeboBaHuam k dopme
KBannbunLMpoBaHHOroO ceptudukaTa Karo4a
nposepkwu 31, yTBePXXAEHHbIM NPUKa3oM
®CB Poccmm ot 27.12.2011 N2795



?( ViPNet HSM

YHVBEpPCaNbHbIA KPUNTOrPaPUUECKMA MOAY/Ib.
MnatdopmMa Ana pa3paboTky KpUATorpapruyeckmx CepBMCOB




ViPNet HSM

ViPNet HSM — BbicOKONpOV3BOANTENBHAA W BbICOKO3aALMLLEHHASA
naatopma, BbINOAHAOLWAA KpMAToonepaLmmn no 3anpocam
pa3nnuHbix cepmcoB. ViPNet HSM moxeT pacnonaratbcsi B 1t060M
OKpPY>KEHMM, TakK KaK BCe Onepauum BbIMOJHAOTCA BO BHYTPEHHEN
3aLUMNLLLEHHOW Cpeje: KAHUYM HEBO3MOXHO N3BAEYb, AaHHbIE U3MEHUTb.

ViPNet HSM moxeT ncnonb3oBaTbCs B CLieHapuax paboTsbl
niaTeXHbIX CUCTEM, YAO0CTOBEPAIOLLNX LLEHTPOB, CUCTEM
3/IEKTPOHHOrO AokyMeHToo60poTa, ACY TI1, cuctem,
MOCTPOEHHbIX Ha TEXHOIOTNN BNOKUENH.

ViPNet HSM obecneunBaeTt nogaep>kaHne NOJHOro
>KM3HEHHOTrO LMKAa KPUNTOKIOUEN, peanm3auunto onepaymm
30N, wnpposanHna n nmutosawmntsl (FTOCT 28147-89,

FOCT P 34.10-2001/2012, 34.11-94/2012).

NMPEMMYLLECTBA

» HagexHas 3awwmra o1 pusnyeckoro
HC/ k xpaHUMbIM JaHHbIM C MOMOLLLbIO
AaTuMKa KOHTPOAA BCKPbITUA KOpryca
N n3MeHeHnA GU3MYEeCcKnX NapameTpoB
naatopmel (TemnepaTtypa, NuTaHue)

« LLiInpokme BO3MOXHOCTM NPUMEHEHMS
NoCpesCcTBOM MHTErpaLmm
Ana 06paboTky 3aNpOCOB Pa3NNYHbIX
CTOPOHHMX CEPBMCOB

« lapaHTVA HENM3MEHHOCTN HacTpoekK
nnaTGopMbl 3a CHET MPUMEHEHNA
PONIeBON MOAENN pasrpaHNyeHmns

OCOBEHHOCTMU

* 3anuncb 3HaUNMBbIX AN 6e3onacHoOCTH
COOBITUI B CUCTEMHBIN XYypHan

» Be6-uHTepdelic ana yaaneHHoro
aAMVHUCTPUPOBaHMWA NO 3aLMLLEHHOMY
KaHany 1 CeHCOPHbIN 3KpaH
419 TOKaNbHOW HaCTPOMKM

npas agMWHUCTPATOPOB
(kBOPYM) 1 pasgeneHuns
cekpeta no cxeme Lamumpa

« Kpnntoctonkmnin mexaHnsm
BbIPabOTKM KarOUen
C UCMOJ/Ib30BaHNEM BCTPOEHHOTO
bu3nUecKoro gatumka CydariHbIx Ymcen

» iHtepdeinc PKCS#11 ans paborbl
C NPVIKNAAHbIMUN CepBMCaMM

« MNoanep>xka paboTbl C NPUKAAZHBIMA
cepsucamu, ynpasasembimmn OC
Windows u Linux



ViPNet HSM

NMPUMEHEHWUE

Y OCTOBEPSAIOLLNIN LLEHTP

YBennueHve CpOKOB ,[]‘el\/’ICTBI/IFI KAtouen
3}16KTpOHHOI\/’I noanncnm N KOpHeBbIX
CepTVIq)I/IKaTOB, CHU>XKeHne prncKoB
KOMMnpomMeTauunnm KJHOUEn.

« Co3aHme n XpaHeHne Katouen
aAMWHUCTPATOPOB YA0CTOBEPSOLLMNX
LLEHTPOB B N30/JIMPOBaHHOW JOBEPEHHOWN
cpepe ViPNet HSM

« PopmMMpoBaHME U NPOBEPKa 3NEKTPOHHOM
noanucu no FOCT P 34.10-2001/2012,
xawmposaHue gaHHbix no FTOCT P 34.11-
94/2012

+ CoBMeCTHOe 1Cno/b30BaHne ¢ cepsepamu
meTok BpemeHu (TSP) n cepsepamu
nposepku cTatyca ceptnudpukartos (OCSP)

BNIOKYEMNH

[loBepeHHas niatdopma 415 pasAnYHbIX
NMPVMEHEHWI pacnpeseneHHoro peectpa.

« AnNnapaTHbI KoLeneK U/UAn LWAK3 MeXAy
peasibHbIM CHETOM U KPUMTOBA/IOTHBIM

* Moanepxxka PyHKUMOHaNA
BbICOKOMPOUN3BOAUTENBHOTO y3/1a (HOAbI)
6.10KYelH-CceTn, HanpuMep, Baangatopa
B NMPOTOKONAX JOCTUXKEHNA KOHCEHCYCa

* NHTepdeiic mexay peanbHbIM
n UMPpPOBLIM MUPOM

* Peanuzauunsa kpuntorpadumueckmx 6A0KUYEnH-

NPUMUTUBOB. MEXaHN3MOB KOJIbLEBbIX
INIEKTPOHHbIX I'IO,D,I'II/ICEI7I M NPOTOKO10B
AOKa3aTe/ibCTBa C Hy/IEBbIM pa3rialleHnem

NMANATEXXHbBIE CUCTEMbI

Ob6ecneueHne 6e3onacHOCTU
bUHaHCOBbIX Oonepauunin

B HaLMOHA/IbHOM N MeXAYHaPOAHbIX
cucTemax naaTexHbIX KapT, BKkouas
MasterCard v Visa.

» ObpaboTka HaHKOBCKMX TpaH3aKLmin*
B PEXVMe COBMECTUMOCTM C MPOTOKOIaMM
OTEUeCTBEHHOW U MeXXAyHapOAHbIX
MaTEXHbIX CUCTEM

Mopaep>xka asMmmccnmn HaHKOBCKMX KapT,
BblpaboTka v nevatb MNH-kog08B

Peanunsauua GyHKUMA LieHTpa
cepTndMKaLMmM NAaTeXHbIX CUCTEM

Moanep>xka MeXAYHapPOAHOTO CTaHAapTa
onepayui no 6aHKOBCKMM KapTam

EMV, B TOM uncne co BCTpOEHHbIMM
OTeYeCTBEHHbIMUW KPUMNTOANTOPUTMaMu

PaboTa ¢ OCHOBHbIMUW OTEUECTBEHHBLIMMU
N MeXAYHAPOAHBIMU NAATEXHbIMMU
NPUNOXKEHUSMN TEPMUHANBHOTO
ob6opyaosaHusa (M/Chip, VSDC)

OBJIAYHbIV CEPBUC 3N

CHMXeHMe pacxofoB Ha pa3BepTbiBaHWe
NHPPaCTPYKTypbl OTKPbITbIX Katouen (PKI).

« HagexHoe xpaHeHue katouei
nosab3osateneit B ViPNet HSM

* 3alMLLEHHBIA AOCTYN NOJib30BaTeNel
K KJto4aM ¥ K onepaumam
C N1IEKTPOHHOM MOAMNUCHIO

* o pe3ynbTaTaM COBMECTHOIO TECTUPOBaHUSA C MOAYJIEM aBTOPU3aLMN CUCTEMBI
WAY4 komnanum OpenWay v MO TranzWare Online komnanumn Compass Plus

CEPTUDUKALUNA

®Cb POCCNI

CK3W no knaccy KB n cpegcteam 3l knacca KB2
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ViPNet PKI Service

Pa3paboTtaHHbIv Ha ba3e KpUnTorpaduyeckon NnaThopmb|
6e3onacHoctn ViPNet HSM nporpammHo-annapatHbii

komnnekc ViPNet PKI Service npegHasHauyeH An4 BbINMOJIHEHNSA
KpUNTOrpapuueckmx onepaumin B MpukaaaHbIxX CLIEHapUAX
MHGOPMALIMOHHbBIX CUCTEM: reHepaLyn Karouen, GopMmnMpoBaHuA
M MPOBEPKM INEKTPOHHOW noanuncu (3M1), WwndppoBaHWa AaHHbIX

NMPEMMYLLECTBA

» OgHOBpeMeHHasa noaaepxkka
KpunTorpadryecknx airopuTtMoB
FOCT P 34.10-2001 1 FTOCT P 34.11-
94, a Takxxe FOCT P 34.10-2012
n FTOCTP 34.11-2012 obecrneumBaeTt
BO3MOXHOCTb Nnepexosa Ha HoBble
ctaHgapTbl I 6€3 3aMeHbl
nporpamMMHO-anmnapaTHoOro KoMnaekca

» bnarogaps BCcTpavBaHuiO
B CEpPTUOULIMPOBAHHYHO
KpunTorpadpunyeckyro naatbopmy
ViPNet HSM un3genne ViPNet
PKI Service obecneunsaet
KpunTorpapuryeckyro 3alumuTy
AAHHBIX, COOTBETCTBYHOLLYHO
BbICOKMM Kaccam — KB
ana CK3M n KB2 ana cpeacts Il

BO3MOXXHOCTU

« leHepauus 1 6e3onacHoe xpaHeHune
Karouer (KOMMNOHEHTOB Kto4Yein)

» Co3gaHue 3anpoca Ha ceptudukat
KJrOYa NPOBEPKM 371EKTPOHHOM
noanucu (3M1)

» dopmupoBaHme n nposepka 31
B dopmarte CMS n XMLDSig

* lUndposaHme n nMmTO3aLLMTa JaHHbIX

Q X3LIJI/IpOBaHI/1€ AaHHbIX

» HagexxHas 3awmrta ot pur3nyeckoro
HeCaHKLMOHMPOBAHHOTO A0CTyNa
K XpaHVMbIM AaHHbIM obecneyrBaeTcs
AATYMKOM KOHTPOAA BCKPbITUA KOpnyca
N N3MeHeHns GU3nYeckmx napameTpos
naatdopMbl (TeMnepaTypa, MMTaHue)

MNoasep>xaHue akTyaabHOCTU
CMNCKOB OTO3BaHHbIX cepTndrKaTos
(CRL) ans npoBepPKM NCNOIb3yeMbIX
nosb3oBaTeNAMMN CeEPTUPUKATOB

B aBTOMaTM4YECKOM pexxnme

PeannsoBaHa 3aLumTa OT 3/J0HaMepPEHHbIX
AEeNCTBUM aMUHMUCTPaTOpa 3a cyeT
NPVMEHEHNA PONEBOV MOAENN

C pasrpaHuyeHvem npas (KBOPYM)

1 pa3geneHuns cekpeta rno cxeme Llammpa

AOMOJIHUTE/IbHbIE
BO3MOXXHOCTUA

 [1na nHTErpauumn C BHELUHNMM
MHPOPMALMOHHBIMUN CUCTEMaMMU
npegocrtasnsetca REST API

* [lns yaaneHHoOro agMUHUCTPUPOBaHUS
npegocraBaseTcs Beb-nHtepdenc

» Bo3amoxxHa coBmecTHas paborta ¢ YL,
(pkes#10), cepBepamMu METOK BPEMEHU
(8 cooteetcTBMM ¢ RFC 3161) u OCSP
(B cootBetcTBUM € RFC 2560)

* [lna pa3paboTumKoB 1 0O3HaKOMJIEHWS
noTeHLMaNbHbIX 3aka3unkos ¢ ViPNet
PKI Service no 3anpocy npesocraBaseTcs
3MynaTop npoaykta B Buge VA



ViPNet PKI Service

CL',EHAPV' n KopnopaTtuBHbI cepBep noanuncu, obecneymBatowmi
BbIMONHEHWE KpunTorpaduyecknx onepawumm

Nno 3anpocaM pas3anyYHbIX NPpUKNagHbIX CEPBNCOB!:

* 3/IEKTPOHHOTO AOKYMEHTOO60pOTa
* 3/IEKTPOHHbIX TOPrOBbIX MJIOLLAA0K

* aBTOMaTM3MPOBaAHHbIX CUCTEM YrpaBaeHUs
TexHonormyeckum npoueccom (ACY TIM)

* AUCTaHUMOHHOro 6aHKOBCKOro obcnyxxmeanus (460)

CepBep noanucy, obecneymBaroLLNn BbIMONHEHNE
Kpuntorpaduyecknx onepawmi no 3anpocam
nosib30BaTeNEN U B3aMMOAENCTBME C APYTMMU
komnoHeHTamm PKI.

Beb-noptan YpaocToBepsOLWNA LEHTP
JokymeHT
Ha NoAnuch
MpuknagHown cepsep Touka

pacnpocTtpaHeHuna CRL
MoanucaHHbIN

JOKYMEHT —

ViPNet PKI Service ViPNet
TSP-OCSP Service

|
S o

[Monb3oBaTtenu ViPNet
YA0OCTOBEPAOLWNIA LLEHTP

CEPTUOUKALUUNA

®Cb POCCNI
CK3W no knaccy KB n cpeacteam 3l knacca KB2




ViPNet PKI Client

"?f YHUBEPCANbHbIV KAVEHT ANA paboThbl
B MHQPACTPYKTYpe OTKPbITbIX KAHOUEN

oy
X
Loy
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ViPNet PKI Client

[na obecneyeHnsa KOHGMAEHLMANBHOCTN U LEAOCTHOCTU
nepesaBaeMbIX AaHHbIX COBPEMEHHble BeO-CcepBUChHI
NO3BONAOT MNOJIb30BaTENIAM NPUMEHATL Pa3/inyHble
MeTOAbl KpuATorpapuueckoun 3awmnTel MHGOPMaLUN:

;l; NoAAEPXXNBAKOT OpraHM3auunto NPVHMMaLOT U NnepeaaroT
3aLUMLLEHHBIX COEAMHEHNN o AaHHble, NOANNCaHHbIE
N ayTeHTUdUKaLmio no npotokoay TLS 3N1eKTPOHHOM noanuceto (3MM)

YT06bI 3aAeIZCTBOBaTb 3TN CpeacTBa 3allnTbl, NOJIb30OBATE/IN 3a4aCTYHO BbIHY>KAEHbI
COY€eTaTh pas/iyHble CpeacTBa KpmnTorpaq)quCKoﬁ 3alnThl I/IHCI)OpMaLl'I/II/I,
NX KOMMOHEHTbI AW NaaruHbl. Bce 3to YCNOXHAET UCMNOJIb3OBaHME Be6-CepBI/ICOB.

PELUAEMBIE
3A4AUU

ViPNet PKI Client — yH1BepcanbHbIi MPOrpaMMHbIA KOMMAEKC, KOTOPbIN
peluaeT OCHOBHblE 3a/jaun Nosb3oBaTensa Npu pabote ¢ Beb-cepBucamu:

1 3aBepeHmne JOKYMEHTOB 3 ayTEHTMdMKaLWSA NONb30BaTeNEN
3NEKTPOHHOM MOAMUCHIO AN JOCTyna K Beb-cepBucam
2 wndposaHme 4 MOCTPOEHME 3aLUMLLIEHHbIX
darinos TLS-coeamHeHUn

Monb3oBatennb Mposaiigep

ViPNet TLS Gateway

ViPNet PKI Client TLS-coeanHeHmne TLS-kpunTOLLAtO3
Ceptudukar

Monb3oBaTenb Ucnosb3yet
cepTUdUKAT /1 YCTaHOBAEHUS
TLS-coeanHeHus v ayTeHTUbMKaLUn

noJsib3oBaTtens

C nomoLbro CepTMq)VIKaTa nosb3oBaTesb
noAnuncbiBaeT AaHHbIe, KOTOPbIe

OH nepesaeT Ha Beb-cepBuC @
b
>

Be6-cepBuc

1



ViPNet PKI Client

NMPEMMYLLECTBA

1 Mopaep>kka OCHOBHbIX cLieHapueB paboTbl B PKI
B paMKax OfHOro npoAyKra

2 Kpocc-6pay3epHocTb: 418 NCNO/Ib30BaHWA CEPBUCOB
3N n wndpposBaHus B Be6-cepBMCax NOb30OBaTENb
MOXeT BblbpaTb Nt060M bpay3ep

3 ABTOMaTn4eckoe O6HOBNEHWE CMINCKOB
aHHyn1MpoBaHHbIx cepTudukaTos (CRL)
Ana nposepku Il 1 cepTMdPMKaToB KArOUEN
nposepku 3l (No pacnncaHmio)

4 MNopaep>xka pasnnyHbix popmatos IM1: PKCS#7
(CMS), XMLDSig, CAdES-BES

.
. . 4 -

5 YnpaBsneHue ceptndurkatamm karoden nposepkm M

o« o« |l

* yAOBHbBIN MHTepdenc ana GoOpMMPOBaHUA 3aNpPOCoB 1 PIdF
4
Ha cepTndukaT (8 dopmate PKCS#10) tﬁ 1l
* MOHWUTOPWHF N UHPOPMUPOBAHME NOAb30BaTENA b ::::

06 MCTeYeHNM CPOKOB AeNCTBUSA cepTUdMKaTOB [ b

* paboTa c XxpaHUAULLEM CepPTUPUKATOB Yepe3 UHTepPENC !
ViPNet PKI Client (yctaHoBKa cepTudmKaTta B CUCTEMHOE H,..:...
XpaHUaVLLLEe CepTUPUKATOB B OANH KAUK) HHH
ah
44
L a

6 KomnnekT ansa pazpaboTtumkoB BeH-cepBUCOB,
obecrneunBatoLLNM BO3MOXHOCTb BbI30Ba
MeXaHWU3MOB KpUMNTorpaduyeckon 3aLuTol
nHdopmaumn ViPNet PKI Client A

CEPTUDUKALUNA

®Cb POCCNI

O coortsetctBum ViPNet PKI Client
TpeboaHnam k CK3U n cpeactam 3l knaccos:

» KC1, KC2, KC3 ansa ncnonHenun 1, 2, 3 (OC Windows)
» KC3 ans ncnonHerusa 6 (OC Linux)
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ViPNet PKI Client

KPUMNTOA/NITOPUTMbI

rOCT P 34.10-2001
FOCT P 34.11-94
rOCT P 34.10-2012
rOCT P 34.11-2012
rOCT 28147-89

E Hnrrpenion it PO Chemt - 0 =

Hsctpofacs ViPRet PKI Client TNaacmorssmn yorpodcm: 0

Usdgihbed  Ciptefscite O T

Cprtvgencin, SO RTPRuR AN RO

Aeicmatisime ¢ 0300 M Ao 32001
B 32 0200 w CEVETOD-CA

| Bt gppedd capradn
o WO 30T PPREPANL RS MO0 [ORRRRTE SOTAMIET A MOMDN B ST Guilng gl

(7] vaonesnaceans foarmiy Sopaits MMLOR] Sal KN -0ulach.
(] Zofatert b Aoafmes aAiit Tastns iptute

Bl TiFapeecs

O T SIS PR | PR

[ wirtden PI Client - Gt BINOLE R DEpTefesan = [#] b

CORAAHWE JANPOCA HA CEETHGMKAT

MafargTiu CEPTHSVKATA PR BORITE Adb RECTHYR AL G CRETHERGET

* LUMSATH SIEEASHERTE Dt feud

* Epanmonpossia Indodecs GOST 2012/512 Crypiogeaphic Sendce Provider -

* i OTecTee
* S s OPahTRe:
¥ CTps Pocoaloxas Sasepai [RUY

Cyiea P23 NG APECY PETRCTERSNG

| copoom | o sanpo: a i | [ GTRERI]
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ViPNet OEM Crypto

Kpvntorpaduueckme 6ubanotekn Ana BCTpaVBaHuS




ViPNet OEM Crypto

Kpuntorpaduueckmne bubmorekmn ViPNet OEM Crypto
npeAHa3HayYeHbl 414 BCTPanBaHMA B MPUKAAAHOe
nporpammHoe obecnedenune ([10), B pesynsrate yero

K dyHKUMAM 1O 106aBNAKOTCA BO3MOXHOCTW BbINOJHEHMA
TaKUX KPUNTOrpadrUeckmx onepaumm, Kak xalmpoBaHme,
LUINDPOBaHNE, GOPMMPOBAHME U MPOBEPKA SNEKTPOHHOMN
MOAMWCK B COOTBETCTBUM C POCCUNCKMMM CTaHAAPTaMM

BO3MOXXHOCTU

» Kpuntorpaduueckne bubanortekm
ViPNet OEM Crypto moryTt 6bITb
BCTpoeHbl B npuknagHoe MO npwn
nomoLUn Kpuntorpadbmyeckmnx
nHtepderncos PKCS#11, OpenSSL,
Microsoft CryptoAPI, Microsoft CNG

» PeannzoBaHa nogaepykka apxmTekTyp
npoueccopoB «bankan» n «3nbbpyc»

NMPEMMYLLECTBA

« ViPNet OEM Crypto asnatorca
KpoccnaaTpopMeHHbIMM
KpunTorpadpuyecknmm bubanorekamm
1 VIMEIOT CTaHAaPTU3MPOBaHHbIEe
BHeLUHWe nHTepdencel

« ViPNet OEM Crypto no3sonstor
peann3oBaTb akTyasbHble
oTeyecTBeHHble KpunTorpadpunyeckme
FOCTbl n MeTOAMYECKNE
pekomeHaaumm TK 26

B coctaB 6mbanotek ViPNet OEM Crypto
BXOAMUT MOAY/b, MPesHa3HauYeHHbIN
ANA BCTpaMBaHWs Kpuntorpapuyeckmx
anroputmoB FOCT B CK3W,
pa3pabaTbiBaeMbIx Ha A3bike Java

» Kpuntorpaduueckmne 6mbanotekm
npeAHasHayeHbl 418 paboTbl
Ha onepaumnoHHbIx cnctemax Windows,
Linux, Android, iOS, Sailfish

« MNpepocTaBaseTca pacwmpeHHbin SDK —
noapobHble PyKOBOACTBA, NPUMepbI
MCMONb30BaHNA, YTUAUTBI U T.4.

» HamBmayanbHas
KOHCYy/IbTaLMOHHasA Nojaep>kka
Mo BCTPaUBAHWUIO U INLEH3NPOBAHWIO
pa3pabaTtbiBaEMOro npoaykTa




infotecs

PELLIAEMbIE
3AAAUYU

Kpuntorpapunueckune 6ubnnotekmn ViPNet OEM Crypto
no3BoAAtoT pa3pabatbiBaTe NpukaagHoe MO, BbiNosHAOLWEee
cneayroline kpuntorpaduyeckre onepayum:

« LUndpoBaHme n MMUTO3ALLNTY JaHHbIX
FOCT 28147-89 n TOCT P 34.12-2015

» PopmMMpoBaHMe 1 NPOBEPKY 31€KTPOHHOW MOAMMNCH
FOCT P 34.10-2001 n FOCT P 34.10-2012

» XawmposaHue gaHHbix FOCT P 34.11-94 n TOCT P 34.11-2012

* BoipaboTky acMMMeTpUYHBIX Katouen ans GopMmpoBaHma
n npoBepku anekTpoHHon nognucy FOCT P 34.10-2001
n FOCT P 34.10-2012

* BoipaboTKy CeKpeTHbIX KAtouen A CUMMETPUYHOTO
wndposaHua FOCT 28147-89 n TOCT P 34.12-2015

» OpraHuzauunto TLS-coegnHeHn ¢ nomoupto anroputmos FOCT
PekomeHpaumm TK 26 no ncnonb3osaHuto wndposaHmsa TLS
Ha ocHoBe [OCT 28147-89

% +7 495 737-61-92
8 800 250-0-260 (becnnaTHbIi 3BOHOK Mo Poccum)

PKI19_00RU

soft@infotecs.ru :
@ hotline@infotecs.ru @ www.infotecs.ru

Copep>KnMoe AOKYMEHTa HOCUT UCKKOUNTENBHO MHGOPMALIMOHHBIN XapakTep 1 He ABASETCA NyBANUYHOK opepToit. ins nonyueHus NoAPo6HOI MHGOPMaLMK 06 yKasaHHBIX B JOKYMEHTe
NpoAyKTax n ycayrax Bbl MoxeTe 06patntbca B OAO «MHdoTeKC». Bce n3obpaxeHus ABAAIOTCA NULLb UANKOCTPALMAMU. Bce TeXHUUECKME XapaKTePUCTUKW, BHELWHWUIA B U KOMMAEKTHOCTb
onucbiBaeMON NPOAYKLN MOTYT MeHATLCA 6e3 NpeABapuUTebHOTO yBeaoMaeHns. CumMBosbl ™ nan ® B JOKyMeHTe He UCTIONb3YHOTCH, OAHAKO, ECIN HE YKa3aHO MHOTO, BCe TOBapHbIe 3HaKK
B /JaHHOM [JOKyMEHTE 3allMLieHbl COOTBETCTBYHOLYVIM MPaBOM, KOTOPOE MPUHAANEXNT UX BAaAeNbLaMm.



