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O AokymeHTe

[1ng KOro npeaHasHaydeH A0KYMEHT

[aHHoe pyKoBOACTBO NpejHa3HayeHo Ans nosb3oBaTtesein nporpaMmel ViPNet CSP. B Hem cogepxnTcs

nHbOpMaLUs O Ha3HAYEHUN KPUMNTOMNPOBakepa, ONMCbIBaOTCA OCHOBHbIE CLIEHAaPWKM paboTbl C HUM:
wndpoBaHMe JOKYMEHTOB M COOBLLEHUI 3NEKTPOHHOW NMOUThI, MOAMNVCaHVE 1 NPOBeEpPKa NOAJNHHOCTU
3NEKTPOHHOM MOANUCY, OpraHM3aLns YAaneHHoro AocTyna K pecypcam rno npotokonam TLS v apyrue.

CornaueHma 10KyMeHTa

Huxe nepeyncneHbl cornaleHuna, NpruHATble B 3TOM JOKYMEHTE A4 BblAeNeHUA VIHq)OpMaLI,VIVI.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSIX

O603HaueHune OnucaHue

/\\g BHuMaHue! Yka3biBaeT Ha 0643aTesibHOe ANS UCMONIHEHVSA AW CNe0BaHNA AelCTBUE
AN nHoPMaLnIo.

MpuMeuaHue. Yka3biBaeT Ha Heobs3aTeNbHOe, HO XenaTelbHOe /1S UCMONHEHNS NN
CnefioBaHUA AencTBue Nan MHPopmaLuio.

CoBeT. CoOeP>XUT JOMOJHUTENBHYH MHDOPMaLMo 0bLLero xapaktepa.

Tabauya 2. Obo3HaveHus, ucnosblyemole 0418 8bideneHus uHgopmayuu 8 mekcme

0O603HaueHmne

HasBaHue

KnaBuwa+Knasuiwa

MeHto > MNogmeHo >
KomaHaa

Kon

OnucaHue

Ha3BaHwue anemeHTa MHTep¢e|7|ca. Hanpvlmep, 3aroJIOBOK OKHa, Ha3BaHune
nona, KHOMNKW nian Knasuilin.

CoueTaHue knaBuLl. YTobbl MCNOB30BaTh COUYETaHNE KnaBuwl, chegyet
Ha>aTb NepBYyO KnasBully 1, HE OTNYyCKaA ee, HaXXaTb BTOPYHO KnaBuLly.

Nepapxuueckas nocnesoBatenbHOCTb 31€MEHTOB. Hanpumep, NyHKTbl MeHHO
WAW pasgenbl Ha MaHesn HaBuraumm.

Nms danna, nyts, pparmeHT TekcToBOro daiina (Koga) nav KomaHaa,
BbIMO/JIHAAEMAs U3 KOMaHZAHOM CTPOKM.

ViPNet CSP 4.4. PykoBoACTBO Mo/b30BaTeNs
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O nporpamme

Mporpamma ViPNet CSP npeactaeaset cobori kpuntonpoBangep (cM. HazHaueHme kpuntonposaigepa

Ha cTp. 18), obecneumBatoLmii BbI30B KpunTorpaduyecknx GyHKLMIA U3 pasnYHbIX MPUNOXKEHUIA
Microsoft n apyroro MO, ncnonbsyrowero nHtepdenc CryptoAPI 2.0.

C nomoubto ViPNet CSP Bbl MOXeTe BbINOJIHATH CAeAytoLLme AeNCTBUS:

Co3gaHue KNtoYUen 31eKTPOHHOM NOAMUCHK (CM. FNoCCapuid, CTp. 228) B COOTBETCTBUM C anropuTMamu
FOCT P 34.10-2001 n TOCT P 34.10-2012.

dopmupoBaHue 1 Npoeepka 31eKTPOHHON MNOAMNWUCKU B COOTBETCTBUM C anroputmammn FOCT P
34.10-2001 n TOCT P 34.10-2012.

XawmnpoBaHwue gaHHbIX B cooTBeTcTBMM ¢ anroputmamum FTOCT P 34.11-94 n TOCT P 34.11-2012.
LLindpoBaHme n nmmTO3aLLMNTa JaHHbIX B cOOTBETCTBMM C anroputmom FOCT 28147-89.

CozpaHune nocnefoBaTebHOCTEN CAyYalHbIX U NCEBAOCAYHaNHbIX YNCES, CECCUOHHBIX KAOYen
WnppoBaHus.

AyTteHTudmrKaLms 1 BbipaboTKka CECCMOHHOTO KtoYa Mpu nepejade AaHHbiX Mo npoTtokony TLS.
XpaHeHwne cepTUPUKATOB OTKPbITbIX KIKOUE HEMOCPEACTBEHHO B KOHTEMHEpaX KNtOUen.

PaboTa C 3N1eKTPOHHBIMW KNHOYaMUK Ha Pa3NnNyYHbIX BHELLHWX ycTpolicTBax: eToken, PyTokeH u apyrmx
(cm. BHelwHuMe ycTpoiicTBa Ha cTp. 211).

CoemectmocTb ViPNet CSP ¢ kpunTonpoBaigepamu Apyrux npounssoanTenein obecneynsaeTcs npu

ycnoBun peaamsaummn nMm Tpe6OBaHMI7I, cojep>Kalmxca B AOKyMeHTax:

RFC 4357 (https://tools.ietf.org/html/rfc4357);
RFC 4490 (https://tools.ietf.org/html/rfc4490);
RFC 4491 (https://tools.ietf.org/html/rfc4491);
RFC 7836 (http://tools.ietf.org/html/rfc7836);

MP 26.2.003-2013 «3agaHuve y310B 3aMeHbl 610Ka NOACTaHOBKM anropuTtma wudposanma FTOCT
28147-89»
(https://tc26.ru/standarts/metodicheskie-rekomendatsii/zadanie-uzlov-zameny-bloka-podstanovki
-algoritma-shifrovaniya-gost-28147-89.html);

P 50.1.111-2016 «MaposbHas 3almTa KAtoHeBon nHdopmaummn»
(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-111-2016-informatsionnaya-tek
hnologiya-kriptograficheskaya-zashchita-informatsii-parolnaya-zashchita-klyuchevoy-informatsii.h
tml);

P 50.1.112-2016 «TpaHCNOPTHbIA KNHOUEBOWK KOHTENHEP»
(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-112-2016-informatsionnaya-tek
hnologiya-kriptograficheskaya-zashchita-informatsii-transportnyy-klyuchevoy-konteyner.html);

P 50.1.113-2016 «KpunTorpaduueckme anroputmel, CONyTCTBYOLLME MPUMEHEHMIO aNTOPUTMOB
3NeKTPOHHOM LMPPOBOM NOANNCK N QYHKLMM X3LIMPOBAHUA»

ViPNet CSP 4.4. PykoBoacTtBO nosbzosatens | 11
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https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-111-2016-informatsionnaya-tekhnologiya-kriptograficheskaya-zashchita-informatsii-parolnaya-zashchita-klyuchevoy-informatsii.html
https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-112-2016-informatsionnaya-tekhnologiya-kriptograficheskaya-zashchita-informatsii-transportnyy-klyuchevoy-konteyner.html
https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-112-2016-informatsionnaya-tekhnologiya-kriptograficheskaya-zashchita-informatsii-transportnyy-klyuchevoy-konteyner.html

(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-113-2016-informatsionnaya-tek
hnologiya-kriptograficheskaya-zashchita-informatsii-kriptograficheskie-algoritmy-soputstvuyushch
ie-primeneniyu-algoritmov-elektronnoy-tsifrovoy-podpisi-i-funktsii-kheshirovaniya.html);

P 50.1.114-2016 «[MapameTpbl 3AAUNTUYECKMX KPUBbIX A8 KpuATorpabmnyeckmx aaroputMos u
NpPOTOKO/IOB»
(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-50-1-114-2016-informatsionnaya-tek
hnologiya-kriptograficheskaya-zashchita-informatsii-parametry-ellipticheskikh-krivykh-dlya-kripto
graficheskikh-algoritmov-i-protokolov.html);

P 1323565.1.020-2018 «cnonb3oBaHve kpuntorpapuyeckmx aaroputMoB B MpoToKo/e
6e3onacHOCTM TpaHcnopTHOro ypoBHsa (TLS 1.2)»
(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-informatsionnaya-tekhnologiya-kript
ograficheskaya-zashchita-informatsii-ispolzovanie-kriptograficheskikh-algoritmov-v-protokole-bez
opasnosti-transportnogo-urovnya-tls-1-2-.html);

P 1323565.1.023-2018 «/cnonb3zoBaHme anroputmos FOCT P 34.10-2012, TOCT P 34.11-2012 B
cepTudukate, cnucke aHHyaMpoBaHHbIX cepTudukatos (CRL) 1 3anpoce Ha cepTtudmkar PKCS#10
NHGPaACTPYKTYpPbl OTKPbLITBIX KAtouein X.509»
(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-1323565-1-023-2018-informatsionna
ya-tekhnologiya-kriptograficheskaya-zashchita-informatsii-ispolzovanie-algoritmov-gost-r-34-10-
2012-gost-r-34-11-2012-v-sertifikate-spiske-annulirovannykh-sertifikatov-crl-i-zaprose-na-sertifik
at-pkcs-10-infrastruktury-o.html);

P 132356.1.024-2019 «/IHpopmaunoHHasa TexHosorma. Kpuntorpadpuryeckas 3awmra nHGopmMaumm.
MapameTpbl SAANATUYECKUX KPUBBIX A5 KPUMTOrpaduueckux aaroputMoB 1 MPOTOKONOB»
(https://tc26.ru/standarts/rekomendatsii-po-standartizatsii/r-132356-1-024-2019-informatsionnay
a-tekhnologiya-kriptograficheskaya-zashchita-informatsii-parametry-ellipticheskikh-krivykh-dlya-k
riptograficheskikh-algoritmov-i-protokolov19.html).

CucTeMHble TpeboBaHMA

TpeboBaHWsA K KOMMbIOTEPY ANs ycTaHOBKM nporpammbl ViPNet CSP:

Mpoueccop — Intel Core 2 Duo uan Apyror cXoXuin No NPOU3BOANTENBHOCTU X86-COBMECTUMBINA
NpoLLeccop ¢ KOANYeCTBOM sigep 2 v bonee.

Ob6bem onepaTVBHOW NaMATN — He MeHee 512 MbalT.
CB0O6OAHOE MECTO Ha XXECTKOM Aucke — He MeHee 100 MbawrT.
OnepauunoHHas cuctema:

o Windows 7 — 32/64-pa3psaaHas, cbopka 6.1.7601;

o Windows Server 2008 R2 — 64-pa3psgHas, cbopka 6.1.7601;
o Windows Server 2012 — 64-pa3psagHas, cbopka 6.2.9200;

o Windows 8.1 — 32/64-pa3psaaHas, cbopka 6.3.9600;

o Windows Server 2012 R2 — 64-pa3psgHas, cbopka 6.3.9600;

ViPNet CSP 4.4. PykoBoacTBO nosbzoBatens | 12
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o Windows 10 — 32/64-pa3psgHas cneayromx Bepcuin n cbopok:

Bepcusa 1507, cbopka 10240,
Bepcusa 1511, cbopka 10586,
Bepcusa 1607, cbopka 14393,
Bepcusa 1703, cbopka 15063,
Bepcua 1709, cbopka 16299,
Bepcus 1803, cbopka 17134,
Bepcua 1809, cbopka 17763,
Bepcua 1903, cbopka 18362;
Bepcma 1909, cbopka 18363.

o Windows Server 2016 — 64-pa3psgHas, cbopka 14393;

o Windows Server 2019 — 64-pa3psaHas, cbopka 17763.

,ﬂ,ﬂﬂ Ka)K,CI,OI7I M3 YKa3aHHbIX C60pOK AOJIKHbI ObITb YCTaHOBAEHbI MOoC/egHNE NaKeTbl OBHOBNIEHWNI.

Pabota ViPNet CSP Ha koMnbtoTepax, paboTaroLmx Nog ynpasaeHneM ornepaLmoHHbIX CUCTEM
Apyrux cbopok, He rapaHTMpyeTcs.

Mpumeuanue. B OC Windows 10 n Windows Server 2016 noazsep>vBatoTcs BCe 3asB/E€HHbIE
KpunTorpaduyeckme onepauum, KpoOMe OpraH13aLum 3aLiMLLEHHBIX MOAKIOUYEHUI MO
npotokony TLS B Be6-6pay3epe Microsoft Edge.

Internet Explorer — Bepcua 11.

Mpu ncnosb3oBaHum nporpamm Microsoft Office — Bepcmsa 2010 nam 2013,

[Aonyckaetcs paboTa B CleAyHOLMX BUPTYaNbHbIX Cpedax:

ViPNet CSP nogaep>vBaeT paboTy C HECKOIbKUMMW TUM@aMU YCTPONCTB XPaHEHUS 31EKTPOHHBIX KHOUew.

Microsoft Hyper-V;

VMware VSphere ESX;

VMware Workstation;

VMware Player;

Oracle VM VirtualBox.

I'Iop,po6Hy+o I/IHq)OpMaLI,I/H-O O NoaAaep>XMBaeMbIX 3NEKTPOHHbIX KNKHOYaxX CM. B MPUJIOXKEHNN BHewHwne

ycTporictea (Ha cTp. 211).

KoMMaeKkT mocTaBkKm

B komnnekT noctaBku nporpammbl ViPNet CSP BxogaT ciegytoLine KOMMNOHEHTbI:

ViPNet CSP 4.4. PykoBOACTBO Mnosib3oBaTens |
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e YctaHoBouHbIM dann ViPNet CSP.
e JlokymeHTbl B dopmate PDF:
o «ViPNet CSP. PykoBoACTBO noab3oBaTens».
o «ViPNet CSP. bbicTpbIli CTapT».
o «ViPNet CSP. JILLeH31OHHble cOornalleHnst Ha KOMMOHEHTbI CTOPOHHMX NPOU3BOAUTENEN».
o «Kpuntorpadpuueckuin nutepdeic ViPNet CSP. PykoBogcTBo pazpaboTtumkan.
o «Kpuntorpadpuueckunin nutepderic ViPNet CNG. PykoBoacTBo pa3paboTumka».

o «ViPNet SysLocker. PykoBoacTBO nosib3oBatenisi».

ViPNet CSP 4.4. PykoBoacTBO nosnb3osatens | 14



HoOBble BO3MOXHOCTM Bepcnmn 4.4.0

B 3TOM pasgene npeacraBieH KpaTKnMin 0630p M3MeEHEHUI Y HOBbIX BO3MOXHOCTel nporpammbl ViPNet
CSP Bepcuin 4.4.0 no cpaBHeHUto ¢ nporpammont Bepcun 4.2.11. Mudopmanmsa 06 naMeHeHumsx B
npeablayLLInX BEPCUsX NpOorpaMMbl NpuBeAeHa B NpuaoxeHun Victopus sepcuii (Ha ctp. 195).

o Toaaep>xkka HoBbix Bepcui Windows
PeannsosaHa nogaep>xka OC:
o Windows 10 Bepcus 1909, cbopka 18363.
o Windows Server 2019, cbopka 17763.

e [Mopaep>kka yctpouncts JaCarta-2

B HoBoW Bepcuun nporpammbl ViPNet CSP nogaep>xmBatotcs ycrponctaa JaCarta-2 PKI/TOCT,
JaCarta-2 F'OCT. HoBble ycTporicTBa crpynnupoBaHbl B cemericteo JaCarta (cMm. Cnincok
NOALEPXKMBAEMbIX BHELLHMX YCTPOMCTB Ha cTp. 211).

e [Mopaeprkka yctpoicts R301 ®opoc PKCS

B HoBoW Bepcum nporpammsbl ViPNet CSP nogaepxumatotcs yctpoictea R301 ®opoc PKCS
(cm. Cnncok noasep>XnBaeMblX BHELLIHMX YCTPOMWCTB Ha cTp. 211).

e M3meHeHune cocTaBa cEMENCTB YCTPONCTB
B HoBoW Bepcuun nporpammbl ViPNet CSP nameHunaca coctaB cnesyoLmnx CEMencTB yCTPOMCTB:

o Kcemelictey JaCarta oTHeCeHbl YCTPONCTBA, paHee BxoAuBLUNE B ceMeincTBa eToken GOST /
JaCarta GOST v JCDS.

o K cemelictBy Rutoken oTHeceHbl ycTpoiicTBa, paHee BxoauBLune B cemencTBo Rutoken ECP /
Rutoken Lite.

o Kcemelictey Rutoken S oTHeCeHbI YCTPOICTBA, paHee BXOAMBLUME B ceMeincTBo Rutoken /
Rutoken S.

e KomnoHeHT ViPNet SoftToken nepeHeceH B coctas MO ViPNet OSSL

N3 coctaBa ViPNet CSP yaaneH komnoHeHT ViPNet SoftToken. ns paboTbl ¢ nporpaMmmMHbIMU
TokeHamun komnoHeHT ViPNet SoftToken mMoxeT 6bITb ycTaHOBAEH B cocTaBe 10 ViPNet OSSL.

e W3meHeHune pabotbl ¢ ViPNet HSM

B npegpiaywmx Bepcusx ViPNet CSP HacTpolika npon3BoAnaack B camoi nporpamme. ns pabortbl
HoBo Bepcumn nporpammbl ViPNet CSP ¢ kntouamu, xpaHawmmmncsa Ha MAK ViPNet HSM

(cM. rnoccapwuii, cTp. 226), HEO6XOAMMO NPOU3BECTM YCTaHOBKY U HacTpoiiky ViPNet HSM SDK

(cm. Baaumogenicteue ¢ MAK ViPNet HSM Ha cTp. 153).

¢ VicnpaBneHwue ownbok

B Bepcvn 4.4.0 ncnpassieHbl OLWIMOKY, BbiSBJEHHbIE B MpoLiecce 3kcniyatauum sepcin 4.2.11.
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ObpatHasa CBA3b

fononHuntenbHaa nHpopmauma

CBeseHus o npogyktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOCh! U Apyras nojesHas
MHPopmMaums cobpaHbl Ha cainte OAO «NHPoTeKC»:

NHdopmaumsa o npoaykrtax ViPNet https://infotecs.ru/product/.
NHdopmaums o peweHunsax ViPNet https://infotecs.ru/resheniya/.
Yacrto 3agaBaemble Bonpockl https://infotecs.ru/support/faqg/.

®opym nonb3osatenen npoayktoB ViPNet https://infotecs.ru/forum/.

KoHTakTHaa nHpopmauma

Ecnm y Bac ectb Bonpocsl, cBaxuntech co cneunanamctamm OAO «MHpoTeKC»:

EaVHbBI MHOTOKaHaNbHbIN TenedoH:

+7 (495) 737-6192,

8-800-250-0-260 — 6ecnnaTHbI 3BOHOK 13 Poccun (kpome MocCKBbI).
Cnyxba TexHnueckor nogaepxku: hotline@infotecs.ru.

®opma ana obpalyeHuns B Cyxby TEXHUYECKOM NOAAEPXKKN Yepes canT
https://infotecs.ru/support/request/.

KoHcynbTauum no tenedoHy A8 KIMEHTOB C PaCLLUMPEHHON CXEMOM TEXHUYECKOW NOAAEPIKKM:
+7 (495) 737-6196.

Otaen npogax: soft@infotecs.ru.

Ecan Bbl 06Hapy>XuUAK ya3BMMOCTM B NPOAYKTaX KOMMaHUK, COOBLLUTE O HUX MO ajpecy
security-notifications@infotecs.ru. PacnpoctpaHeHne nHdopmaLmm 06 ya3BUMOCTAX NPOAYKTOB
OAO «NHPoTeKC» perynnpyetcs NOAUTUKOM OTBETCTBEHHOTO pasrialleHuns
https://infotecs.ru/disclosure.php.

ViPNet CSP 4.4. PykoBoACTBO Mo/b30BaTeNs
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HasHaueHMe KpunTonpoBanaepa

Ecan cywiectByeT HEOHXOAMMOCTb 3aLUMLLATh JNEKTPOHHbIE JOKYMEHTbI CpeacTBaMu KpunTorpaduw, a
TaKXKe MOAMUCLIBATb JOKYMEHTbI 3/IEKTPOHHON MOAMNMWCHIO0, 0becrneumnBas Ux NOAJVHHOCTb U LLeJOCTHOCTb,
HeobX0ANMO YCTaHOBUTb CMeLMaNn3npoBaHHbIA NPOrpaMMHbIA MOAYNb — KPUNTONpoOBanaep.

Bce Bepcun onepaumnoHHoi cuctembl Windows, HaunHas ¢ Windows 2000, MMetoT BCTPOEHHbIA
kpunTonposangep Microsoft Base Cryptographic Provider. A1roputmsl, ncnosblyemblie 3TM
KpunTonpoBangepom, He cepTndmnLmpoBaHbl No TpeboBaHuAM PCh. 3akoH PP «O6 3n1eKTpOHHOW
nognuecu» (http://www.rg.ru/2011/04/08/podpis-dok.html) Tpebyet npumeHeHna cepTdULMpPOBaHHbIX
KpunTorpapuyeckmnx CpeacTs.

Kpuntonpoeanaep ViPNet CSP BbinosHsAeT cnegytollme 3agaun:

e ABTOpM3aLMA 1 obecneyeHne NOANNHHOCTY JOKYMEHTOB B NpoLecce 3allnLLEeHHOro
AokymMeHToobopoTa. [1i11 3Toro ncnonb3ytoTca cpeactsa GOpMUPOBaHMA 1 NPOBEPKMN 31EKTPOHHON
noAnucK B cooTBeTCTBMM co cTtaHgaptamum FTOCT P 34.11-94, TOCT P 34.11-2012, TOCT P 34.10-2001
n FOCT P 34.10-2012.

e ObecneyeHne KOHOUAEHLMANBHOCTU 1 KOHTPOASA LIENOCTHOCTU MHPOPpMaLMK NyTem ee
WndpoBaHMa U UMUTO3aLLNTbI B cootBeTcTBUM ¢ TOCT 28147-89.

e (ObecnevyeHune ayTEHTUUYHOCTU U KOHPUAEHLNANBHOCTM CoeanHeHUM TLS.
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JNEKTPOHHadA MOAMNMCE

DNEeKTPOHHas NOAMNNCb — PEKBU3NT INEKTPOHHOTO JOKYMEHTa, MOJIyYEHHbIN B pe3y/ibTate
KpunTorpadunyeckoro npeobpasoBaHms MHGOPMaLUN C UCMONb3OBAHMEM KJHOUYa 3NEKTPOHHOM NMOATMUCK.

DNeKTPOHHas NOAMMCH NMO3BOISIET MOATBEPANTL CeAytoLee:
e [OANMHHOCTb: 31eKTPOHHAasA NOAMNMWCH YAOCTOBEPSET IMYHOCTb NOCTABUBLUETO MNOAMMUCH.

. Ll,e}'IOCTHOCTbZ 3N1EKTPOHHaA NoANMCb NOATBEPXKAAET, UTO JOKYMEHT HE Obl1 UI3MEHEH Nocae
noanncaHua.

. HeOTpEKaEMOCTbZ 3IEKTPOHHaA NoANuUch 3alimilaeT OT OTKasa Cy6'beKTa OT aBTOPCTBa AOKYMEHTa.

Taknm 0b6pasom, sneKTPOHHaA MOAMUCH MOXET NCMOJb30BaTbCA GUINYECKUMU U FOPUANHECKUMU
MLaMy B KaYecTBe aHasiora CO6CTBEHHOPYYHOW NOANUCK ANA MPUAAHNA S1EKTPOHHOMY JOKYMEHTY
FOPUANYECKOM CUNbI, PAaBHOW IOPUANUYECKON CUae JOKYMEHTa Ha ByMaxXHOM HOocuTene, NOAMNMCAaHHOTO
COBCTBEHHOPYYHOMN MOAMMCHIO MPAaBOMOYHOTO M@ U CKPEMJIEHHOTO MevaTblo. YCN0BUA NCMOJb30BaHA
3NeKTPOHHOM NoAnNuncK, 0COBEHHOCTM ee NCMOb30BaHNA B chepax rocyapCTBEHHOO yNpaB/eH s 1 B
KOpropaTUBHON MHPOPMALIMOHHOW CUCTEME perfameHTUpyroTca 3akoHoM PO ot 06.04.2011 N2 63-03
«O6 3nekTpoHHOM nognucn» (http://www.rg.ru/2011/04/08/podpis-dok.html).
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KOHTENHEpP KHouen

Mapa katouer — 3aKpbITbIA U OTKPLITHIN (BXOAALWMI B COCTaB cepTUdUKaTa nosb3oBaTens) — no3Boaser
BbIMOJIHATL Onepaummy WndpoBaHnsa U NOANMCU JOKYMEHTOB.

33Kpb|TbII7I K04 CO34aeTcAa B y40CTOBEPAOLWEM LEHTPE UM CaMUM MNOJIb30BaTeNeEM U XPaHNTCA B
KOHTeI;IHepe KAouen Ha ANcCKe Nan BHewHeM yCTpOI‘/’ICTBe.

CepTudukaT nosb3oBaTens U3LaeTcs B yAOCTOBEPAIOLWEM LIEHTPe MO 3arnpocy Nnosib3oBaTens

(cm. Co3paHme 3anpoca Ha ceptudukaT n bopMmnpoBaHMe 3aKpbITOro Katoya Ha cTp. 55) nan, B
HeKOTOPbIX CyYanx, Mo MHULMATMBE aAMUHUCTPaTOPa YAOCTOBEPAIOLWEro LeHTPa. 3anpoc Ha Bblgady
nnn obHoBeHWe cepTUdmKaTa NONb30BaATENA Bbl MOXETE CAeNaTh C MOMOLLbIO MPOrPaMMHOro
obecneuvenus ViPNet Client, ViPNet PKI Client nan nporpammbl «Co3gaHue 3anpoca Ha ceptudukar»
(cm. MopsAaok nonyyeHns 1 BBOAA B AeNCTBME 3aKpbITOro kitova n ceptudurkarta Ha cTp. 54), Bxogalien
B nakeT yctaHoBku ViPNet CSP.

Kpome Toro, s NpoBepky NOAANHHOCTM U akTyalbHOCTU cepTudmKaTta nosb3oBaTens HeobXoAMMbI
uenouka cepTndukaToB n3zatens (CM. roccapui, ctp. 228) n CnMcok aHHYIMPOBaHHbIX CEPTUGUKATOB
(CRL) (cMm. rnoccapwi, ctp. 228).

Mpwv opraHy3aumm 3aLMLLEHHOTO JOKYMEHTOO60POTa NPUIOXKEHWE (HanprMep, MporpaMMa ns coctaBa
Microsoft Office, cnyxba cepsepa IIS) obpaluaeTcs K KpunTONpoBangepy, nepeAanas eMy napameTpsl
cepTdUKaTOB U MECTOMOJIOXKEHME 3aKPbITOro Karoua. YTobbl 06ecneunts NPUIoXKEHNIM AOCTYN K
cepTdUKaTam, X HEOBXOAUMO YCTaHOBUTbL B XPaHWNMLLLE OMNepaLlMOHHON CUCTEMDbI:

o CepTnduKaT NONb30BATENSA U 3aKPbITbINA KNHOY MO/Ib30BaATENA YCTaHABANBAOTCA C MOMOLLBHO
nporpammbl ViPNet CSP (cM. YcTaHOBKa KOHTEMHEPOB KAKOUEN 1 cepTUdUKaATOB Ha cTp. 61).

e Ceptudukat nsgartens u Cruckn aHHyanpoBaHHbIx ceptudukatos (CRL) (cM. rnoccapuis, cTp. 228)
yCTaHaB/MBAKOTCA CTaHAAPTHLIMU CPEACTBaMM OMepaLMOHHON cUCTEMBI (CM. YCTaHOBKa
cepTudurkaTa nsgatena u cnncka aHHyIMpPoBaHHbIX cepTudurkaTos Ha cTp. 76).

Mporpamma ViPNet CSP no3BossieT ycTaHaBAMBaTb 3aKpbITble KIHOUYM U CEPTUGUKATLI OTKPBLITOFO Ktoua
cnepyrowmmMm cnocobamu:

e [lyTeM gobHaBaeHUs KOHTENHEPA, COAEP KALLErO 3aKpbITbIA KAtOU 1 cepTudumkart. Mpu 3Tom
KOHTEMNHEP MOXET HaxoAMTbCA B Narnke Ha Ancke (CM. YCTaHOBKa KOHTeMHepa KAtYel 13 nanku
Ha CTp. 63) AN Ha BHeLUHEM YCTPOWUCTBe (CM. YCTaHOBKa KOHTEHEpa K/HUEeN C BHELLIHero
yCTPOWCTBa Ha CTp. 66).

e [lyTeM ycTaHOBKM cepTudmrKaTta 1 CONOCTaBAEHNS eMy 3aKpPbITOrO KAtoua 13 KOHTerHepa KAruyel B
narnke Ha AMCKe Wiu BHELLHEM YCTPOWUCTBE (CM. YcTaHoBKa cepTuduKaTa B CUCTEMHOE XpaHUauLLe
Windows Ha cTp. 69).

CepTI/ICbVIKaT MOXeT HaxOoAUTbCA OTAE/IbHO OT 3aKpbITOro KaKo4a B Te€X Cay4dasnX, Korga CepTVICI)VIKaT
co3jaeTcqa No 3anpocy noab3oBaTesia. CepTI/Iq)I/IKaT n 36KprTbII‘/’I KJIKO4Y HaxXo4ATcA B O4HOM KOHTEI‘/JIHepe,
Korga vx sblgada BbINOJHAETCA aAMUHNCTPATOPOM YAOCTOBEPAOLLEro LeHTpa.

®opmat darina KOHTeNHepPa KaoUelr 3aBUCKT OT pa3paboTurka KOHKPETHOrO KpMMNTonpoBakaepa.
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g BHumanue! Mporpamma ViPNet CSP He MoxeT paboTtaTb ¢ KOHTEMHEPaAMU KAHOYEN,
CO3JaHHbIMM C MOMOLLBIO APYroro KPUNTOMpoBaigepa.

KoHTenHepbl kntoven ViPNet CSP MOryT XxpaHWUTbCs Ha KOMMbOTEPE B OAHOM U3 ABYX Nanok:

e [lanka xpaHeHWs KJHOUen TekyLLero no/b3oBaTens — nanka, K COAep>XXMMOMY KOTOPOI NMEerT
[OCTYN TONBbKO TEKYLLMA NOJIb30BaTENb U aZMVHUCTPATOP OMEePaLMOHHON CUCTEMBbI. ITa nanka
HaxOAWTCS Mo ajpecy:

C:\Users\<lMmusa nonbszoBarensa>\AppData\Locall\Infotecs\Containers.

e [lanka xpaHeHWs KitouYen KoMMbloTepa — Manka, kK CoAep>KMMOMY KOTOPOR MMeeT JOCTYN TONbKO
aAMVHNCTPATOP ONepaLMoHHON CUCTEMbI. DTa narnka HaxoAMTCA Mo ajpecy:

C:\ProgramData\Infotecs\Containers.

Mpumeuanue. C Lenbto obecrneyeHrss COOTBETCTBUA PeKOMEHAALMAM TeXHNYECKOro

KommTeTa no craHgapTtm3aumm (TK 26) «Kpuntorpaduyeckas 3awmta nHGopmalmm»

(http://www.tc26.ru/) nameHeH popmaT KOHTENHEPOB KAHOUEN, CO3AaHHbIX MO
anroputmy FOCT 34.10-2012.

KoHTeliHepsbl kntouel, co3gaHHble B nporpamme ViPNet CSP 4.1 ¢ nomousto TOCT
34.10-2012, 6onee He NOAAEPXKMNBAIOTCA.

®ainnbl cepTMdMKaToB BCETAa CO3at0TCA TONKO B ONpefeneHHblX CTaHAapTHbIX dopmaTax:
o dain dopmata X.509, copepxkalymii Tonbko cepTndukat (Ppaibl C paclUMPEHNAMU . cer, .crt).

e  Qaiin popmata PKCS#7. 3TOT popmaT npesHa3HaueH A1s XpaHeHUs 3alumdpoBaHHbIX U
NoAMNMCaHHbIX COOBLLIEHWI BMECTE C COOTBETCTBYOLWMMY cepTudurkaTamu. Paiin Takxe MoXeT
Mcnosb3oBaThCA Ans nepegayn Habopos ceptudmkatos u cnmckos CRL (dainbl ¢ paclumpeHnsmm

.spc, .p7b, .p7s).

o  Qain dopmata PKCS#12. 10T popmat npesHasHayeH Ans nepesaymn 3awmdpoBaHHbIX Ha napone
3aKPbITbIX KtOUen 1 cepTndmKaToB (balinbl C pacliMpeHnsaMy .pfx, .pl2). Parnbl popmarta
PKCS#12 popmupytoTcs B COOTBETCTBMMN C peKOMeHAaLMAMN TeXHNYECKOro KoMmureTa no
ctaHgapTtusauum (TK 26) «Kpuntorpadurueckas 3awmrta nHbopmaymm».

Mpumeyanue. Pannbl popmata PKCS#12, He cooTBeTCTBYHOWME pekoMeHaaumuam TK 26
(Hanpumep, daiinbl, co3gaHHble B MO komnanum «Kprntolpo»), He Noaaep>KMBatoTCA.

B nporpamme ViPNet CSP MoOXeT ncnosib30BaTbCA HEOTPaHNUYEHHOE KONIMYECTBO CEPTUPNKATOB U
KOHTEeMHepOoB katouen. B aTom cnyyae npu nognucaHum foKyMeHTa HEO6XOAMMO BblbpaTh, Kaknm
MMEHHO KNOYOM OH ByseT noanmncaH.

ViPNet CSP 4.4. PykoBOACTBO Mnosib3oBaTens |
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LLIndposaHme 1 noanmcaHme
NOKYMEHTOB

Ana BbINOAHEHUA GYHKLMI WNPOBaHWA 1 MPOBEPKM 3NEKTPOHHON noanuncy kpuntonposangep ViPNet
CSP ncnonb3yeT OTKPbITLIA KKOY, HaXOAALMACA B cepTudukaTe (CM. rioccapumi, cTp. 228) Toro
nosb30oBaTeNs, KOTOPOMY afpecoBaH 3aWnMdPOBaHHbIN JOKYMEHT MW OT KOTOPOTO NOCTYMNWUA JOKYMEHT C
3NEeKTPOHHOM NOAMUCHIO.

Ans paclumdpoBaHms 1 GOPMUPOBaHUS INEKTPOHHOW MOAMUCK KPUNTONPOBAAep NpUMeEHsET
3aKpbITbI KNHOY NOb30BaTeNs, KOTOPbIA pacliMdpOBbLIBAET UAN NOAMNUCHIBAET LOKYMEHT (TOT KJIHOY,
KOTOpbI ByaeT ykazaH caMUM MOJib30BaTesIEM).

Ha pvcyHke HUXXe NpeacTaBieHa CXeMa 3alULEHHOrO 06MeHa JOKYMeHTaMu Ha NprMepe nepesaum
KOHPMAEHLMaNbHOTO COOBLLEHNSA 31EKTPOHHON NOYTbI.

Ceresoe xpanunuue
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PucyHok 1. Cxema obmeHa 3auwjutjeHHbIMU OOKyMeHmamu

Monb3oBatento A HeobxoaMMO nepesaTb Nosib3oBaTento B koHdMaeHUnanbHoe coobLuleHme
3ﬂeKTpOHHOI7I MOYThbl. ,ﬂ'ﬂﬂ 3TOro NoJib30BaTeNM BbINOJIHAKOT cheayrouine AGI;ICTBI/IHI

1 Tllonb3oBatenb A 3anpalivBaeT U3 CETEBOrO XpaHuAnLWa cepTmdurkaTt OTKPbITOro Karoya
nosb3oBaTensa B n conoctaBaser ero ¢ KOHTakToM B B cBOEl NouTOBOWM Nporpamme.

2 T[lonb3oBatensb A 3awndpoBbIBaET AJOKYMEHT C MCMOJIb30BaHNEM OTKPLITOrO Kjato4a 13 ceptudukara
nosab3oBartens B.

3 TMMonb3oBaTtenb A oTnpaBAseT Nosb3oBaTeto B 3alumndposaHHoe coobLueHme.

4 T[lonb3oBaTens B paCLLIVIq)pOBbIBaeT LOKYMEHT C NOMOLLBbKO CBOEro 3aKpPbITOro Kako4a.

Takmm obpa3om, nonb3oBaTtenb B nonyyaet koHPUAEHUMaNbHOE COObLLEHWE OT Nob3oBaTens A.
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Ecnn cooblieHre nepexBaTuT 310yMbILLAEHHWK, MPOUMTaTb MUCbMO €MY He YAacTCs, MOCKOJIbKY Y HEro
HeT 3aKpbITOro KAr4Ya nosb3osaTtens B.

Ecnn nonb3oBatens B He cmoxeT paclindpoBaTb cooblieHMe, Npulesllee OT Nosb3oBaTtens A, 310
3HaUWT, YTO 3TO CcoOobLLEHME BbIIO N3MEHEHO CTOPOHHUMU ULLEAMU UK MOBPEXAEHO B NpoLiecce
nepecbiakn. B 3ToM cnyyae nonb3osatesib B MoxeT 3anpocuts y nonb3oBaTens A NOBTOPHYH OTMpaBKy
coobueHus.

Mpouecc popMmpoBaHMA 1 NPOBEPKN 3NEKTPOHHON MOAMUCH NPEACTaBAEH HUXE.

Ceresoe xpanunuue
ceprudukaros
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PucyHok 2. [Mpoyecc popmupoeaHus u npogepku 31ekmpoHHolU nodnucu dokymeHma

Monb3oBatento A HeobXoAMMO 3aBepUTb LOKYMEHT (HanprmMep, COobLLeHNE 31eKTPOHHON NOYUThI)
3NEKTPOHHOM MOAMUCBIO, A/ TOFO UTODObI OCTa/IbHbIE MO/b30BATENIM HE CMOT/IN BHECTU B HETO
N3MEHEHUSA U KaXKAblA MOT YAOCTOBEPUTBLCS, UTO aBTOP AaHHOTO JOKYMeHTa — nosib3oBaTens A. s
3TOrO NMOJ/Ib30BATE/IV BbIMOJHAIOT C/IAYIOLLNe AeACTBUS:

1 TMMonb3oBatenb A noanuncbiBaeT JOKYMEHT CBOUM 3aKPbITbIM KJTKOYOM.

2 T[lonb3oBatens A oTnpasafeT JOKYMEHT BCEM 3aMHTepPeCcOoBaHHbIM anuam (nosb3osatenu B, C v D)
WAN BblkNagplBaeT Ans obuiero gocryna.

3 Tllonb3osaTens B 3anpatwinBaet CepTVIq)I/IKaT OTKPbITOro KjKo4a nonb3oBaTtens A B ceTeBOM
XpaHuauule, rae XpaHAaTca CepTVICI)VIKaTbI, n3AaHHbIe YAOCTOBEPAOWNM LLEHTPOM.

4 Tonb3osatesnb B npoBepseT a31eKTPOHHYHO NOAMMUCL AOKYMEHTa C MOMOLLbIO OTKPbITOrO KAtoya
nosib3oBatens A, KOTOPbI HaxoAMTCA B cepTudurkaTte nosb3osatens A.

Ecan npoBepkKa npoina ycnewHo, 3To0 O3Ha4aeT, YTO aBTOpP AOKYyMeHTa — ,D,EI‘/’ICTBVITEIIbHO NnoJsib30BaTe/lb
Awn AOKYMEHT He noaBepranca MsSMeHeHnaM ¢ MOMeHTa noAnncaHua.

Ecan npoBepka nokasana HeCOOTBETCTBUE INEKTPOHHOM NOAMMCU N OTKPBLITOTO KAtO4a B cepTudukarte
OTMpPaBUTENS, 3TO O3HAYAET, YTO AOKYMEHT INBO HE NPUHAANEXUT Nob3oBaTeNto A, 1Mbo
peAaKkTMPOBaNCsa CTOPOHHUMM MLL@MK, MO0 BblN MOBPEXAEH B NMPOLLECCe Nepeckiikn. B 3ToM ciyyae
nosb3oBaTenb B MoxeT 3anpocuTb y nosib3oBatens A JOKYMEHT MOBTOPHO.

ViPNet CSP 4.4. PykoBoACTBO nosib3oBatens | 23



AYTEHTUYHOCTb U
KOHOWAEHLMANBHOCTb COEAMHEH NI
TLS

Mpotokon TLS ncnonb3yetcs ans opraHn3aumum yaaneHHoro 3alluieHHOro CoeuHeHus, Hanpuvep
JOCTyna K pecypcam yaaneHHoro cepsepa. [poTokos No3BoaseT MPOBECTU OJ4HOCTOPOHHIO UK
B3aVIMHYH ayTEHTUPMKALIMIO B3aUMOZJENCTBYHOLLMX CTOPOH, a Takxke obecneyntb KOHOUAEHLMaNbHYHO
nepegayvy nHdopmaumnn. Heobxoa4MMOCTb 3aLLMLLIEHHOTO JOCTYNa MOXET BO3HWKHYTb NPV peanunsauum
obLero goctyna Kk 6a3amM AaHHbIX MW XPaHWUAWLLAM, MPU CO34aHNN CUCTEM 3/1IEKTPOHHbIX MaaTexen 1 B
APYTUX Cyyasix.

B3aumogelicTBME ABYX Y3/10B MPU 3aLUMLLEHHOM COEANHEHMM NPEACTaBIEHO Ha CXEME HUXKE.

@ 3anpoc 3aWMILEHHOND cogguHenna TLS

-

BE'EI'H.I'IHE‘HT *® ﬁwmmnauﬂg (npﬂaepm CDE.H.HHEHHH} E-eﬁ-{&pﬂep IS

A

___@ BoipaboTra OGWero Knoda WwHppoaaHMa .

_@ Cetonn oEMEHa [aHHBIMA

@ JABEPIIEHHE COBNMHEHHA

PucyHok 3. Cxema s3aumodelicmeus y3108 npu TLS-coeduHeHuu

Taknum obpasom, ncnonb3oBaHme npotokona TLS, peannsyemoro cpeactsamum kpuntonposarigepa ViPNet

CSP, no3BonsieT rapaHTMpoBaTh HAZEXHOE U CaHKLUOHMPOBAHHOE COEANHEHME C YaleHHbIMM
cepBepamMu U CTPOro OrpaHUYEHHbIN JOCTYN K 3aLUMLLEHHbIM AaHHbIM.
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[ lpakTnyeckoe NpuMeHeHne
ViPNet CSP

BHumanwme! Ecam Bbl yctaHosman nporpammy ViPNet CSP B coctase gpyroro MO ViPNet
1 XOTWTE UCMOb30BaTb KPUMTOMNPOBaAEP B CTOPOHHUX MPUNOXKEHUAX, CHavana
3anycTuTe yctaHoBouYHbIN daiin ViPNet CSP 1 go6aBbTe kOMNoHeHT Moagepkka
pa6otbl ViPNet CSP uepes Microsoft CryptoAPI (cm. lob6aBneHue, yaaneHvie v
BOCCTaHOBJIEHVE KOMIMOHEHTOB MpPOorpaMmbl Ha cTp. 32). YbeauTech, 4to B pasgene
[JononHutenbHo yctaHoseH dnaxok Moaaepikka pabotbl ViPNet CSP uepes
Microsoft CryptoAPI.

>

C nomoubto nporpammbl ViPNet CSP Bbl MOXeTe BbIMOAHATL CleAytoLme onepauuu:

e [MoanuceiBaTh coobeHmns Microsoft Outlook (cMm. SnekTpoHHas NoANUCh 1 WNdpoBaHne B
Microsoft Outlook Ha cTp. 124).

e 3awwndposbiBaTb coobeHns Microsoft Outlook n BnoxeHHble dannbl (cm. LndposaHre
COODBLLIEHNI 3NEKTPOHHOM NoYThl Ha cTp. 135).

e ®dopMMpoBaTb N NPOBEPSATH IEKTPOHHYIO NOANUCH B NpuaoxeHnsx Microsoft Office
(cM. dnexkTpoHHas noanuck B gokymeHTtax Microsoft Office Ha cTp. 113).

e [loanucbiBath dopmbl Microsoft Office InfoPath (cm. SnekTporHas nognuce B Microsoft Office
InfoPath Ha cTp. 140).

e [loanuceiBaTb Makpockl B nporpammax Microsoft Word, Excel, Outlook, PowerPoint, Access,
Publisher n Visio (cMm. DnekTpoHHasa noanuce Makpocos, opmM 1 6a3 gaHHbIX Ha cTp. 139).

e YcTaHaBAMBaTb 3allMLLEHHble BED-coeamHeHus TLS, ncnonbsys cepsep IIS n 6paysep Microsoft
Internet Explorer (cm. OpraHunsaumsa 3awmileHHoro coeguHenns TLS Ha cTp. 147).

e BbinonHaTb kpuntorpapurueckne GyHKLUN B CUCTEMAX 3EKTPOHHOMO JokyMeHToobopoTa Docsvision
http://www.docsvision.com/ n ViPNet 340 http://www.iitrust.ru/products/.

e BbInoaHATb KpunTorpaduueckme onepauum, Heobxoanumble ans paboTbl cayxbbl cepTdrKaToB
Active Directory (cM. Pa3BepTbiBaHue LeHTpa cepTudukaumm Microsoft CA Ha cTp. 111).
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YCTaHOBKa M 3armyckK
NPOrpaMmbl

YcTaHoBKa nporpammbl

O6HoBNeHMe NporpaMmsl

[lobaBneHwue, yaaneHve n BOCCTaHOB/IEHME KOMMOHEHTOB MPOrpammbl
CoBmMecTMMOCTb € MporpaMMHbIM obecneyeHnem Kpunrtollpo CSP
YcTaHOBKa € MCNo/ib30BaHNEM KOMaHAHOM CTPOKM

3anyck nporpammbl
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YCTaHOBKa MporpamMmb|

B cnyyae ecnun nporpamma ViPNet CSP Bxoaut B coctaB MO ViPNet, oHa yctaHaBanBaeTcs
aBTOMaTM4ecKkn B npoLiecce pa3BepTbiBaHma 3toro 0.

B cnyuae ecam Heobxoammo yctaHoBuTb nporpammy ViPNet CSP oTaensbHo, cnesyinte MHCTPYKLMAM,
NpVBeAEeHHbIM B 3TOW rnaBe.

BHumanwue! Mpwu ycraHoske ViPNet CSP Ha koMnbloTep € onepaLoHHON CUCTEMON

/ﬁ.\ Windows, nokanv3aumns KOTOpOK OTANYAETCs OT PYCCKOM, ANS NPaBMIbHOMO
OTOBPaXKEHNS KUPUAAULBI B MHTEpdEce NporpaMmbl U3MEHNTE PErMOHaNbHble
HacTpolikn Windows (cM. PervioHasnbHble HacTpoliku Ha cTp. 217).

Ans yctaHoBku nporpammbl ViPNet CSP Bbl fonKHbI 061a4aTb NpaBaMy agMUHUCTpaTopa
onepawyoHHOW CUCTEMBbI.

Y106kl ycTaHoBUTL Nporpammy ViPNet CSP, BbinoaHUTe cnegytoLume AeicCTBUS:

=1
1 3anyctute ycTaHOBOYHbIN (aitn &,

MpumeyaHue. Ecnm Bbl NbiTaeTeck yctaHoBUTL ViPNet CSP Ha koMnbloTep NoA ynpasaeHveM

Henoaaepxmeaemor cbopkn OC Windows (cm. CrcTeMHble TpeboBaHWs Ha cTp. 12), noseuTcs
OKHO C NpeaynpexaeHneM.

He rapaHTtunpyetcs pabota ViPNet CSP Ha komnibtoTepax, paboTarowwmx nog ynpasaeHmem OC

Windows HemoaaepxunsaeMblx c6OpOK.

2 Ha ctpaHuue JIueH3noHHoe cornaweHue mactepa yctaHosku ViPNet CSP o3HakombTech ¢
YCNIOBUAMM NNLLEH3NOHHOIO CornalleHns. B cryuae cornacms yctaHoBMTE COOTBETCTBYHOLLIMI
dnaxok. 3aTemM HaxxmuTe KHOMKY MpoaoKUTb.

3 Ytob6bI Nocne 3aBepLlueHna yCTaHOBKKM KOMMNbHOTEP nepe3arpysnnca aBToMatnyecky, Ha CtpaHuue
Cnocob YCTaHOBKM yCTaHOBUTE ¢na>|<0|< ABTOMaTMUeCcKn nepesarpy3sntb KOMMNbroTep nocne
3aBepLieHunA.

4 Ecnu Bbl XOTUTE HACTPOUTL MapaMeTpbl YCTaHOBKYM, Ha cTpaHuLie Cnocob yCTaHOBKU HaXXMuTe
KHOMKy HactpouTtb 1 ykaxute ciegytoLee:

o KOMMOHEHTbI MPOrpaMmsl, KOTOPble XOTUTE YCTaHOBUTb;
o NyTb K Nanke yCTaHOBKM NPOrpaMMbl Ha KOMMbIOTEPE;

o VM No/ab30BaTensa v Ha3BaHWe opraHu3aLumy;

o Ha3BaHuWe nanky nporpamMmbl B MeHto lMyck.

Bbl MO>ceTe BbIOpaTh AN OTKIOUUTL CeaytoLl e KOMMOHEHTbI A8 YCTaHOBKW:

o MaHenb ynpaBneHus ViPNet CSP — ec/im oTKHOUNTL 3TOT KOMMOHEHT, ByAyT YCTaHOB/EHbI
b 6ubanoTekn KpunTonpoBangepa 6e3 ncnonHsemoro darina ViPNet CSP. Takor cnocob
YCTaHOBKM MOXeT ObITb MCMOJIb30BaH pa3paboTunkamu.
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o Moaaep>kka pabotbl ViPNet CSP uepe3 Microsoft CryptoAPlI — pobaBnseT dpyHKLMM,
nossoAstoLme ncnoabzosatb kpuntonposangep ViPNet CSP B CTOPOHHUX MPUAOKEHUSAX,
Hanpumep B npuaoxeHusax Microsoft Office. KOMNOHEHT BkAOUEH MO yMOAYaHUIO Npw
oTgensHom ycraHoBke ViPNet CSP n oTtkntoueH npu yctaHoBke ViPNet CSP B cocTtaBe gpyroro
MO ViPNet.

Mpumeuanwme. Ecim Bbl yctaHosmam nporpammy ViPNet CSP B coctase gpyroro MO
ViPNet 1 xoTuTe ncnosb3oBaTh KPUNTONPOBAMAEP B CTOPOHHUX MPUIOXKEHUSX,

Hanpumep B npuaoxeHunax Microsoft Office, 3anyctute yctaHoBouHbIV daiin ViPNet
CSP v po6aBbTe HEOBXOAMMBIA KOMMOHEHT (cM. [lobaBieHue, yaaneHne 1
BOCCTaHOBJ/IEHNE KOMMOHEHTOB MporpamMmMbl Ha cTp. 32).

o NMoppep>xka npotokona TLS/SSL —aobasnser dyHKLMKN, NO3BOAAIOLWME OPraHN30BaTh
3aWmeHHoe coeguHerne no npotokoay TLS (cm. Opranunsauns 3alnLeHHOro coegnHerns
TLS Ha cTp. 147). Mpwn yctaHoBke ViPNet CSP Ha komnbtoTep, paboTatoLuii NoA yrnpaBieHnem
OC Windows 10 unn Windows Server 2016, KOMNOHEHT MO YMOJYaHUIO OTK/HOUEH.

ﬁ Ycranosra ViPMet CSP - b4

Buifop KOMNOHEHTOE  [anka ycTaHoskM  MHdopMauma o nonssosatene  Meno Tlyas”

Beibop koMnoHeHToB

BeIfepUTE KOMNOHEHTEI, KOTOPLIE XOTMTE YCTEHOBMTE,

=3 ~ | Nanene ynpasneqns YiPNet CSP
=3 ~ | Nopaepxka pabotel ViPNet CSP yepes Microsoft CryptoAP|
[ — ) vI Mognepsma npotokena TLSASSL

Ycranoska YiPMet CSP

MpocTpaHcTso, Tpebyemoe ana yoraHosku: 92 MB
MpocTpaHcTeo, AoCTyNHoE Ha ancke: 50177 MB

YCTEHOBWTE CEfYaC

PucyHok 4. Hacmpolika napamempoe ycmaHosku ViPNet CSP
5 Y706bI HauyaTb YCTaHOBKY, HaXXMUTE KHOMKY YCTaHOBUTb ceiuac.

6 Ecnm paHee Ha cTpaHuLe Cnocob yCcTaHOBKM Bbl YCTaHOBUAN Gaxkok ABTOMaTUUECKU
nepesarpy3vTb KOMMbIOTEP NOC/e 3aBEPLUEHUS, MO OKOHYAHWUN YCTaHOBKWN KOMMbHOTEP
nepesarpysntca aBToMaTtn4yeckun. B NMPOTUBHOM CJ/ly4Yae Mo OKOHYaHWK YyCTaHOBKW NporpamMmma
NpeasoXnT NepesarpysnTb KOMMbrOTEP. B okHe coobueHms o nepesarpyske HaxmuTe KHonky [a.

B pesysbTaTe BbibpaHHble KOMMOHEHTBI ByAyT ycTaHOBAEHbI. B mpoLecce yctaHOBKM Takxe byaeT
Co3jaHa To4YKa BOCCTaHOB/IEHWNS CUCTEMHBIX GaliioB U MapameTpoB.
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an/IMe‘—IaHVIe. Mcnonb3oBaHMe TOUEK BOCCTAHOBAEHNA HE noaAep>kKnBaeTca Ha CepBePHbIX

onepaumoHHbIx crctemax Windows.

Ecnm B HacTpoiikax Ballein ornepaLMoHHON CUCTEMbI OTK/IHOUEHa GYHKLIMA CO34aHnsA Touek
BOCCTaHOBJ/IeHMs, Nporpamma yctaHoBku ViPNet CSP aBTomMaTnueckmn BKIOUUT 3Ty GYHKLMIO.

B npouecce ycraHosku ViPNet CSP obpatlaertcs k cuctemHbiM dyHkumam Windows, 4tobbl
€O3jaTb TOUKY BOCCTaHOBJ/IEHWNS CUCTEMHBIX GalifoB 1 NapaMeTpoB. MNpu 3ToM, B 3aBUCMMOCTU
OT HaCTPOeK BOCCTaHOBJEHMS cucTeMbl, Windows MOXeT OTMEHWTb CO3AaHMe TOYUKU
BOCCTaHOBJIEHWs (HanpvMep, ecau Takas Touka B 3TOT AeHb YXXe co3AaBanach).

Ecan Ha KoMMbloTepe HeOBXOAMMO CO3AaTb 3aMKHYTYIO MPOrpaMMHYO Cpey A/ COOTBETCTBUA
TpeboBaHuam ®Cb Poccum k cpeactBam kpuntorpapuyeckoin 3awmutel nHdopmaumm knacca KC3,
AONOHUTENbHO ycTaHoBuTe nporpammy ViPNet SysLocker. MogpobHee o pabote ¢ ViPNet SysLocker
cM. gokymeHT «ViPNet SysLocker. PykoBoacTBO mosb3oBaTens».
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OBHOBNEHME MPOrPaMMBb

BHumaHwue! MNpu obHoBREHWM € Ntobol HecepTudmLmnpoBaHHon Bepcmm ViPNet CSP Ha
/ﬁ\ TeKyLLyto BO n3bexaHne HepaboTocnocobHOCTH TLS-coesHEHUA Mbl peKOMEHAYeM YAanuTb
CTapyto BEPCUIO NPOrPamMMmbl, a 3aTeM YCTaHOBUTb HOBYHO.

Mpy HEOBXOANMOCTM Bbl MOXETe 06HOBUTL Nporpammy ViPNet CSP, aif 3TOro BbiNosHUTE CliegytoLine
JencTeus:

]
1 3anycTute yCTaHOBOUYHBIN dalin “® 6onee HoBoOIA Bepcum nporpammbl ViPNet CSP. loxanTech
3aBepLUeHns NOAroToBKM K yCTaHOBKe.
2 B okHe O6bHOB/eHUE HaxMUTe KHOMKY Hauatb o6HOBIeHME.

YT06bI NOCNE 3aBepLleHuna ObHOBNEHNS KOMMNbHOTEP Nepe3arpysmnaca aBToMmatmyeckn, yCtaHoBuUTe
q)l'la)KOK ABTOMaTMUeckn nepesarpy3smtb KOMMNbOTEP NOC/NE 3aBEPLUEHUA.

! Yeranoeka ViPNet CSP X

E O6HoBneHue

OBHapyxena npeasioywan sepoun ViPMet CSP. ByoyT yoTaHoBneHb! HOBbIE KOMMDHEHTE! NOBEX
CTEPBIX C COXPEHEHWEM MONE30BETENLCKOA MHDODMELIN .

HauaTtk obHoBneHne

ApToMETMUECKN NEPe3arpy:snTe KOMNEK TED NOCNE S3EepWUEeHA

PucyHok 5. ObHosneHue npozpammel ViPNet CSP

3 Ecam noaBuTca OKHO C npeaynpexaeHmem o TOM, YTO MpaBa AOCTYyMNa K narnke XxpaHeHunA KJtOUen
KOMMbOTEPAa 3aaHbl HEBEPHO, HAXKMUTE KHOTMKY ,Cl,a.

4 [loxanTech 3aBepLueHns OBHOBAEHWSA NPOrPaMMbl.

5 Ecav paHee Ha cTpaHvue O6HoBAEHMe Bbl YCTaHOBUAWN $iaxkok ABTOMaTUUYeCKM nepe3arpysuntb
KOMMbIOTEP NOC/E 3aBEPLUEHMSA, MO OKOHYAHMMN YCTaHOBKM KOMMbIOTEP Nnepesarpysutcs
aBTOMaTUYeCKW. B MPOTMBHOM C/lydae Mo OKOHYaHWU YCTaHOBKM MporpaMma npeasoxuT
nepesarpysvTb KOMMbtOTEP. B okHe coobLeHns o nepesarpyske HaxMuTe KHOMKy Ja.
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B pe3ynbtaTte nporpamma 6yaeT obHoBseHa. B npouecce o6HOBAEHNS TakxKe ByaeT co3saHa Touka
BOCCTAHOBJIEHWS CUCTEMHbIX GalisioB 1 NMapamMeTpoB.

MprmeyaHue. Vicnosb3oBaHve TOUEK BOCCTAHOBNEHUA HE NOALEPXKMBAETCA Ha CEPBEPHbIX
onepaumoHHbIx cuctemax Windows.
Ecav B HacTpolikax Ballei onepaumoHHON CUCTeMbI OTKIOUEHa GYHKLNA CO34aHNsA TOUeK
BOCCTaHOBJ/IeHMs, Nporpamma yctaHoBku ViPNet CSP aBTomMaTnueckmn BKIOUUT 3Ty GYHKLMIO.
B npouecce obHoBneHMs ViPNet CSP obpalaetcs k cucteMHbiM dyHKLmMAM Windows, 4Tobsl
€o3jaTb TOUKY BOCCTaHOBAEHWNA CUCTEMHbIX PaliioB 1 NapaMeTpoB. [1py 3TOM, B 3aBUCMMOCTM
OT HacTpoeK BOCCTaHOBAEeHMA cucTeMbl, Windows MOXeT OTMEeHUTb CO3AaHne TOUKK
BOCCTAHOB/IEHUNA (HaNpUMep, eCan Takasa Touka B 3TOT ieHb YXXe CO3/aBanach).
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[lobaBneHue, yaanexme u
BOCCTAHOBIEHWE KOMMOHEHTOB
MPOrPaMmeb|

Mpn HeOHXOAMMOCTUN Bbl MOXETE YCTAHOBUTb UAWN YANNTb KOMMOHEHTbI NporpaMmbl ViPNet CSP, a
Tak>Ke BOCCTAaHOBUTb NpOrpaMMy npu obHapy>KeHur NoBpexaeHnin. [1ns yctaHOBKY, yaaneHus
KOMMOHEHTOB UM A4/ BOCCTaHOBAeHMs nporpammbl ViPNet CSP BeinosHWTE creaytoline AencTBus:
=l
1 3anyctute yCTaHOBOUYHbIN daiin Lg. JoxanTech 3aBepLUeHNa NOArOTOBKM K YCTaHOBKE
komnoHeHToB ViPNet CSP.

2 B okHe N3meHeHne YCTaHOBJIEHHbIX KOMMOHEHTOB Bbl6epI/ITe Hy)KHbII\/'I NYHKT!

o ANA yCTaHOBKW WKW yaaneHna KOMMOHEHTOB Bbl6epI/1Te AOGaBVITb WAn yaaamtb KOMMOHEHTbI;

]

o 4N4 BOCCTAaHOBJIEHUA YCTAHOBJIEHHbBIX KOMIMOHEHTOB NPOrpamMmmbl Bbl6epI/ITe BocctaHOBUTD;

o AndyjaneHna BCeX KOMMNOHEHTOB NMporpamMmbl Bbl6epI/ITe yAallMTb BC€ KOMIMOHEHTbI.

]’E Yecranoska ViPMet CSP — *

—:E NameHeHue YCTaHOBNEHHbLIX KOMNOHEHTOB

(@) [I06aBUTL UNK YAAMMTL KOMMOHEHTH
,D.DEEBHTb HOBBIZ WM YASNWTE YCTAEHOENEHHBIE KOMAOHEHTRI.

(") Boccranosnte

BoccTaHoBWTE KoMMNoHEHTEI A0 NEPEOHEYaNEHOro COCTORHAA
C coxpaHeHMenm BCell NoNb30BaTENECKOA WMHBPOPMELIAK.

() YaanmTs BCE KOMNOHEHTH

ApToMETMHECKW MEPE3ArPY3MTh KOMMNBH TEDR NOCNE 336EPWEHWA

PucyHOK 6. MiameHeHue YCMaHoe8/1IeHHbIX KOMNOHeHMo8

YtobbI NoOCne 3aBepleHna yCTaHOBKK KOMIMbHOTEP nepesarpy3nica aBtToMatnyeck, yctraHoBuTe

q)fla)KOK ABTOMaTMUeECKN nepesarpysmtb KOMMNbOTEP NMNOC/1€ 3aBEPLUEHUA. 3ateM HaxmMmuTe KHOTKY

MpoponxunTb.
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3 Ecav Bbl ycTaHaB/AVBaeTe AW yaanseTe KOMMOHEHTbI MPOrpamMmbl, Ha CTpaHuLe Bbibopa
KOMMOHEHTOB YKaxuTe Te, KOTopble HeobxoanmMo f06aBUTb UAM YAaNUTb. 3aTEM HaXKMUTE KHOMKY
MpopomknThb.

4 [oxantecb 3aBepLUEHNs YCTaHOBKM (BOCCTaHOBAEHWSA, YAaNeHNS) KOMMOHEHTOB NPOrpaMmbl.

5 Ecan paHee Ha cTpaHuue M3MeHeHMe yCTaHOBIEHHbIX KOMMOHEHTOB Bbl YCTaHOBUAW baaXxok
ABTOMaTMUYeCKN nepe3arpy3nTb KOMMbIOTEP MOC/E 3aBEPLUEHUA, MO OKOHYaHUW YCTaHOBKM
KOMMbIOTEP nepe3arpy3nTcs aBToMatnyecky. B npoTMBHOM ciyyae MO OKOHYaHWW YCTaHOBKM
nporpamMmma nNpeasioxXnT nepesarpysvTtb KOMMbtoTeP. B okHe coobLueHMs 0 nepesarpyske HaxXMuUTe
KHonky Aa.

Mpumeyanwue. Mpu gobaBaeHNN NN yaaneHUN KOMMOHEHTOB, a Tak)ke NPy BOCCTaHOBJIEHMM
nporpamMMbl To4ka BoccTaHoBieHus Windows He co3gaeTtcs.
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COBMECTMMOCTb C MPOrPaMMHbIM
obecneyeHnem Kpuntollpo CSP

BHumaHue! CeptudukaTtsl, cbopMmnpoBaHHbie B yaocToBepatoLem LeHTpe Kpmunrtollpo no
3anpocy n3 nporpammbl ViPNet CSP, moryT ncnonb3oBatbcs kpuntonposarigepom ViPNet CSP.

CepTtudukaTbl, chopmMMpoBaHHble ¢ MOMOLLbLO NporpaMmbl ViPNet Yaoctosepstowmii n
KJIFOYEBOM LLEHTP MO 3anpocy U3 nporpaMmmHoro obecnevenus Kpuntolpo CSP, moryt
ncnonb3oBaTbcs Kpuntonposangepom Kpuntolpo CSP.

>

KoHTelHepbl katouer, chopMrpoBaHHble ¢ NoMoLLblo kpunTonposangepa ViPNet CSP,
HeBO3MOXHO ncnosb3osath B 10 Kpuntollpo CSP.

Mporpamma ViPNet CSP moxeT ObITb yCTaHOBNEHA Ha O4HOM KOMMbIOTEPE C MPOrPaMMHbIM
obecneueHrem Kpuntollpo CSP. OgHako npu 3ToM HeobxoAMMO cobatogaTte Cesytolime YyCAOBUS:

e ECin ans BbINONHEHWA KpUNTOrpaduyecknx onepauuin B noagepXxmBaeMbix NpUaoXeHNaxX
(cm. Mpaktnueckoe npumeHenne ViPNet CSP Ha cTp. 25) Tpebyetca ncnosb3osatb
kpunTtonposangep ViPNet CSP:

o Y6eputecn, uto komnoHeHT MO Kpuntolpo CSP «CoBmMecTMMOCTb € npogyktamu Microsoft» He
6bl1 paHee yCTaHOB/EH Ha KOMMbHOTEPE.

o B nporpamme ViPNet CSP B pazaene lononHutenbHo yctaHoBuTe daaxok Mogaepikka paboThbl
ViPNet CSP uepes Microsoft CryptoAPI.
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ViPNet CSP - O *

Kpuntonpoeadgep ViPNet CSP npeaHazHadeH 4nA peaanzaumy Kpuntorpaduyeckmy GyHKLWA
E onepaunoHHoi cucteme Microsoft Windows.

KorTerieps! kriosed [lononHuTeNbHbIE NapameTpsl

Moaknouaemele yCTpoiicTea

_ KypHan paboTel KpUNTONpoBaAgepa:
,ﬂaTHHK CAYHaWHBIX YiCen el F B B B

KypHanuposaHue BCex KpUNTorpaduyeckux onepaumii
HononruTensHo BO3MOMHO 3HAUNTENEHOE CHUKEHWE NPONIBOANTENEHOCTM.

- )K)‘pHEﬂHFIDEEHME,ﬂ,DCI’)‘I'IE K KNHXHEmM Nonb30E3TENA
HesHauwTeneHOE CHUMEHNE NP CW3BCANTENEHDCTH,

KypHannposaHWe oTKNHIYEHD
Hanbonbluan NpoussoguTenbHOCTh,

Mogaep:ka pabotel ViPMNet CSP yepes Microsoft CryptoAPI I
Moaaepsxka anroputmos 2012 roga & TLS-cecomax
Megaepsea TLS 1.2

MpoBepuTe haiinel NporpaMmel Ha LENDCTHOCTL

Perucrpauma 3anycTWTE CTaTUCTUYECKMIE KoHTpeae JCY

Otrmena MpwmennTe

PucyHok 7. Micnosne3osaHue ViPNet CSP npu o0HospemeHHoU pabome ¢ kpunmonposalidepom
Kpunmollpo CSP

e Ecam ansa BoINONHEHMA KpunTorpadrueckmx onepauunin B NoAaep>XnBaeMblX NPUIOXKEHUSX
TpebyeTtca ncnonb3oBatb kKpuntonposanaep Kpuntollpo CSP:

o

B nporpamme ViPNet CSP B pasgene lononHutenbHo yb6epute dnaxok Moaaep>kka paboThbl
ViPNet CSP uepe3 Microsoft CryptoAPI.

Y6eautecnh, uto komnoHeHT MO Kpuntolpo CSP «CoBMecTMMOCTb ¢ npoayktamu Microsoft»
YCTaHOBJIEH Ha KOMMblOTEpPE.

[ns 3aBepeHns aneKTPOHHOM noanuckto gokymeHToB Microsoft Office Heobxognmo
JAONONIHUTENBHO YcTaHOBUTL Nporpammy Kpuntollpo Office Signature.

BHumaHue! He cnegyet yctaHaBanBaTth Ha komnbroTep komnoHeHT MO Kpuntollpo CSP
«COBMeCTUMOCTb ¢ npoaykTtamun Microsoft», ecam B ViPNet CSP yctaHoBAeH daaxkok
MNoaaepxkka pabotbl ViPNet CSP uepe3 Microsoft CryptoAPI.

HecobatoseHune BbilleyKa3aHHOW peKOMEHAALIMM MOXET MPUBECTU K HECTabuibHON paboTe
OTAEeNbHbIX MPOrpamMm WN OnepaLivioHHON CUCTEMbI B LIEIOM (BNAOTH A0 HEBO3MOXHOCTU eé
3arpysku).

Takxe pekoMeHayeM YAOCTOBEPUTLCA B HANMUNM KOHTPONbHOMN TOUKM BOCCTaHOBEHWS
CUCTeMBI, @ B C/lyYae OTCYTCTBMSA — CO34aTb ee.
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Mo ymonuaHuto nocne ycraHosku ViPNet CSP Ha komnibroTep ¢ yxe yctaHoaeHHbIM O KpunTtollpo CSP
dnaxok Moaaeprkka paboTbl ViPNet CSP uepes Microsoft CryptoAPI cHAT. B 3ToM ciydyae
HenocpeACTBEHHO MOC/e YCTaHOBKM KpUNTorpaduyeckne onepawmm npogoaKaoT BbIMOJAHATHCA C
nomoLlbto kpuntonposargepa Kpuntollpo CSP.

Ecaun Ha Balem komnbroTepe yctaHoBaeHbl nporpamma ViPNet CSP n MO Kpuntollpo CSP 1 Bbl xoTHTe
yaanutb nporpammy ViPNet CSP, To Bo nsbexaHune notepun pabotocnocobHoctn OC BbINOAHUTE
cnesyrolime AencTeums:

1 Ypanute ViPNet CSP 1 He nepe3arpyxarite KOMMbLOTEP.
2 3anyctute yctaHoBOYHbIN darin Kpuntollpo CSP 1 BocctaHoBUTE KOMMNOHEHTHI 0.

3 T[lepesarpy3uTe KOMMbIOTEP.

Ecaun Ha Balwem komnbroTepe yctaHoBaeHbl Nporpamma ViPNet CSP n MO Kpuntollpo CSP 1 Bbl xoTHTE
yaanntb MO Kpuntollpo CSP, To Bo n3bexaHwe notepun padbotocnocobHoctn OC BbINOAHUTE CeaytoLine
AencTBus:

1 Ypanute Kpuntollpo CSP 1 He nepesarpy>arite KOMMbHOTEP.

2 3anyctute yctaHoBOUYHbIN ¢arin ViPNet CSP 1 BoccTaHOBUTE KOMMOHEHTbI NPOrpamMMbl
(cm. lobaBneHwne, yaaneHne n BOCCTaHOB/IEHNE KOMMOHEHTOB NporpaMmsbl Ha CTp. 32).

3 [lepesarpysure KOMMbIOTEP.
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YCTaHOBKa C MCMNOb30BaHMEM
KOMaHAHOW CTPOKM

Mporpamma ViPNet CSP moxeT BbITb ycTaHOBAEHA U3 KOMaHAHOW cTpokn Windows ¢ ykaszaHuem paga

CTaHAapTHbIX NapaMeTpoB ycTaHoBLymka Windows.

Tabauya 3. Napamempesl pexuma ycmaHosku

Mapametp OnuncaHue

/qn YctaHoBka 6e3 feMoHcTpaunn nHtepdeiica (Silent mode).

/ab YcTaHOBKa C MUHVMMabHbBIM MHTEPDENCOM (Ha 3KpaHe MPUCYTCTBYET TObKO
CTaHAaPTHbLIN MHAMKATOP Nporpecca  MHPOpPMaLMOHHbIe COObLLEeHMS).

/af YcTaHOBKa € NOJIHBIM MHTEPHENCOM (MO YMOAYAHUIO).

Tabauya 4. Napamempesi nepezazpysku

Mapametp OnwucaHue

/norestart OTKkntoYeHWe nepesarpyskun Nocae 3aBepLleHns YyCTaHOBKM.

/promptrestart  BpiBog AWanoroBOro okHa C 3anpoCcoM Ha rnepesarpysky.

/forcerestart Mepe3sarpyska kOMMblOTEPa MOCAE YCTaHOBKN U MPUHYANTENbHOE 3aKpbITUE

APYrUX NMPUIOXEHNN 6e3 coXxpaHeHWs OTKPbITbIX hainoB. [JaHHbIli napameTp
JEeNCTBYET TONbKO B COUYETaHMU C MapamMeTpoM /qgn.

Mpumeuanue. Mpu yctaHoske ViPNet CSP ¢ ncnonb3oBaHveM KOMaHAHON CTPOKU TOYKa
BoccTaHoBaeHna Windows He co3gaeTcs.

I'Ipvlmep KOMaHAbl yCTaHOBKW:

setup.exe /gn /norestart

A

BHumaHwme! Mpu nonbitke yctaHoBku ViPNet CSP ¢ ncnonb3oBaHveM KOMaHAHOM CTPOKM Ha
KOMMNbIOTEP NoJ yrpasieHneM Henoggepxumaemoinn coopkun OC Windows (cM. CuctemHble
TpeboBaHus Ha cTp. 12) NpoLecc ycTaHOBKM MOXeT bbITb NpekpallieH 6e3 NosBaeHUs OKHa C
yBeloOM/IEHVEM.
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3anyCcK NporpamMmel

[Ans 3anycka nporpammsbl ViPNet CSP B MeHto Myck nan Ha HauyanbHOM 3kpaHe BbibepuTe ViPNet >
ViPNet CSP.

MpumeuaHue. Bo Bpems ycTaHOBKM MNONOXKEHWE NpOorpammMbl B MeHto Myck uan B
CMMCKe NPUAOXEHNI MOTNO BbiTb N3MEHEHO.

Ecan Bbl yctaHoBuam ViPNet CSP B coctase gpyroro MO ViPNet, otgensHol pernctpaummn nporpamMmmel He
Tpebyetcs. Ecam Bbl ycraHoBuam ViPNet CSP otaenbHo, npu nepsoM 3anycke otkpoetcs okHo ViPNet CSP
C NpeaaoXeHneM 3aperncTpmpoBatb nporpammy (cM. Pervctpauma ViPNet CSP Ha cTp. 39). Bbl MoxeTe
nepenTy K perncrpaumm nporpammel 1MH60 HayaTb paboTy C AeMO-Bepcuert NporpaMmel (CM. 3ayem
Hy>xHO peructpuposaTb ViPNet CSP Ha cTp. 40).

Liy ViPMet CSP

=
3Ta NporpavMa AENAETCA NoNHOGYHKLMOHANBHON 1 eMo-BEpoiel

Ha 14 AHel, HanoMUHEEM, YTO A0 OKOHYSHWA CPOKS WCMONL30BaHUA
HEZSPErMCTPMPOBAHHON BEPCMM MPOrPaMME! OCTAN0CE AHEH: 14,

@ SaperucTpupoBaTth ViPMet CSP
(O 3anycTims ViPNet CSP

Nanee OTmMeHa Cnpaeka

PucyHok 8. 3anyck Hezapeaucmpupo8aHHol eepcuu NPozpamMmms!

.f BHumaHue! Mocne o6HoBeHWs nporpammbl ViPNet CSP uan nameHeHns opusnyeckon
KOHPUrypaLmm KoMmnbroTepa MOXeT NOHaZ06UTbCA NOBTOPHAA perncrpauus.

Mocne 3anycka nporpaMmMel 0TKpoeTcs rnaBHoe okHo ViPNet CSP. HauHute paboTy ¢ nporpammoi ¢
YCTaHOBKW KOHTEMHepa krouen n ceptudukara (CMm. rnoccapui, ctp. 61).
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Pernctpauma ViIPNet CSP

Mpexae vem perncrtpupoatb ViPNet CSP
MNonyyeHne Koga perncrpawmm
Perncrpaumsa ViPNet CSP

ABTOMaTMYeCKas permctpaums B npoLecce yCTaHOBKM Nporpammbi

ViPNet CSP 4.4. PykoBoacTBO nosb3oBaTens
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[ Tpexae yem perncTpmpoBaTts
ViPNet CSP

3a4eM Hy>XHO pernctpmposaTb ViPNet CSP

Mocne yctaHoBkM ViPNet CSP Ha koMnbloTep nporpamma paboTtaet B AeMO-pPexmMe, TO eCTb CPOK ee
NCNONb30BaHNA OrpaHnYeH AByMsa Hegenamu. 3apernctpuposatb nporpammy ViPNet CSP Bbl MoxeTe B
Nto6ON MOMEHT, M TOrAa Nporpamma byaeTt AOCTyNHa AN UCMOJb30BaHNA HEOrPaHNUYEHHOE BPEMS.

Mbl peKoMeHAYeM MoCTyNnTb CAeayrowmM o6pasom:

e ycraHoBute ViPNet CSP 1 nosb3yintecb He3aperncTpupoBaHHOM BepCUEN NporpaMmbl, YTOObI
OLLeHWTb BO3MOXHOCTU 1 MpenMyLLecTBa NpoayKTa;

e [0 UCTEYEHMM CPOKa AEUCTBUA AeMO-BEPCMM 3apernctpupyite Bawy konuto ViPNet CSP.

MpuMeuaHume. Takxe cyLLecTByeT BO3MOXHOCTb 3aperncTpupoBaTte NporpaMmy B
aBTOMaTUYECKOM pexkMMe BO BPEMA YCTaHOBKM (CM. ABTOMaTunueckas pernctpaums B
npoLecce yCTaHOBKM NporpamMMbl Ha cTp. 52).

Hauano perncrpaumm

Mpumeuanue. Eciv nporpamma ViPNet CSP noBTOpHO ycTaHOBEHa Ha KOMMbIOTEP, Ha
KOTOPOM OHa y>e bblfa 3aperncTpupoBaHa, Bbl MOXeTe UCMOJIb30BaTb
perncTpaLoHHble JaHHble, COXPaHeHHbIe B daitne * .brg (cm. CoxpaHeHune

PErnCcTPaLMOHHbIX AaHHbIX Ha cTp. 50).

Ecnv Bbl NpoBesiv 06HOBAEHWE KOHDUIYpaLMK KOMMNbOTEPA, Ha KOTOPOM byaeTe
ncnonbsoBaTb ViPNet CSP, o3HakoMbTech ¢ pa3genom Ecam koHdurypauma Ballero
KOoMMbrOTepa n3MeHunack (Ha crp. 51).

Yrtobbl 3apernctpuposatb ViPNet CSP, ncnonb3ya cepuiiHbii HOMep, MOJlyUYeHHbIN BO BPEMSA 3arpy3Kku
nporpammel ¢ Beb-canta OAO «NHPoTeKC», cnepyvite NnpnBesEHHbIM HUXE YKa3aHUAM.

1 3anyctute He3aperncTpupoBaHHyto nporpammy. Mossutca okHo ViPNet CSP.
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L ViPMet CSP

3Ta NporpaMMa ABNAETCA NONHOMYHKLMOHANEHOH AEMO-BEPCHel
Ha 14 ﬂ.HEﬁ. HEI'IOHMHEEH, YTO A0 OKOHY3HWA CpoKa WMoNL30EaHWA
HE3aperuCcTPHPOBEHHOA BEPCMM NPOTrPEMMEl OCTaNACE AHER: 14,

@ 3aperncTprposath ViPMet CSP
(O 3anycrus ViPNet C5P

Lanee OTMeHa Cnpaeka

PucyHok 9. Bbizos macmepa peaucmpayuu

2 Bbibepute nyHKT 3apeructpuposatb ViPNet CSP 1 HaxxmuTe kHonky [flanee. byseT 3anyLieH Mactep
Pernctpaumsa ViPNet CSP.

Peructpauma ViPMNet C5P *
—

] w
> Peructpauma ViPNet C5P
|
Bac npueeTCTBYET MAcTep, KOTOPLIA MOMOXET

sapermcTpuposate ViPMet CSP.

[ns pervcTpawm HeoGKo Mo NoMy4TE GEPMAHLIA HoMEP.
Ecri y Bac yxe ecTs cepuitHeIi HOMED, CReayeT caenaTs
zanpoc Ha pernctpaumio B OAD "MHpo TeKC" u nomyuuTs
KOA PErMCTRELMK, NOCTE YE8r0 S3pErMCTPMPOBATL MPOAYKT.
BeifepuTe HyxHyo onwo U Haxkmate "Hanse”.

(®) MonyuTe cepuitieil Homep (Becnnatha)
(0 2anpoc Ha pervcTpaLmMio (onywTh KoL PErMCTRaLIAN)

() BapervcTpuposats

< Hazan Omera Cnpaeka

PucyHok 10. lNepsaa cmpaHuya pecucmpayuu
3 BbINOAHUTE OAHO U3 CleAYOWNX AEACTBUIA:

o Ecnv nepes 3TUM Bbl MONYYUAN CEPUNHbBIVA HOMEP, BbIBEPUTE MYHKT 3anpoc Ha perucTpaumio
(mnonyuntb Koa perncrpaumm) (cMm. NonyyerHne Koga permcrpaumm Ha cTp. 42).

MpumeuaHue. Ecan Bbl caenaete 3anpoc Ha pernctpaumio yepes HTepHer,
pernctpaums ViPNet CSP 6yaet npoeeseHa aBToMatnyecku 6e3 Ballero y4actus.

o Ecam nepeg aTMM Bbl NOAYYMAM CEPUIAHBIN HOMEP W KO perncrTpauum, Boibepute nyHKT
3apeructpupoBatb (cMm. Peructpaumsa ViPNet CSP Ha cTp. 49).
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[TonydeHre Koda perncTpaumm

Yto6bl 3anpocuTb kog pernctpaunm ans ViPNet CSP, BbiInoaHUTE caeayroline AeicTBUS:

1 Ha ctpaHuue Peructpaumsa ViPNet CSP BbibepuTe 3anpoc Ha peructpauuto (Moayuntb Kog,
pervctpaumnm) n Haxxmute KHonky [anee.

2 Ha ctpaHuue Cnocob 3anpoca Ha peructpauuto Boibepunte Nnoaxoaawmii gns sac cnocob. [nsa atoro
YCTaHOBUTE MepektoyaTeNb B OAHO M3 MOJOXEHUN:

o Yepes UHTepHert (online) (cMm. MonyueHne koga pernctpaumm yepes VIHTEpHET Ha CTp. 42).

o Mo anexkTpoHHOM NouTte (cM. MNonyyeHne Koga perncTpaLmm no 3NeKTPOHHOM noyte
Ha cTp. 45).

o Mo tenedony (cm. MNonyueHne Koga pernctpaunm no TenedoHy Ha cTp. 46).

o Yepes ¢ain (cm. Pernctpayus yepes darin Ha cTp. 47).

Peructpayuna ViPNet CSP X

Cnocof sanpoca Ha pervcTpaLo
BrifepuTe cnocod sanpoca Ha pErMCTPAaLLA . _.! '

(®) Yepes MuTepHeT (onling)
(O Mo snekTpoHHoi nouTe
(O Mo TenepoHy

(O Yepes gaiin

< Hazan Omera Cnpaeka

PucyHok 11. Beitbop muna 3anpoca Ha peaucmpayuto

3 Haxwmure kHonky [lanee.

[TonyueHne Koaa pernctpaumm depes VHTepHeT

//A\ BHumaHue! [ns gaHHOro cnocoba peructpauum Heobxoanm AocTyn B IHTepHeT.

Ecnm BbI BbIBpann cnocob peructpaunmn Yepes MiHtepHeT (online), oTkpoeTcs cTpaHunua
PervcrpaumoHHbie gaHHble.
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Perucrpauma ViPMNet CSP X

Perncipaumotnbe AaHHbE
JanonHuTe pervcTpaumMonHee AaHHeis. Ecnn y Bac et cepwitnoro nomepa,
EEPHWTECE B HEYAN0 MACTEPE PEMMCTRELMK.

Kon komnbtoTepa: TGAY2W4-58UGSJ4-5R5ECKX-TAQ2GHL45G7RRM

MNonezosatens: |Admin

OpraHusauma: |Compan1,r

3NEKTPOHHEA NouTa™ |adn1in @company .com

CepMitHeIn HomMep ™ ||

OononHuTensHele
CEENEHWA:

* O6A3aTENEHO ANA SEM0NHEHWA.

< Hasan Lanee > OmieHa Crpaexa

PucyHok 12. Beod peaucmpayuoHHbIx OaHHbIX

Ha cTpaHuue PeructpauyvoHHble gaHHble BbIMOAHUTE CeAYHOWNE AEACTBUIS:

1 B nose CepuiiHbli HOMep BBeAUTE CEPUMHBIN HOMEp.

Mpumeuanue. CepuiiHblii HOMep BbigaeTcs npu 3arpyske ViPNet CSP ¢ Be6-cTpaHuLibl

OAO «NHPoTeKC».
Ecnv Bbl BBOAWAU CePUIiHBIA HOMep paHblue, nose CepuiiHbli HoMmep byaeT
3aMnoJ/IHeHO aBTOMaTUYECKM.

2 B none Nonb3oBatenb BBeanTe Balle nMa. OHO ByAeT NCMOAb30BaTbCA NPW BbIMyCKe ANLEH3UN U
Ana obpalleHns K BaM. 3anoHeHne 3Toro nonsa HeobsasaTtenbHo. o ymMonyaHuio B none
Monb3oBaTenb oToHpaxkaeTcs UMs, KOTOpPOe Bbl BBEIM BO BpeMs ycTtaHoBkM ViPNet CSP.

3 B none OpraHusauus BBeAVTe Ha3BaHWe Balleln opraHn3aummn. 3anosHeHne 3Toro noas
Heobd3aTenbHo. [1o ymonuaHuto B none OpraHusauuna otobpaxkaeTca Ha3BaHWe, KOTOPOe Bbl BBEIN
BO Bpems yctaHoBku ViPNet CSP.

4 B none 3]16KTp0HHaﬂ noyYTa BBeEAUTE Ball agpec 3.I'IEKTpOHHOI7I MOouThbl, KOTOprl‘/JI 6yp,eT MCnoJib30BaH
AN4 CBA3M C BaMU B C/iydae HeO6XOAI/IMOCTI/I.

BHumaHue! Mbl He ByaeM npojaBaTth AN PacnpOCTPaHATL Balll afpec 3NeKTPOHHOM

/fA\ noutbl. OAO «NHPpoTeKC» OTBETCTBEHHO NMOAXOAMT K 3aLLMTe BaLLEW INYHON
HdOPMaLMKN 1 NPUHMMAET BCE MEPbI ANS MPeOTBPALLEHNS HECaHKLMOHUPOBAaHHOTO
JOCTyna Uan pasraaweHns MHGopMaL MK, KOTOPYHO Bbl HAM NpesocTaBrseTe.

5 B none lononHUTeNbHbIE CBEAEHMA Bbl MOXETe yKa3aTb Nt0OYHO AOMOAHUTENBbHYIO MHOOPMaLUIO.
Hanpwvmep, Balin KOHTaKTHblE AaHHble, COOBLLEHNE O BO3HMKLLIEN NPOobaeMe Uan NoXKenaHus,
Kacarolmecs nporpammHoro obecneuenms ViPNet.

B none Koa komnbloTepa oTobparkaeTcs Kof, KOTOPbIN OfHO3HAYHO MAeHTUGULMpYeT BaLl
KOoMMbtoTep. Bbl He MOXeTe N3MeHWUTb 3Ha4YeHMe 3TOro Nos.
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6 Haxmute kHonky [anee. OTkpoeTcs cTpaHuLa, oTobpaxatolas cOCTOsIHUE 3anpoca Ha

perncrpauuto. Ha 3To CcTpaHuLLe BeAeTCA OTCHET BPEMEHU C Hayasa TeKyLLen NonbiTku

pernctpaummn. ObpaTnute BHUMaHME, YTO Ha YCTAHOBJIEHWE COEAVHEHUS C CEPBEPOM OTBOAMUTCS He

6onee 3 MUHYT.

Peructpauma ViPMet CSP

3anpoc Ha perMcTpaLpo
Moxanyiicta, nogoxmTe. PerncTpauma MoxeT SaHATE 3 MUHYTBI.

|1; "EI;“"H”D

O#MaaHME NOAKAOYEHMA: 2 Cak.

< Hazan Oanee > Omaera

Nk

Cnpaexa

PucyHok 13. 3anpoc Ha pecucmpauyuro 4epes ViHmepHem

Ecnn B TeyeHme 3 MuHYT coeguHenme c cepsepom cnctemsl perncrpaumm OAO «MHPoTeKC» He

6bIJ10 YCTAHOBAEHO, Bbl YBUAWTE COOTBETCTBYHOLLEE cOObLLeHMe. s yCTpaHeHUs Henoaaaku
CM. pa3gen He ygaerca nonyuntb KOA pernctpaumnm yepes iHtepHeT (Ha ctp. 159).

Ecan coegnHeHne C cepBepoM YCTaHOBIEHO, NOMbITKa PerncTtpaunm MoXxeT OKasaTbCA Heyp,aqH0|7| B

cnyyae BO3SHUKHOBEHUA caeayrownx owmnbok:

o npe,ﬂ,OCTaBﬂeHHble BaMW AaHHbl€ OKa3ainCb HEBEPHbIMU. B atom caydae nporpamMma Bblgact

COOBLLEHNE C MPEANOXKEHNEM NPOBEPUTL BBEAEHHYO MHHOPMALLMIO.

B okHe COO6LLI,eHI/IFI Ha>XXMUTE KHOMKY OK, v Bbil BepHeTeCb Ha CTpaHMUy PerI/ICTpaLl,VIOHHbIe

AaHHDbIE.

o BBeaeHHbIV cepuiiHbIV HOMEp YyXKe 3aperncTpMpoBaH. B aTom cayuyae nporpamMma Bblgact

coobLyeHne ¢ NpeanoxxeHnem 6ecnnaTtHoO NOAYUYNTb APYrov CEPUIHbBIA HOMEP.

MepenanTe NO CCblIKE, COAEPIKALLENCSA B COOBLLEHNW, U cAenaliTe 3anpoc Ha NoslyyYeHne

CepuviMHOro Homepa.

Ecam peructpaums npowwna ycnewHo, otkpoetcsa ctpaHuua Peructpauusa ViPNet CSP ycnewHo

3aBepLueHa. Ha stou CTpaHuUe npmneeaeHa pekoMmeHaauuns, Kak 6e3onacHo COXpPaHWUTb Balln

pPerncTpaymnoHHble JaHHbIe (CM. CoxpaHeHme PerncTpaynoHHbIX AaHHbIX Ha CTp. 50)

7 Haxmute kHOMKy oToBoO.
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[TonyueHme Koaa pernctpaumm no 3NeKTPOHHOM
noute

BHumanwue! [lns gaHHoro cnocoba perncrpaumm Heobxoamm goctyn B IHTepHeT.

Ecaun BbI Bbl6pa}'ll/l crnocob pernctpaynmn Mo 3ﬂeKTpOHHOI7I noyre, OTKPOETCA CTpaHMUa
PerI/ICTpaLl,I/IOHHbIe AaHHbIe. Ha aT1oi CTpaHuLe BbINOJHUTE Caiegytolne ,D,el‘/lICTBI/IﬂZ

1 BBeawuTe BCe AaHHble, Kak OMMCaHO B pa3gese [MonyyeHre koga perucrpaymmn yepes iHTepHet
(Ha cTp. 42).

2 Haxwmwute kHonky [lanee. B Bawwen noutoBon nporpaMmme ByaeT co34aHO HOBOE coobLeHme
3NEKTPOHHOM MOUTHI, COAepXKalLee yKa3aHHble BaMW PErMCTPaLMOHHble JaHHble. CoobuueHmne byaet
aZpecoBaHO Ha 3/IeKTPOHHbIN NOUTOBbLIN AWMK reg@infotecs.biz.

= Yeprosnkn — MNouta
Qopmar Bcraeka v IE OTMEHWTL }%* OTnpasBuTh
A | =¢ | 3aronosok 1 A
OT:
Komy: reg@infotecs.biz; KonuA M CKpbITan Konua

Pernctpauma ViPNet

_lEl,a HHOE NMCbMO ChOPMHMPOBAHO CUCTEMOR PEMMCTPaLMK NpoaykTos ViPNet.
JNA YCNeLWwHoR perMcTpaumm ero HeoBXoaMMo OTMPEEWTD.
MUCLMO He peroMeHAYeTCA PelakTHpoBaTE.

MNonbzosatens: Admin

Opraxmzauma: Company

MpogykT: ViPNet CSP Resident

Bepcma: 4

Nokanuaauma:

CepHRHBIR HoMeR: XXXX-D000-X00-XNK

Koa komnoroTepa: 7GAY2W4-58UGS14-5R3ECKX-7Q02GHL-45G7RREM
KoutponbHaa cymma: SWWWWEE-7LDUM32-42REIXZ
JonoAHUTENBHBIE CBEOEHKA:

OTnpaeneHo 1z Noutsl Ana Windows 10

PucyHok 14. 3anpoc Ha pecucmpayuro no 31eKmpoHHOU noyme

.f BHuMmaHwue! Mbl He pekoMeHyeM pefakTMpoBaTh COOBLLEHNE C PETUCTPALMOHHBIMM
JAHHBIMW.

3 [lnsa 3aBeplueHMsa perucTpauum oTnpasbTe 3TO coobleHmre. Nocne NpoBepkyn BalLmX
PEerncTpaymMoHHbIX AaHHbIX Bbl NOJIy4YNTE KO perncrtpaumnn no 3ﬂeKTpOHHOI7I noure.
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BHumaHue! Ecnv B TeUeHWE HECKO/IbKMX AHEN Bbl HE MOJYYMAN OTBET OT KOMMaHUK
«MHdoTeKC», nonbiTanTecb CHOBa OTNPaBUTL CBOe coobLieHue. [ns 3Toro noBtopute
BCe Luaru, onuncaHHble B JaHHOM pasgene. Ecin nocne 3Toro Bam Bce e He yAanocb
3apeructpupoBaTtb ViPNet CSP, obpatuteck B cnyxby nogaepxkkn OAO «NHPoTeKC».

>

4 Tlonyums coobLieHMe C KOLOM perucTpaumnm, 3apernctpupymte sawy konumto ViPNet CSP
(cm. Pernctpaums ViPNet CSP Ha cTp. 49).

[TonyueHne Koaa pernctpaumm no TenedoHy

Ecan Bbl BeIBpanu cnocob pervctpauum Mo TenepoHy, OTKPOETCA CTpaHuLLa 3anpoc Ha perncrpaumio no
TenepoHy, cofepxkallan JaHHble, KOTOPble Bbl AOKHbI ByAeTe coobLWmnTb coTpyAHMKY OAO
«NHPoTeKC».

Peructpayma ViPMNet CSP X
3anpoc Ha PErMCTPaLMID N0 TENEPOHY ‘
MozsorwTe 8 0AD "Mheo TeKC" no tenedony (455) 737-6152 u coofiwumTe : '

WHIOPMALMAD ANA pervcTpawM. Bam Gyaet coofiueH Kon perucTpawE.

CoofLunTe MHBOPMELWID ANA PETWCTPELLM

Nonesosatens: CoofluaeTch Nonbsosatensm
Oprannzauns: CoofiluaeTch nonbsosatensm
MpoaykT: CoofiuaeTcR NonbsosaTensm

Bepcia nporpammel; 4
Kogkomnbtotepa:  7EQY2W4-58UGSJ4-5RBECXX-7TAQ2GHL-45G 7TRRM

Cepuittei Homep ©  CooflUSeTcA NoneSoEaTENEM

* MNossorws B "MHpoTtexkc", Bel nomkHe coofunTe CEpUitHEI HOMED, KOTOPLIA NONMYYEIT
MpK MOKYMNKe nporpamme!. Ecnn y Bac HeT cepuitHoro HoMEepa, BEPHUTECE B HAYano
MECTEDa PErnCTRaELMM.

< Hazan Omexa Cnpagxa

PucyHok 15. 3anpoc Ha pecucmpayuro no menegoHy

BbinosHWTE cneayrowme AeicTBuIS:

1 Mo3BoHuTe B OAO «MHdoTeKC» no tenedoHy, NnpnBeseHHOMY B BEPXHEN YaCTW CTPaHULbI, U
CoobLLMTe perncTpaLmnoHHyto nHdopmauuto. B oteeT Bam byseT coobLLeH KOA perncrpauum.

2 Tlonyums KOA perncrpauum, HaxxmmuTe KHomky flanee, oTKpoeTcs cTpaHuLa 3aperncTpuposarb.
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Peructpauma ViPMNet C5P *

3apervcTpHpoEaTL ‘

WikaXWTE CEpUAHEIA HOMED, KO PETMCTREWAM W HaxmuTe " danes”. : (v

Koaxkomnoiotepa:  JGQY2W4-58UGS5J4-5R5ECKK-TAQ2GHL-45G7RRM

CepritHblil HoMep: |)00{X-}0<}{X-}00{X—X}0{X |

Kopa pervcTpalsm: || |

< Hasan [anee = Omera Cnpaexa

PucyHok 16. Beod pecucmpayuoHHo20 koda

3 Ha ctpaHuue 3apernctpupoBaTtb BBeAVTeE Bally CEPUNHBIA HOMEP U KOJ perncrpaLmu, 3atem
HaxxmuTe KHonky fanee.

Ecan BBegeHHbIe faHHbIe BEpPHbI, OTKpoeTca cTpaHuua Pernctpaumsa ViPNet CSP ycnewHo
3aBepLlueHa. Ha 3Toi cTpaHuLe nprBeAeHbl pekOMeHaaumm, Kak 6e30nacHO COXpaHWTb BaLLM
perncTpaumoHHble gaHHble (cM. CoxpaHeHre perncTpauoHHbIX AaHHbIX Ha CTp. 50).

4 HaxmwuTte KHOMKy oTOBO.

Pernctpauma uepes Gan

[Ans Toro utobbl 3apernctpuposatb ViPNet CSP uepes daiin, BbINOAHWUTE Cneaytolime JeACTBUSA:
1 Ha ctpaHuue Cnocob 3anpoca Ha peructpaumio Bbibepute Yepes daiin 1 Haxmute KHonky fanee.

2 Ha ctpaHuue PervctpaumvoHHble gaHHble BBeWTe BCe JaHHble, Kak OMMcaHo B pasgese [MonyyeHuve
Koga peructpaumnmn yepes VIHTepHeT (Ha cTp. 42). Haxxmute kHonky [lanee.

3 Ha ctpaHvue CoxpaHeHVe permcTpaLoHHbIX AaHHbIX HaXmuTe KHomKy O630p v ykaxkute nanky, B
KoTopon ByseT coxpaHeH Gann € BalMMU PErnCTPaLMOHHBIMU JaHHBIMU.
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Perncrpauma ViPNet CSP

CoxpaHeHWe pPervicTPALMOHHBIC AGHHLX

MNanka anA coXpaHeHuA $aANa © PErMCTPELMOHHEIMA AaHHEIMM:

|| | Ofsop...

PerncTpaumonHsie AaHHEIE By Ay T COXPaHEeHs! B Raine C MMEHEM
R R R - ok

Wicaxute Nanky anA coxpaHeHuA perMcTPaUMOoHHED AaHHB. .? h

< Hasan Oanee = Omera Cnpaexa

PucyHok 17. CoxpaHeHue pe2ucmpayuoHHbIX OaHHbIX

YkasaB nanky, HaxxmuTe KHonky flanee. PernctpaumoHHble gaHHble 6yayT COXpaHeHbl B TEKCTOBOM

daline, Ms KOTOPOro CoBMaZaeT C BalUMM CEPUNHBbIM HOMEPOM: <cepwmiiHbni HOMEp>.txt.

Peructpauma ViPNet CSP

L >

i OnosecmvTe Bawero cMCTEMHOrD 3OMUHUCTPETORA O
COSA8HMN DEANE C PErMCTPELMOHHBIMA DaHHbIMK. Bam
GyaeT NpeaocTaEneH ain ¢ KoaoM PerucTpalwm, nocne
yero moxHo GyneT saperwcTpuposate ViPNet CSP. Mo

ECEM BOMPOCEM PEFMCTPELM Yepes ©ain oBpawaiTecs K
Bawweny cucTeMHOMY 3AMUHWCTRETOPY.

Mo ApyrmM BoEHUKSKWMM Bonpocam obpawanTtecs g OAD
"MhpaTeKC":

Web: hitp://www.infotecs nu

E-mail: soft @infotecs ru

Tenegon: (435) 7376152

Paxc: (435) 7377278

Appec: 127287, r Mockea, Crapeit MNetposciko-
J— Pazymoeckuil mp., gom 1/23, cTpoeque 1

< Hazan Oanee > loTogo

PucyHok 18. [laHHbie Ona pecucmpayuu Yepes ¢alin coxpaHeHsl
Ha cnegytoluelt ctpaHmLe Mactepa HaxkMuTe KHOMKY FoToBo.

OTtnpaBbTe dainin, cogepallnin perucTpaLMoHHbIe AaHHbIe, Ha apec 31eKTPOHHOW NOYTbl
reg@infotecs.biz. B teme coobiueruns ykaxute: ViPNet Registration Using File.

Mocne o6paboTkum 3anpoca OAO «NHPoTeKC» Bbl nonyunte cooblyeHme, B KOTOPOM COAEPXKUTCS

KOA perucrpaumm.

MonyumB kog perucrTpaumm, 3apernctpupyite csoro konuto ViPNet CSP (cm. Pernctpauumsa ViPNet

CSP Ha cTp. 49).
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Pernctpauma ViPNet CSP

Monyune o OAO «HPoTeKC» koa pernctpaumu, Bbl MOXeTe 3aperncTpmpoBath Bawwy konuto ViPNet
CSP. lns 3TOro BbINOJHUTE CeAyrolne AeNCTBUS:

1 3anyctute mactep Peructpaumsa ViPNet CSP (cm. Hauano peructpaumm Ha ctp. 40).
2 Ha nepBoW cTpaHuLEe MacTepa BbibepuTe 3aperncTpmpoBatb 1 HaxkmuTe KHOMKy [anee.

3 Ha ctpanuue CepuitHblii HOMep BBeAMTE Ball CEPUIHBIA HOMEP M HaXXMnUTe KHOMKy [Janee.

Peructpayuna ViPNet CSP X
CepuiiHnet Homep ‘
YikaxuTe cepuiiHeil Homep v naxrnte "anee”. Ecnw y Bac HeT cepuiitoro : (v

HOMEPA, BEPHUTECE HAE MPEasIDyLULWIA War.

CepuritHbii Homep:

< Hazan Omera Cnpaeka

PucyHok 19. Beod cepuliHo2o Homepa

|i| MpumeuaHue. Ecav Bbl BBOAWAWN CEPUIiHBIA HOMep paHblue, none CepuiiHbiii Homep
ByAeT 3ano/IHeHO aBTOMaTNYECKH.

4 Ha ctpaHuue Kog perncrpaumm BbINOJHUTE OAHO W3 CEAYHOLLNX AeNCTBUN:

o Ecav Bbl 3anpawmBany Ko peructpauum vyepes VIHTEPHET, MO 31eKTPOHHOW NoYTe UK Mo
TenedoHy, Bbibepute ObbIUHaA perncrpaLms 1 BBeAUTE KOZ pPerncrpaumnn.

o Ecau Bbl 3anpawmBanu kog perncrtpaunm yepes dann, Bbibepute Pernctpaumsa uepes ¢daiin,
3aTeM HaxmMuTe KHonky O630p v ykaxkute nyTb K Gaiiny, cogepkallemMy Koz perncrpaumu.
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Perncrpauma ViPNet CSP

Koa perwcTpawmm

(@) DfibiHan permcTpauna

WikaxWTe KO g PErMCTPaWM U HaskmuTe "Oanee”. Ecnu y Bac ero HeT, 3‘
BEPHWTECE B HA4Yano MacTepa v BeiBepiTe onwe " 3anpoc Ha pervcTpawmn .

YikaxnTe KoQ perncTpaLmMm:

(O PerncTpauna yepes daitn

Ofzop...

< Hasan Oanee = Omera Cnpaexa

PucyHok 20. Beod koda peaucmpayuu

5 Haxwmure kHonky [lanee. Ecnv yka3aHHble BamMK aHHble BEPHbI, OTKpoeTca cTpaHuua Perncrpauma
ViPNet CSP ycnewHo 3aBeplLueHa.

Peructpauma ViPNet CSP

| e N &
Ta
4 E

Peructpauma ViPNet CSP ycnewno sasepweHa.

Brl saperucTpuposany nporpamMmHbii npoaykt ViPNet CSP
Resident. Ha cnyuaid nepeycTaHOBKW NporpamMme!
PEROMEHAYETCA CASNSTE PESEPEHYID KOMMID $3Ana ©
PErMCTRELMOHHEIMI AAHHEIM

C:\Program Data“InfoTeCS"\WiPMNet CSP%cep brg.

Cracuio 3a Beifiop nporpammHoro obecneveHna ViP Met.

Mo Boem BoEHMKENWMM Bonpocam ofipawaiTtecs s OAD
"MHpaTeKC™

Web: hitp-//www infotecs

E-mail: soft @infotecs ru

Tenemon: (435) 7376152

Pakc: (455) 7377278

Anpec: 127287, r Mocksa, Crapeit MNeTtposcio-
Pazymosciii np., aom 1/23, ctpoeHue 1

lomoso

PucyHok 21. 3asepwieHue pezucmpayuu

6 Haxwmwute kHonky loToBo.

7 COXpaHVITe perncTtpaynoHHbie JaHHbIe (CM. CoxpaHeHme perncTpauoHHbIX AaHHBIX Ha CTP. 50),

CKOMMPOBAB B HafieXXHOe MecTo dalsl * .brg, HAXOAALLMIACSA B Marnke ycTaHoBKM nporpamMmbl ViPNet

CSP.

CoxpaHeHMe PernmcTPaLmoHHbIX AaHHbIX

Mocne 3aBepLIEHUs perncTpaLn NporpaMMa COXpaHAaeT PerncTpaumoHHble JaHHble B daine *.brg,
KOTOPbI CO34aeTcs B nanke C:\ProgrambData\InfoTeCS\ViPNet CSP\.

ViPNet CSP 4.4. PykoBoACTBO Mo/b30BaTeNs
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MpumeyaHue. Vima daina * . brg 3aBUCAT OT BEPCUU NPOrpamMMHOro obecreyeHns
ViPNet.

Mbl pekoMeHayeM ckonmpoBaTh Gain perncTpaLMOHHbIX AaHHbIX B HAAEXXHOE MeCTO, Tak Kak OH MOXeT
6bITb Nosie3eH Npu noeTopHoi yctaHoBke ViPNet CSP (Hanpumep, ecamn Bbl XOTUTE NepeyCcTaHOBUTb
nporpammy B ApPYryto narnky uiv CHOBa YCTaHOBUTb MporpaMmy nocie GopmMaTmpoBaHms XeCcTkoro
avcka). B Takmx cnyyasx cnegyet 3aBepuntb paboTy ¢ MporpaMmMomn, NOMeCTUTb COXPaHEHHbIA dalin
*.brg B Narnky, ykasaHHble BbIllE, ¥ 3aHOBO 3anycTuTb nporpamMmy. MNocne 3anycka nporpamma ViPNet
CSP Bypet aBTOMaTMYECKM 3aperncTprpoBaHa (eciv perncTpaLmoHHble JaHHble BEPHbI U KOHGUrypauus
KOMMbrOTEPa HE M3MEHMIACh).

[aHHble 0 perncTpaumnm (CepuiiHbIN HOMEp, KOA KOMMbIOTEPA U Tak Jafiee) TakKe COXPaHAOTCA B
NPOTOKOJIEe PErnCTpauUmmn reginfo. txt, KOTOPbIA XPaHUTCA B TON Xe narnke, 4to 1 dain ¢ paclimpeHmem
*.brg. Bbl MOXeTe ncnonb30BaTh cogepxkallmecs B 3ToM daline faHHble, YTOObl BPYUHYHO
3aperncTpupoBaTh NPOrpaMmy noc/ie nepeycTaHoBKY (HanpuMmep, ecan Gann *.brg NOTEPSH).

Ecnv KOHOUIypaLma Balero KOMMsTepPa
M3MEHMNAC

O6HoBEeHME KOHUTYpaLMN KOMMbIOTEPA, Ha KOTOPOM ycTaHoB/eHa nporpamMma ViPNet CSP, moxet
cKa3aTbCsa Ha ee paboTe. Ecam nameHeHne KoHdUrypaumm 66110 3HauUTENbHBIM (Bbl 3aMeHMAN B0AbLLYHO
YacTb KOMMAEKTYHOLLMX), HEO6X0AMMO nepepernctpupoBatsb Bawwy konuto ViPNet CSP (cm. MonyyeHne
KoZa perucrpaumnmn Ha ctp. 42). Eciv nusmeHeHuns B KoHOUrypaumm 6b11m He601bWLINMK, BaM HE HYXXHO
cHoBa peructpupoBatb ViPNet CSP.

Mpwn nepom 3anycke ViPNet CSP nocne He60ablwOoro o6HoBAeHUs KOHOUIypaLmm nporpaMmmMa BblgacT
CO0bLLEHME O TOM, UTO B CBA3M C UBMEHEHMEM KOHOUIypaLMm KOMMboTepa 6bla co34aH HOBbIN daiin
* . brg. DTO 3HAUUT, YTO NPEXHUIN GalN PErNCTPALIMOHHbBIX JaHHbIX YCTapes, 1 Bbl HE MOXEeTe
MCMNOAb30BaThb €ro AN perncrTpaLlmm nporpaMmMbl NOCAE NepeycTaHOBKM.

CkonupyiiTe HOBbIV Gaiin * .brg B HagexHoe MecTo. Ecam Bbl nepeycraHoBuTe ViPNet CSP, BaM Hy>HO
6yaeT ckonmpoBsatb 3TOT Pann B nanky ycraHoBkn ViPNet CSP, n nporpamma 6yaert 3apernctpupoBaHa.

ViPNet CSP 4.4. PykoBoAcTBO nosibzoBatens | 51



ABTOMaTMYeCKas pernmcrpauma B
rpouecce YCTaHOBKM MporpamMmb|

Ecnn Bbl XOTUTe aBTOMAaTMUECKM 3aperncrpupoBatb nNporpaMmMy B rpouecce yCtTaHOBKK, nepes Ha4vyaioM
YCTaHOBKUM NOATroOTOBbTE Cbal‘/llfl perncTtpaunmn cspreg.txt C CepMI7IHbIM HOMePOM, NoJIy4eHHbIM MNMpwn

3arpyske nporpamMmsl, 1 NeEPeMecTUTe ero B narnky ¢ yCTaHOBOYHbIM Galiiom 'Lb ®ain cspreg. txt
AO/IKEH UMETb BUA;

Serial Number: XXXX-XXXX-XXXX-XXXX

E-mail: email@company.com

User name: <®JMO nojsp3oBaTEIIA>

Company: <HaszBaHMEe KOMIIAHUM>

I'IpmmeuaHMe. Monsa User name u Company He ABAAHTCA obszaTenbHbIMUN.

ViPNet CSP 4.4. PykoBOACTBO Mnosib3oBaTens |
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[lonyyeHwe ceptndukaTta 1
3aKPbITOrO KAroYa

MopsaaoK NoayyeHns 1 BBOAA B AEMCTBUE 3aKPbITOrO KAroya 1 cepTudukaTta 54
Co3gaHue 3anpoca Ha cepTudurkat u GopMMpoBaHME 3aKPbITOrO Katouya 55
Ncnonb3oBaHve katouern Nognmcy noab3oBaTens ceTeBoro ysna 60
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[ lopaa0K NoayyYeHnd 1 BBOAA B
NEeVICTBME 3aKPbITOrO KJHo4a U
ceptmoukara

YT0o6bl MMETb BO3MOXHOCTb noanncbiBaTb 31IEKTPOHHbIE JOKYMEHTHI, HeO6XOAVIM 3aKprTbII‘/’I KoYy

noJsib3oBaTend, a A4 NpoBePKN NOAIMHHOCTM NOANNCUN — CepTMqJI/IKaT OTKPbITOTO KJKo4a.

MpumeuaHwue. Mopsgok NonyyeHns 1 BBOAA B AelicTBUE cepTrdmKaTa U 3aKpbITOro
K/NtOYa onpeaenseTca pernaMeHToM paboTbl BalLEro yA0CTOBEPAIOLLErO LEHTPa.

Mpexae yem popmmpoBaTh 3aMpPoC Ha Co3gaHne cepTnduKaTa, yToUHUTe y

aAMVHWCTpaToOpa YAOCTOBEPSAIOLLErO LIEHTPa, NPUHMMAIOTCS v 3anpochl,
chOpMMpPOBaHHbIe C MOMOLLBIO NporpammMbl «Co3gaHune 3anpoca Ha cepTudukaT».

Ans Toro uto6b6I NONYUNTL M BBECTW B AENCTBME HOBbIN CEPTUPUKAT UM OBHOBUTD YXKE NMEIOLLUINCS,
BbINONHUTE CefytoLLme AeNCTBUS:

1

CoopmupyiiTte dainn 3anpoca Ha ceptuomkaT B nporpamMme «Co3gaHue 3anpoca Ha ceptudukar»
(cMm. Co3gaHue 3anpoca Ha ceptudukat n GopmMmMpoBaHmMe 3aKpPbITOro Karoua Ha cTp. 55).

Co3p,a|7|Te 3aKprTbII\/‘1 KN4 N COXpaHuTe KOHTeI7IHep C HAM Ha AnCKe Uan BHELWHEM yCTpOVICTBe.

Mepeaaiite daiin c 3aNPOCOM aaMUHUCTPATOPY YAOCTOBEPSAIOLLETO LIEHTPA (MO 3NEKTPOHHOW noyTe
WAV APYTUM, MPUHATLIM B Ballel opraHunsaumnm cnocobom) 1 AoXKAUTECH NOAYyUYeHNUs cepTudukaTa.

YcTaHOBUWTE NOAYYEHHbIN cepTUdUKAT B KOHTEMHEP KAKOUEN (CM. YcTaHOBKa cepTudukaTa B
KOHTelrHep Kato4en Ha cTp. 67).

YcTaHOBMTE B CUCTEMHOE XPaHWAWLLE NONYYeHHbIN cepTudmKaT (CM. YcTaHOBKa cepTudumkarta B
cnctemHoe xpanuanwe Windows Ha ctp. 69), a Takxke ceptudmrkaTbl nsgateneit n cnmckm CRL
(cM. YcTaHOBKa cepTuduKaTta nsgatens v Crmcka aHHy JIMpoBaHHbIX CEPTUPUKATOB Ha CTp. 76).
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Co34aHMe 3anpoca Ha ceptTrnomKaT M
GOPMMPOBAHME 3aKPbITOTO KKOUA

,D,flﬂ CO34aHunA 3anpoca Ha HOBBbIN CepTI/ICbI/IKaT nWnan ana 0bHOBEHNS y>Ke CywecTByrouero BbinoaHuTe

cnesyoLLne AencTBus:

1 3anyctute nporpammy «Co3gaHue 3anpoca Ha cepTudurKaT», AN 3TOrO BbINOJHUTE OAHO U3
AeNncTBUI:

o Ecawm Bbl ncnonb3syete onepaumoHHyto cnctemy Windows 7 nam Windows Server 2008 R2, B
meHto Myck Bbibepute Bece nporpammbl > ViPNet > ViPNet CSP > Co3aaHue 3anpoca Ha
cepTidukar.

o Ecawm Bbl ncnonb3syete onepaumoHHyto cnuctemy Windows 8.1, Windows Server 2012 nan 6onee
Nno3AHen BEPCUN, Ha HayalbHOM 3KpaHe OTKPOMNTE CMMCOK NpuaoxeHui un Boibepute ViPNet >
CospaHue 3anpoca Ha cepTudukar.

2 B okHe Cnyxb6a ceptndmrkaumm BoibeprTe O4HO U3 AENCTBUIA:
o 3anpocuTb HOBbIV cepTUdUKaT — A8 CO34aHMA 3anpoca Ha HOBbI cepTUdUKaT.
o 3anpocuTb 06HOB/IeHUE AeNcTBYOLWEero cepTudukara — /19 OOGHOBAEHUSA Y>Ke MMEHOLLLErocs.
Mpw co3zaHmm 3anpoca Ha 0bHoBAEHWE cepTUdMKaTa BbINOJHUTE CAeytoLme AeNCTBUSA:

e B okHe O6HOBAeHMe cepTudmkKaTa BbibepuTte cepTudukaTt, KOTOpPbIN TpebyeTcs 06HOBUTD,
" HaxkmuTe kHonky OK.

e  Ecnn Tpebyetca BbibpaTh Apyroi ceptudukaT MM NPOCMOTPETb BblbpaHHbI cepTudmkar,
BOCMONb3yTECh KHOMKamu Bbibpatb cepTndukat n CeoiicTBa ceptudmkara.

e Ecin Heo6x04MMO, yKaxknTe HOBblE MapaMeTpbl cepTidukaTta u JaHHble O BAagesbLe Uan
OCTaBbTe PEKBU3UTBI MpeblayLiero cepTudukara.

CryxBa cepTudukaumm - O X

= #
le“ Ht Co3faHue 3anpoca Ha cepTHdmnKkar

Wirtual Private Melwark .
CHMBONOM * OTMEYEHEI NONA, 0BA3ETENBHEIE ANA 3aN0NHEHKA

(®) 3anpocHTb HOBbII cepTHdmMKaT

(") 3anpocnTh obHOBNEHKE AERCTBYHOWErD CepThdMKaTa

PucyHok 22. Belbop muna 3anpoca Ha cepmugbukam

3 B paszene NMapametpbl ceptudukaTa ykaxuTe ciegytowime napameTpsbl:
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o B cnucke Kpuntonposaiigep Bbibepute KpuntonpoBaniep, C MOMOLLbIHO KOTOPOTro Bbl XOTUTE
€O34aTb 3aKPbITbIA U OTKPbITLIN KAOUN. [pK 3TOM HUXKE 0TOBPa3nTCA UCMOAb3yEMbI aaropuUTM
X3WMPOBaAHMS.

o B cnuncke HasHaueHme Bbibepute AeNCTBUSA, KOTOPblE HEOH6XOAMMO BbIMOJHATL C MOMOLLBHO
ceptudnukara:

e TMoanuck n wWngposaHme (MO YMONYAHNIO), €CIN HEOBXOANMO CPOPMUPOBaTL KU U
cepTudumKat ans WNdGPoBaHNA COOBLLEHNIA 1 UX 3aLLUTbI C MOMOLLbHO 3/1eKTPOHHOWN
noanmcu.

e [oanuck, ecnn HeobxoAMMO cHOPMUpPOBaATL KU U CepTUhUKAT TOALKO A1 NOANUCAHUS
COOBLLEHNI N JOKYMEHTOB 3/1IEKTPOHHOW NOAMUCHHO.

e lUndposaHue, ecin HeobxoaMMO cCHOPMUPOBATL KAKOYU U cepTUdMKaT TONLKO A5
WndpoBaHWA COOBLLEHNI 3/1EKTPOHHOW MNOYTbI U AOKYMEHTOB.

o B cnucke WabnoH ceptudukarta Boibepute OANH 13 BAPUaHTOB:
e Beb-cepBep — uTOObI CO3AaTh 3anNpocC Ha cepTudmMKaT 415 YCTaHOBKM Ha Beb-cepaepe IIS.

o KBanudpuumposaHHblit ViPNet CSP (no ymonuaHunto) — utobbl co3gaTh 3anpoc Ha
KBa/IMOULMPOBaHHbBIN cepTudumKaT (CM. rnoccapuin, cTp. 227), B KOTOPOM MOXHO yKasaTb
atpubyThl OTPHWT (OCHOBHOM rocyapCTBEHHBIN PErnCTPaLMOHHbI HOMep
nHAMBKUAYanbHOro npeanpuHumatens), CHUJC (ctpaxoBoi HOMep UHAMBUAYaAbHOTO
nnuesoro cyeta), NHH (MaeHTndurKaumnoHHbIM HoMep HanoronaaTtenbimka), OrPH
(OCHOBHOW rocyAapCTBEHHbIV PErMCTPaLLMOHHBIA HOMEP).

. OTUETHOCTb — YTOObI COo34aTb 3anpoc Ha CepTI/Iq)I/IKaT, C NOMOLLBH KOTOPOIro MOXXHO
noanncbiBatb AOKYMEHTHI, CI)OpMVIpyEMbIe Aana caayn 6yxranTepCK017| OTUETHOCTW.

. CTaHAapTHbIVI — 414 BCEX OCTaJIbHbIX C/ly4aeB.

Tak>ke Bbl MOXeETe MCNOJ/b30BaTh WabioHbl cepTMdMKaTOB, CO3aHHbIE B MpOrpaMme

ViPNet Registration Point. lns 3Toro noayumTe y agMUHUCTpaTopa LeHTpa pernctpauum danbl
C paclWMpeHnem *.pl0tmp N COXPaHMUTE UX B NAMNKy C:\ProgramData\InfoTeCS\Certificate
Templates. [locne atoro B cnvcke LWa6aoHbl cepTndmrkata NOSBATCA MMEHA HOBbIX LIABJIOHOB.

o YT06bI MMETb BO3MOXHOCTb 3KCMOPTUPOBaTh BMECTe C MOJyUYeHHbIM CePTUPUKATOM Tak>Ke
3aKpbITbIA KoY B daitn popmata PKCS#12 (cm. SkcnopT cepTrdmkaTa v 3aKpbITOro Katoya B
dainn Ha cTp. 86), ycTaHOBUTE (DAaxKoK IKCNOPTUPYEMBbIA.

o YTtobbl KOHTENHEpP KAtOUel, HeobxoaMMbIM Ans GOPMUpPOBaHMA 3anpoca Ha cepTudukart, bbin
CO3JaH B Nanke XxpaHeHuWs Kao4en KoMMbroTepa, ycTaHoBUTe dpaaxxok CUCTEeMHBbIN, B
NPOTMBHOM C/lyvae KOHTeNHep katouen byaet co3saH B Nanke XpaHEHUsA KatoUeln TekyLero
nosb3oBaTens (cMm. KoHTeliHep katoyer Ha cTp. 20).

4 B pazgene [aHHble 0 BAagenbLe ceptudmrkarta ykaxmte HE06XoanMyo MHbOPMaLMo O nue, Ans
KOTOPOro GopMMpyeTcs 3anpoc Ha cepTUdUKaT.
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[aHHble 0 BNagenslUe cepTrdMKaTa:

AnaA vz, nwy: uma (GUO); ana wp.
MWL HAWMEHOBAHWE 0praHu3aLnm

*|0AD «lupoTeKC»

MMA 1 0TYECTBO BRaaenbua..

cepTHbHKaTa |HBaH WNeaHoBuy

DaMMNKA BNagenbUa cepTudmuKaTa™ ||r'1ElaHOEl

AZpec 3NeKTPOHHOI NOUTEI |ivan0v@c0mpany.com

OpraHuzauma |OAQ «MHboTeKC»

MNonpaznenexune |

PucyHok 23. Yka3zaHue OaHHbIx 0 81adenbye cepmugbukama

A

BHumaHue! Ecnv cepTudumkat naaHMpyeTcs UCnoab30BaTh A5 NOANMCAHNA COOBLLEHNIA
3NEeKTPOHHOM NouTbl NporpamMmMbl Microsoft Outlook, obs3aTenbHO ykaxuTe agpec
3NeKTPOHHOM nouTbl. CepTndurKaT, He cogep KaLLnii agpeca 3NEeKTPOHHBIA NOYTbI, He
MOXET ObITb MCMOJ/Ib30BaH A/ MOAMNUCAHWSA COOBLLEHWIA 3IEKTPOHHOW MOYThI.

5 B pa3gene CoxpaHeHue 3anpoca B paiin Haxmute kHornky O630p v ykaxkmute Mecto Ha AUCKe Nan

CbEMHOM HOCUTeNe, a Takxke UMs daiina gns coxpaHeHus daiina 3anpoca.

Mpumeuanune. Popmat Ha3BaHWA dalina 3anpoca onpesenseTca pernamMmeHToM paboTsl
BaLLIEro yA0CToBepPSAIOLLEro LeHTpa. Ytobbl Balw 3anpoc 6b110 nerko
naeHTMOULMPOBATL, PEKOMEHAYETCA BKIOUUTL B Ha3BaHWe daitna 3anpoca Baliy Mms
n pamuamnio.

6 Haxwmunte kHonky ChopmMupoBaTth 3anpoc. ITa KHOMKa NOsABAAETCA NOC/Ie TOro, Kak byayTt

3anoJiHeHbl Bce obs3aTenbHble Noss.

A

BHumaHme! Ecav nocne 3anonHeHus obs3atenbHbix noaeri kHorka CpopmmposaTtb
3anpoc He nosBuiack, ybeamtech, YTo B pasgene JonosHUTENbHO YCTaHOB/IEH GaaxokK
Mopaep>kka pabotbl ViPNet CSP uepe3 Microsoft CryptoAPI (cM. pucyHok Ha cTp. 35).
Ecnu ykasaHHbIV Gpnaxok He akTUBEH, 406aBbTe COOTBETCTBYHOLLMIA KOMMOHEHT
nporpammbl (cM. [lobaBneHue, yaaneHvie n BOCCTaHOBAEHME KOMMOHEHTOB
nporpammbl Ha cTp. 32).

,Cl,anee BbINOAHUTE CaeAyrowne waru, HeO6XO,D,VIMbIe AnA Co34aHNA KOHTEI‘/’IHepa KAOUen.

7 B nossuswemcs okHe ViPNet CSP - uHMumnannsaums KoHTelriHepa KAtoUen yKaxnuTe:

o

o

Nms KOHTeVIHepa KNHOUEN UM OCTaBbTe 3HAYEHWE MO yMOAN4YaHMO B COOTBETCTBYHOLLLEM MOJE.

MecTto pa3melleHVa KOHTeNHepa KoYel, yCTaHOBUB NepekatoyaTeNb B OAHO M3 3HaYEHWI:

Manka Ha gncke nan Boibepute ycTpoiicTBo.

B 3aBMCMMOCTM OT MecTa pa3mMeLLeHnsa KOHTeHepa Katouei B 3anpoc byaet gobasieHo

paclumMpeHune co cieayrollen nHbopmaumen:
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e [lpu pazmMelLeHNM KOHTeNHEepPa KAKOYEN B Narnke Ha Aucke — C MHPopMaLnen O TOM, UTO
XenaemMblil CPOK AENCTBMA 3aKpbITOro katova — 1 roa.

e [pun pasmelLeHNM KOHTENHEepPa KAKOYel Ha YCTPOWCTBE C anmnapaTHOW NoAAEP>KKON

anroputmo FOCT (cMm. Anroputmbl U GYHKLMK, MOAAEPKUBAEMbIE BHELLIHUMU

ycTporcTBamm Ha cTp. 214) — ¢ nHpopmaLmer 0 TOM, YTO XenaeMblii CPOK AeNCTBUS

3aKpbITOro Katova — 3 roga.

e [pu pa3melLeHnn KOHTeHepa Katoueli Ha cepeepe ViPNet HSM (cm. B3anmogeiictaue ¢
MAK ViPNet HSM Ha cTp. 153) — ¢ MHpopMaL el O TOM, YTO XenaeMblli CPOK AeUCTBUS

3aKpbITOro Karo4a — 5 ner.

Haxxmute kHonky OK.

MpumeuaHue. B page cnyyaes nossnerHve okHa ViPNet - nHnumnanusauus
. KOHTeliHepa KJItoUel MOXET NPOUCXOAUTL C 3ano3gaHnem. JLoXANTECh NOSABAEHUS

3TOro OKHa.

"').-? YKEHWTE MECTO XPEHEHWA KOHTEAHEPE KMKOYEN,

'Q)‘v

MMA KoHTEAHEPa: | rnd-E-7848-5093-7F9A-0207-E558-8FAG-7C52

| C:\ProgramData\InfoTeCS\Cont: Ofsop...

(" BoifepuTe ycTpoicTES: |Inf-c-tecs Software Token(st0128 1';.-g':3?9j[J

{* Manka Ha amoee:

Beeawre MWH-woA: |

-

g o]

CTmeHa

ViPMet CSP - MHWUMaNKM3aUMA KoHTEAHEpa KAKYeR >

PucyHok 24. Co30aHue koHmeliHepa kato4deli

8 B okHe ViPNet CSP - napo/ib KOHTeliHepa Katouve 3aaiTe Naposib AOCTyMNa K KOHTENHepY Karouel

N HaxxmmTe kHomKy OK.

ViPMet C5P - naponk KoHTEAHEPE KNHOUER X

3 Q SanaiTe napons ANA nocneayowel paboTsl C KOHTEAHEPOM

Knroqel, HeoBX04MMO MCNONE30BETE HE MEHEE 6 CUMEONOE.

BseawTe naponb:

MNoaTEEpHAEHHE:

[¥ CoxpanuTs napons

@ OK |

CTMeHa |

PucyHok 25. 3adaHue napons docmyna k KoHmeliHepy karo4eli

ViPNet CSP 4.4. PykoBoACTBO Mo/b30BaTeNs
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9 TloABUTCA 31eKTPOHHas pyaeTka (CM. rnoccapuii, cTp. 229), eciv OHa ellle He 3anyckanacb B paMmKax

TekyLLero ceaHca pabotbl nporpaMmbl. [loBoauTe ykasaTenem B npegenax okHa dNeKTpoHHas
pynetka.

3NEKTPOHHER PYNETKA X

MEepEMELLEITE YKAZATENE MEILWW B MPEAENEX OKHE MK
HEMMMEHTE Pa3NM4HBIE KNABMWW Ha KNaBNETYDe
(3EMOMMHETE WX HE HYKHO). B pE3YNETATE BaWMX
0EeACTEMA DYAET MHALWENWSMPOBEH MEHEPETOP CTYHENHbIX
umcen.

Mpouecc MHMUMaNM3awM. . 52%

QOTmeHa

Pucyrok 26. SnekmpoHHas pysaemxka

Mpumeyvanue. Ecam B nporpamme ViPNet CSP 6b1n BbIGpaH AaTumnk CayydaliHbIx vumcen,
OT/INYHBIA OT BUONOFMYECKOrO (CM. Icnonb3oBaHMe AaTumka CyyYanHbIx Yncen

Iil Ha cTp. 98), 371eKTPOHHan pyneTka He NoABMTCA.

. Ecnv ans coxpaHeHns KOHTeliHepa BbiIOpaHO YCTPOWCTBO C arnnapaTHOM NoAAEPXKKON
anroputmoBs [OCT, anekTpoHHas pyfeTka Takxke He NOABMTCA, Tak Kak B 3TOM Cyyae
bopMmMpoBaHMe 3aKPbITOro K/toYa NPOUCXOANT CPEACTBaMU 3TOFO YCTPOMCTBA.

10 B okHe coobuyeHuns 06 ycnewHom co3gaHum daiina 3anpoca Ha cepTudurkaT HaxkmmTe kHonky OK.

11 Mocne co3aaHusa dainna 3anpoca okHo Cayxkba cepTndmrKaLmm MOXKHO 3aKpbITb.
Mocne co3gaHmsa 3anpoca Ha cepTudukaT nepesante dann 3anpoca ajMUHUCTPATOPY Ballero
YAOCTOBEPSAOLLErO LIEHTPa W MOJlyUnTe Y HEro M3gaHHbIi ceptudumkart. 3atem B nporpamme ViPNet CSP

YCTaHOBWTE MOJYUYEHHbIN cepTudmkaT (cM. YcTaHoBKa cepTudurkaTta B cucteMHoe xpaHuamie Windows
Ha cTp. 69) 1 yKaxxute AN HEro COOTBETCTBYHOLLMIA KOHTEMHEP KAOYEN.
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Icnonb30BaHME KIKOYEW NOAMUCA
NO/b30BaTENA CETEBOTO Y3/1a

KoHTeliHep kntoyein, ycTaHOBNAEHHbIV Ha ceTeBoM y3ne ViPNet ¢ nporpammHbiM obecnedeHnem ViPNet
Client naun ViPNet Coordinator (Bepcuwn 3.2.2 nam BbiLLe), MOXHO NEPEHECTN Ha APYroin KOMMboTep ANs
ncnonb3oBaHusa B nporpamme ViPNet CSP. Ytobbl ncnonssosats B nporpamme ViPNet CSP kntouun
noanucu nonb3osaTens cetesoro y3na ViPNet, BbINosHUTE ciegytoLune fencTBus:

1 B nporpamme ViPNet Client uaun ViPNet Coordinator otkpoite okHo HacTpoliku napameTpos
6e3onacHocTU 1 NepenanTe Ha Bkaaaky Knroun.

2 B rpynne dneKTpoHHas NOANUCb HAaXMUTE KHOMKY MepeHecTu.

HacTpoiika napametpoe GesonacHocTi >
Mons3oBaTens SNeKTPoHHaA NoAMMcL LLndposaHme
Mapons Knoum AdMMHWCTPaTOR KpunTonposaiaep

AyTeHTUduKaWR

Crnocof ayTeHTudmkawm:  MNapons
THn HocWTens: Nanka Ha ANCKE

Kntouesoi HooMTENL:
| C:'Program Files (x86)\InfoTeCS\ViPMet Client\user_08F&

WzmeHuTE. ..

BJ'IEKTDDHHEH noanvce
MMA KOHT&lHEpa: 5gn-5FC3-A555-8FD3-54C2

Tun HocuTeRA: Nanka Ha AWcKe

KJ'HOHEBDI?I HOCKMTEnNb:
[ c\Program Files (x36) InfoTeCs \WiPlet Client\user_08F6 \key_disk|

MpocvoTp YCTEHOBMTE KOHTEMHED MepeHecTy...

OTtmeHa MpuMeEHUTE Cnpaska

PucyHok 27. Paboma ¢ koHmeliHepom kiro4deli

3 B okHe ViPNet CSP - uHmumannsaums KoHTeiHepa Katouen Haxmute kHornky O630p 1 ykaxuTe
nanky Wan CbeMHbIN HOCUTENb, Ha KOTOPbIV TpebyeTca nepeHecT KOHTeHep Katouel. 3aTeM
HaxxmuTe KHonky OK, koHTelnHep byseT nepeHeceH B yKa3aHHYyH nanky.

4 CkonupymnTe KOHTEMHEP KAKOUEN Ha KOMMbIOTEP, Ha KOTOPOM ycTaHoB/eHa nporpamma ViPNet CSP.

/‘\\g BHumaHwue! MNpwn yaaneHnn KoHTeNHepa ktoudeit ¢ ceteBoro y3na ViPNet
MCMo/Ib30BaHWE KJIHOYEl MOAMMCK Ha STOM CETEBOM Y3J/ie ByAeT HEBO3MOXHO.

5 B nporpamme ViPNet CSP BbINOsHWUTE YCTaHOBKY KOHTEMHEPaA KAtO4en (CM. YCTaHOBKa KOHTeHepa

KJKOYEW 13 nanku Ha cTp. 63).
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YCTaHOBKa KOHTENHEPOB
KNFOUEN 1 CEPTUPUKATOB

Cnocobbl yCTaHOBKW 3aKpbITOro Kjko4va 1 ceptudurkaTta
YcTaHOBKa KOHTeVHepa Katouern 13 nanku

YcTaHOBKa KOHTeVHepa K/kuUel C BHELLHErO YCTPOMCTBa
YctaHoBKa cepTudurKaTta B KOHTEMHEP KAOYEN

YcraHoBKka ceptudukata B cuctemMHoe xpaHmaniie Windows

YctaHoBKa cepTudukaTta nsgatens n cnncka aHHYAMpoBaHHbIX cepTudUKaToB

ViPNet CSP 4.4. PykoBoacTBO nonb3oBaTens
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Cnocobbl YCTAaHOBKM 3aKPbITOTO
KNHoYa 1 ceptmdukaTa

[ns Toro utobbl HauaTb PaboTy C MexaHM3MaMK 3NEKTPOHHOW MOAMMCH, BbINMOAHUTE CleaytoLLne
AencTeus:

1 YcTaHOBWTE KOHTEMHEP KIHOUEei:

o Ecav 3akpbiTbiil KNKOY 1 cepTUdUKAT HAXOAATCA B OAHOM KOHTEMHEpE, U 3TOT KOHTEMHEpP
pa3MelLleH B Narnke Ha AMCKE, CM. pa3gen YCTaHOBKa KOHTENHepa kikouen 13 nanku (Ha ctp. 63).

o Ecnwm 3akpbiTbi KNKOY M cepTUdMKAT HaxXOAATCA B OAHOM KOHTEMHepe 1 pa3MelleHbl Ha
BHELLHEeM YCTPOWCTBE, CM. pa3fen YCTaHOBKa KOHTeHepa Ktouel C BHELIHEro yCTpoKCcTBa
(Ha cTp. 66).

o Ecnn ceptudukat bbin M3gaH B yA0CTOBEPSAIOLLEM LIEHTPE MO 3anpocy, U B pe3ysibTaTe MMeeTcs
KOHTEMHEpP KAroUen 1 oTaenbHbl Gann ceptudurkaTa, CM. pasgen YcraHoBka ceptudukaTa B
KOHTENHep Katouel (Ha cTp. 67).

2 YcraHoBwWTe cepTuduMKaT B CUCTEMHOE XpaHuauLe (cMm. YcTaHoBKa cepTudukaTta B CUCTEMHOE
xpaHuanite Windows Ha cTp. 69).

3 YcraHoBwuTe cepTudurKaTbl U3gaTenein n CnMcok aHHyAnMpoBaHHbIx ceptudukatos (CRL) B cuctemHoe
XpaHuauLe (M. YcTaHOBKa cepTudurKaTa nsgatena u cnmcka aHHyJIMpoBaHHbIX CepTUdUKaTOB
Ha cTp. 76).
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YCTaHOBKa KOHTEMHepa Krouen 13
rarnkm

[na ycTaHOBKM B MpOrpammy KOHTeHepa KAtouen pekoMeHayeTca CKONMpoBaTh ero B OAHY 13 namnok
XpaHeHWsa KOHTeNHepoB katoyen (cM. KoHTeliHep katoyein Ha cTp. 20). Mocne storo B okHe ViPNet CSP B
pa3gene KoHTeMHepbl KNtOYel 3TOT KOHTENHEepP Ktouel NoaBUTCA aBToOMaTnyecku.

Ecav Bbl XOTUTE XpaHUTb KOHTEMHEP K/IKOYEN B APYroi nanke Uan Ha CbeMHOM GI3LW-AnCcKe, BbINOJHUTE
cnegytoine AencTBus:

1 B okHe ViPNet CSP B pa3gesnie KoHTellHepbl katouen Haxkmute kHonky [lo6aButb KOHTelHep.

ViPNet CSP - O *

&'7) viPNet CsP

Kpwntonpoeaidgep ViPNet CSP npegHazHaueH AnA peaansaumm Kpuntorpahuyeckmx dyHKLWA
B onepaunoHHoi cucteme Microsoft Windows.

F; -
ﬂ - 4

FormeERe Kione KoHTelHepbl Knrouei
Moaknouaemele yCTpoiicTea
JlaTumk cayuaiiHeix dncen Knaroum nonssoeatens ~ |4 JoBasnTe KOHTENHED...

JonoiHuTensHo

Mna KoHTEAHERS Pacnonosedne
rnd-4-63FF-19AC-9308- 5078-77A9-4BFA-5FC8 Kectrkni grck
rnd-3-ABAG-DABE-3BAA-51FF-540E-FFCA-EDCT  KecTkwid guek
rnd-8-8E93-485F-BBEB-6352-08A2-FA20-T079 Kectkmn guck
rnd-A-3116-CADS-1537-3425-8A69-COBF-CD4D  KecTkwid guck
rnd-D-AT12-1C37-423E-994F-847A-25BB-288F Kectrnii gnek

YeTaHoBuTE cepTudukar... CeolicTea Kenuposats B... @

Otmena MpKMEHUTE

PucyHok 28. ¥YnpaeneHue koHmeliHepamu kato4deli
2 B okHe ViPNet CSP - uHuMumanmnsaumsa KoOHTenHepa Katouen HaxxMmute kHorky O63op.

o Ecnun koHTelHep kntoyelt XpaHUTCA Ha XKeCTKOM Auncke, B okHe O630p manok ykaxuTte nyTb K
narnke, cogepalleli KOHTenHep.
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MpumeuaHwme. MoaHBIN NyTb K KOHTEWHePY Katoyel (Hanpumep, D: \Folderl\Containerl)
He Ao/XeH npeBbllwaTh 259 CMMBOJIOB.

o Ecnun koHTelHep kntouen xpaHMTCA Ha CbeMHOM (A3 -ancke, B okHe O630p nanok ykaxute
3TOT CbeMHbIV anck. B none MNanka Ha Ancke aBToMaTnyecky 6yaeT NoACTaBAeH NyTb,
HanpuMmep E:\Infotecs\Containers.

g BHumaHme! Ha cbeMHOM $a3L-ancke KOHTENHeP Katoued 06s3aTeNbHO JOXKEH
HaxoAuTbCA B nManke Infotecs\Containers.

ViPMet CSP - MHWUMaNKM3aUMA KoHTEAHEpa KAKYeR >

4’-? YKEHNTE MECTO XPEHEHMA KOHTEAHEPE KNKDYEN,

\‘v

MMA KoHTElHepa: rnd-4-63FF-19AC-9308-5078-77A9-46FA-5FC8 hd

(@) Nanka na anaee: C:\SharedFolder | I Ofsop...

(O Buifepute yoTpoiicTeo: | Infotecs Software Token(st0125 1wg3875)

BeeawTe MWH-«oA:

CoxpaHuTe MNMH-koa

H QK OTmeHE

PucyHok 29. YcmaHoska koHmeliHepa karo4el U3 nanku

3 B cnncke Nmsa koHTeliHepa Bbibepute dhaiin KOHTeNHepa KAoYen nan octaBbTe 3HaYeHne Nno
YMOJYaHUIO.

4 Haxwmute kHonky OK. B okHe KoHTelHep katouelt nosasutca cooblueHne ob ycnewHoM gobaBaeHnn
KOHTeHepa KroYel U NpesioXeHne YCTaHOBUTb CEPTUOUKAT B CUCTEMHOE XpaHUAMLLE.

,ﬂ,ﬂﬂ pa6OTbI C CepTI/ICI)I/IKaTaMI/I nx HeO6XOAMMO YCTaHOBWTb B XpaHWIULLE TeKYLLero noab3oBaTtens.

BHumaHue! Ecav nporpamma ViPNet CSP yctaHoBAEeHa Ha cepBepe 1 MCNOob3yeTca As

’/A\\ opraHu3aLumn 3allMLLEeHHbIX coeAnHeHnn TLS, ceptndukat HeobxoanMO ycTaHaBAMBaTb
B XpaHWMLLE 0KaNbHOrO KOMMbOTEPa BPY4YHYHO (CM. YcTaHOBKa cepTudukata 13
KOHTElHepa KntoYel Ha cTp. 72).

B okHe KoHTelHep kntouen BbINOJHUTE OAHO U3 CIeAYHOLUNX AEeUCTBUIA:
o YTob6bl aBTOMATMUECKM YCTAaHOBUTL CEPTUPUKAT B CUCTEMHOE XPaHUANLLE, HaxXMuTe KHonky [a.

o Ecnu ceptndukatsl yctaHaBAnBaTh He TpebyeTca (Mn ycTaHOBKa ByAeT NPOUCXOANTb BPYUHYHO),
HaXXmMuTe KHOmMky Her.

o [na npocmoTpa cnucka cepTMdrKaToB B KOHTENHEpPE KatoUelr HaxmMuTe KHonky Ceptuéunkarsl.
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KoHTelnep knrouei

KonTeliHep ycnewHo go6aenen.

Bbl x0THTE YCTAHOEWTE HAWAEHHLIE B KOHTEAHERE CERTURMKATEI
B CMCTEMHOE XPaHWINLLIE TEKYLLEre Nonb3oeaTena?

Her Ceptudmkarel...

PucyHok 30. YcmaHoska cepmugpukamos u3 koHmeliHepa karodeli 8 cuicmeMHoe xpaHuauuye

5 Tlocne yctaHOBKM (AN OTMEHbI YCTaHOBKM) CePTUHMKATOB B XPaHUAULLE B CMIMCKE AOCTYMHbIX
KOHTENHEPOB KJ/toYel (CM. PUCYHOK Ha CTp. 63) nosaBuTCA 4006aBAEHHbIN KOHTEUHED KAHOUEN.

MpumeyaHue. Bbl MOXeTe YCTaHOBUTL CepTUOUKATBLI U3 KOHTENHEPa KAtOUel BPYyUHYHO
B OKHE HaCTPOWKWN CBOWCTB KOHTEMHepa (CM. YcTaHOBKa cepTudukata n3 KoHTeHepa
KJIFOYEN Ha CTp. 72).

Mocne pobaBneHNs KOHTEMHEpPa KAOUeEN ycTaHoBUTe cepTudumkat nsgatens n cnmcok CRL (cm. YcraHoBka
cepTudukaTa n3gatens v Crmncka aHHyIMPOBaHHbIX CepTUdMKATOB Ha CTp. 76) U npucTynaiTe K
BbINOJHEHWIO KpunTorpaduueckmnx onepaumii (cM. Mpaktnyeckoe npumMeHeHve ViPNet CSP Ha cTp. 25).
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YCTaHOBKa KOHTeWHepa KKouen C
BHELLIHErO YCTPOMCTBA

BHumanwue! [ins goctyna K KOHTeMHepaM KIrUen, XpaHALLMMCSA Ha BHELLHEM YCTPOMCTBE, Ha
//A\ komnbtoTepe ¢ ViPNet CSP npesBapuTenbHO AOMXKHO BbiTh YCTAHOBAEHO HEOBXOAMMOE
nporpaMMHoe obecrneyeHue, a TakxKe BbIMOJIHEHbI APYrve YCI0BUSA 418 PaboTbl C yCTPOWCTBOM.

Mpn NoaKAHYEHMW BHELLHErO YCTporcTBa K KomnbtoTepy ¢ ViPNet CSP KoHTeliHepb! KArouen,
3anvcaHHble Ha 3TO YCTPOWMCTBO, YCTaHaB/IMBAKOTCSA B MPOrpaMMy aBToMaTnyecku. YTobbl MpOCMOTpeTh
KOHTeWHEepPbI K/IOYEN, XPaHsALLMecs Ha NOAKNOUEHHOM BHELLIHEM YCTPOWCTBE, BbIMOHUTE CeAyoLne
JencTBUS:

1 B okHe ViPNet CSP nepeligute B pa3gen KoHTeliHepbl katouen (CM. pUCyHOK Ha cTp. 63).

2 B packpblBatoLeMCs CMNCKe B BEPXHEN YacTW OKHa BbibepuTe Ha3BaHMe MNOAKIHOUEHHOTO BHELLHEro
yCTpoicTBa. B okHe 0TOBpa3aTCs KOHTEMHEPbI KAOYEN, HAXOAALLMECH Ha BHELLHEM YCTPOMCTBE.

CoBerT. Ec/v BHellHee yCTPOMCTBO BbII0 U3B/IEYEHO, a MOC/AE BHOBb BCTAB/IEHO B
KOMMbOTEP, KOHTEMHEP KOYEN, HaXOAALLMNCA Ha JaHHOM YCTPOWCTBE, MOXET He
oT0bpa3unTbes B pasgene KoHtenHepsbl katouei. YTobbl 0T06pasnTb faHHbIN

KOHTeMHep, B pa3gene KoHTeliHepbl kKatouei HaxxMuTe KHOMKY .

3 Janee BbibepuTe HEOOXOANMBIN KOHTEMHEP KAOUEN U3 CNCKa U YCTaHOBUTE cepTudmKaT 13
KOHTelHepa B CUCTEMHOE XpaHuauLe (cM. YcTaHoBKa cepTudurkaTta U3 KOHTeHepa Kitouvein
Ha cTp. 72).
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YCTaHOBKa cepTmnomkaTa B
KOHTEWHEP KJIKOUew

Mpw co3gaHmm 3anpoca Ha cepTndMKaT OPMUPYETCS KOHTENHEP, COAEPIKaLLMA 3aKpbIThIA Katou. o
3anpocy B YAOCTOBEPSAOLWEM LLEHTPE U3LAETCA cepTUhUKAT, COOTBETCTBYHOLLMIA 3TOMY 3aKPbITOMY KHOUY.

YTt06bl MCNoIb30BaTh CepTUdMKAT, MONYUEHHbIV U3 YA0CTOBEPSAIOLLErO LEeHTPa, 415 GOpMMpoBaHus
3NEKTPOHHOM MOAMUCK U APYTUX LieNen, STOT CEPTUDMKAT HY>XXHO YCTaHOBUTL B KOHTENHEP C
COOTBETCTBYHOLLMM 3aKPbITbIM KJHOUOM.

YT106bl yCTaHOBUTbL CepTUHMKAT B KOHTENHEP KOYEN, BbINONHUTE Ceaytowme AeNCTBUS:

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl kKatouen (CM. pUCYyHOK Ha cTp. 63) BbibepuTe KOHTEHEpP
K/ItOYel, B KOTOPbI TpebyeTca yCTaHOBUTbL cepTudmKar.

MpumeyaHue. MNarnky XxpaHeHWs KOHTENHEPOB Katoyel (CM. KoHTelHep Karoyel
Ha cTp. 20), oTobpaxkaembIx B CMINCKE, Bbl MOXeTe BbIOpaTh C MOMOLLbHO
pacKkpbIBatOLLErocs Crmncka B BepxXHel YacTu okHa:

® yTO6bI OTOBPA3UTbL B CMINCKE KOHTEMHEPBI KAKOYEN U3 NanKy XPaHEHUS KIHOUen
TekyLero nosb3osaTens, Bbibepute nyHKT Kntoum nosb3oBartens;

® uTObbI 0TOBPA3UTL KOHTEMHEPDI KAFOUEN 13 Manku XpaHeHUs KAtouel KoMNbioTepa,
BblbepuTe NyHKT Kntoun komnbtoTepa;

® yTOObI OTOHPA3UTL KOHTEMHEPDI K/IOYEN Ha BHELLHEM YCTPOWCTBE, Bblbepute nyHKT
C IMEHEM 3TOTO YCTPOWCTBA.

MyHKT Kntoun komnbroTepa NosBAfeTCA B CMNMCKE TONbKO NPU HaANYMm XoTs bl
O/HOrO KOHTEMHepa K/toYer B Nnarke XxpaHeHusa karouen komnbtotepa (cm. KoHTtenHep
kntoyer Ha ctp. 20).

2 Haxmute kHonky CBOWCTBA IGO0 ABaxAbl LLLEJKHUTE HYXHbIN KOHTEHEP KIHOUENn.

3 B okHe CBOICTBa KOHTEWHEpaA KtoUel HaxkMuTe KHomnKy Jlo6aButb ceptudukar us daiina.
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KoHTelHep
[LEEH
Tun:

PasmewleHme;

Mapone aocTyna:

CepUitHEIi HoMED:
ANropaTH:

lata cosaaHma:

Ceptudmkat:

CeoiicTea KoHTeAHEpa knkoueit: ind-4-63FF-19AC-9308-5078-7TAS-4BFA-5FCE X

md-4-63FF- 19AC-9308-5078-77A9-4BFA-5FC8

MNanka Ha ancke

Ci\Users'User 1\AppData'Local\InfoTeCS\Containers),

3anpaLqu=aEch NP KSHA0M A0CTYNE K

KOHTEHHEDY.

3AKPLITHIA KU, HEXOAALWACA B KOHTEAHEpE

MapameTpel AocTyna

01CF3DE2AC 575D 4000000000C37F 38518

MOCT P 34.10 - 2001 EDH
12.03.2014 14:03:18

CepTHdMKaT oTCyTCTEYET,

CMEHWTB...

I,q,oﬁasmb CEPTUOMKET 1z daina.. . |

2

33KpLITE

PucyHok 31. [lobasneHue cepmugukama e koHmeliHep karoueli

B okHe OTKpbITb yKaxuTe Gain cepTudurkaTta, KOTOPbIA COOTBETCTBYET 3aKPLITOMY K/OUY B

KOHTeWHepe, 1 HaxxmMuTe KHOMKY OTKpbITb. ECv ykasaH BepHbIN cepTndmKaT, oH byaeTt fobaBreH B

KOHTeWNHep, B NPOTUBHOM C/lyyae nosButca cooblueHne «CeptndurkaT He COOTBETCTBYET 3aKpPbITOMY
K04y B KOHTENHepe».
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YCTaHOBKa cepTmnomkaTa B
cncTeMHoe xpaHuanie Windows

YT0ob6bI Ucnob30BaTh CepTUOUKAT B Pa3ANUHbIX MPUNOXKEHUAX, CledyeT YCTaHOBUTb €ro B OAHO 13
cneayrowmnx XxpaHuamLL, cepTmdunkaTos onepaumoHHon cnctembl Windows:

XpaHuaunue Tekywero noas3osatens (Current User), pasgen JinuHoe > CeptudpukaTtbl —
cepTndukaT cnegyeT yCTaHOBUTb B 3TO XpaHWauLLe B Lenax wnudpoBaHus, paclumdpoBaHms,
CO3,aHUNA N MPOBEPKMN INEKTPOHHOM NOANMUCK GalioB, a TakxKe ANs AOCTyNa K 3alULLEHHBIM
pecypcam yepes Beb-6paysep.

XpaHnuanwe komnbtotepa (Local Machine), pasgen JinuHoe > Ceptudukarbl — ceptudukat cregyet
YCTaHOBWTb B 3TO XpaHuauwwe npu ncnonb3osaHum ViPNet CSP Ha Be6-cepBepe Ans opraHun3aumm
JOCTyMa K 3alMLLeHHbIM pecypcam. Takxe B XpaHWaWLLLE KOMMbIOTepa CedyeT yCTaHaBAnBaTb
cepTuduKaTbl, KOTOpble ByayT NCMOAB30BaTLCA CNy>KOaMu JaHHOTO KOMMbIOTEPa.

Bbl MOXeTe ycTaHOBUTL cepTUdMKaT B cucTeMHoe xpaHuauiie Windows ogHUM K3 cregyroLmx Cnocobos:

Ecam cepTndumkar ele He yCTaHOB/IEH B KOHTENHEP KJIHOUYER, coepyKallmii COOTBETCTBYHOLLUIA
3aKpbITbIN KoY, B okHe ViPNet CSP nepeligute B pa3gen KoHTteliHepbl Katouel (CM. pycyHOK
Ha CTp. 63) N HaXXMUTE KHOMKY YcTaHOBUTbL cepTudmkar (cM. YctaHoBka ceptudumkara, He
f06aBNEHHOrO B KOHTEWHEp Ktouel Ha cTp. 69).

Ecam ceptndumkart yxxe yCTaHOB/IEH B KOHTENHEP KKOUeW, yCTaHOBUTE cepTUdMKaT B CUCTEMHOE
XpaHWAWLLE C MOMOLLbHO OKHa CBOWCTB KOHTEMHEpa KAtouen (M. YcTaHoBKa cepTudumkaTa ns
KOHTelHepa KAtouel Ha cTp. 72).

YCTaHOBKa ceptndukata, He 400aBNEHHOTO B
KOHTEWHED KIHYeN

Ecnv cepTudmkart ele He gobaBsieH B KOHTEMHEP K/HOYeW, ANs YCTaHOBKM cepTudmKaTa B CUCTEMHOE

XpaHunauwie BbIMoONHUTE Cejgytouine Ael7|CTBI/IFIZ

1

B okHe ViPNet CSP B pa3zaene KoHTeliHepbl kKatouen (CM. pUCYHOK Ha CTp. 63) HaXKMUTe KHOMKY
YctaHOBUTbL cepTuduUKar.

B okHe OTKpbITb yKaxuTe nyTb K dariny ceptndurkata Ha gucke (cMm. KoHTelHep katoyelt Ha cTp. 20).
Ha cTpaHuLe nprBeTCTBUA MacTepa yCTaHOBKM CepTUPMKATOB HaXMUTe KHOMKy [flanee.

Ha cTpaHuue Bbibop xpaHuauia cepTUPMKaTOB YKaxXHnTe, B Kakoe XxpaHuauLle byseT yctaHoBAEH
Baw cepTudmkart (cM. YctaHoBKa cepTudukata B cuctemHoe xpaHuauwe Windows Ha cTp. 69).
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Mpumeuanue. Ceptrdukat byseT ycTaHOBAEH B BbIOpaHHOE XpaHuauLle B pasgen Apyrue
nosb3oBatenn > CeptTudukatbl

MacTep ycTanoeku cepTudnkatoe >
Boibop xpanmnmua ceprudmkatos iz
i o
XpaHAMMWLE CEPTUGMKATOS - 3To 0BNACTH CHCTEMI, B KOTOPBIX NPOMIS0ANTCA i iy

XPEHEHWE CEPTUHIMKATOE,

CepTudmkaT OyAeT YCTaHOBNEH B XPaHMIMILE CEPTURMKETOB:
(®) Texywero nonbsosaTena

(O KoMnstoTepa

[ ¥eranosuTe cepTidmkaTs MsnaTensi

[ veranosuTs CRL

< Hazan OTMEHa Cnpaeka

PucyHok 32. Bbibop xpaHuiuuia cepmugbukamos

Ecam BO3MOXHOCTb YCTaHOBKM CepTMq)I/IKaTa B XpaHuauuie KoMnbroTeEPa HEAOCTYIMHA, BOI\/’IAI/ITe B

cUcTeMy C npaBaMu agMUHUCTPAToOpa.

Mpumeuanue. Ecan Bbl ycTaHaBAMBaeTe cepTuduKaT n3 daiina C pacluiMpeHnem * . p7b,

*.p7s, *.pl2 UAn * .pfx, B KOTOPOM TaKxke cofep>KaTca cepTudukatbl nsgatenen nim
cnunckn CRL, ¢ nomMoLLbo COOTBETCTBYHOLWMX GAAXKKOB YKaXuTe, cnegyet v
ycTaHaBAWBaTh 3Tu cepTudmKaTbl nsgatenen uam CRL.

HaxxmuTe kHonky [Janee.

1 Ha CTpaHuue FoTOBHOCTBb K yCTaHOBKe CepTVIq)I/IKaTa BbINOAHUTE Cheayrouine AEIZCTBMHZ

o [poBepbTe NPaBWILHOCTb BbIBPaHHbIX MapamMeTpoB. MNpy HeO6XOAMMOCTV BEPHUTECH Ha
npeAbIayLLyo CTPaHULYy MacTepa C MOMOLLbIO KHOMkK Hasag v BbibepuTe Apyrne napametpbi.
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MacTep ycTaHoBKM CepTUgUKATOR X

MOTOBHOCTL K YCTaHOBKe cepTudmKara.

MacTep roTos K YCTaHOBKE CepTHDMKATE B CMCTEMHOS
XPEHMIMILE,

Belnn yrkazaHs! CNEAYIOWME NapaMEeT pel:

Boibpano xpannnnue cept KATOB
TEI(YIJ.LEI'U none30BaTENA

[ONONHAT ENbHbIE NapaMeT phl
He yCTaHaBNMEETE CEPTUMKATEI MSASTENENA,
He yCTaHaBMMBaTE CNMCKKM 0TOSBAHHEIX CEPTHHMKETOS,

Bl MOHETE YKE33TE KOHTEAHEP € 33KPLITEIM KIKIHOM,
VHBOPMELMSA 0 KOHTEMHEPE C S3KPEITEM Kodom ByaeT
aobaBneHa & XpaHUIMLLE cepTUdMKaTos,

He NpUBASEIBATE K KOHTEAHEDY ~

PucyHok 33. Cepmucpukam 2omos k ycmaHoske

o B cnucke B HMXHEN YacT OKHa BbIbepUTe OAHO U3 AENCTBUIA:

Ecnv Bbl XOTUTe yKa3aTb pacnoioXXeHWe KOHTEHepa KIOUENR, COOTBETCTBYHOLLETO
ceptuduKaTy, No3xe, BbibepuTe aeinctere He npuBsAsbiBaTb K KOHTeHepy. PaboTa
MacTepa yCTaHOBKM cepTuduKaTa npu 3TOM 3aBepLUaeTCs.

Ecnu Bbl XOTUTE yKa3aTb PacnoioXeHNe KOHTEHepa KAOYeW, COOTBETCTBYHOLLENO
cepTuduKaty, BpyUHyro, BbibepuTe felicTBME YKasaTb KOHTEMHEP € 3aKPbITbIM KJIHOUOM.

Ecav Bbl X0TUTE, UTOBBI NPOrpaMMa aBTOMaTUYECKM BbIMOIHMUIA MOUCK MOAXOASLLErO
KOHTelHepa KAtoYern cpean KOHTenHepoB, ycTaHoBaeHHbIx B ViPNet CSP, Bbibepute
aencterve HalTn KOHTENHep € 3aKPbITbIM KJIFOUOM.

o Haxmure kHonky flanee.

2 Ecnv Bbl Bbibpanu AelicTBME YKa3aTb KOHTEWHEP € 3aKPbITbIM K/HOUOM, B MOSIBUBLLEMCS OKHE

ViPNet CSP — uHmumanunsauma KoHTeHepa KatoUen yKaxnte pacrnonoxXeHne KoHTeHepa Katouen:

nanky Ha gucke (CM. YCTaHOBKa KOHTeNHepa Kato4vein 13 nanku Ha cTp. 63) ambo yCcTponcTBO €

yka3aHuem ero napametpoB v MH-koga (cM. YcTaHOBKa KOHTEMHepa Krouel ¢ BHELLIHEro

yCTPOICTBA Ha CTp. 66).

Mpumevanue. [1n5 NCNOb30BaHUA KaKoro-1Mb0 BHELLHEro yCTPoiCTBa HEO6X0AMMO
NMOAKKOUNTB 3TO YCTPONCTBO U YCTAaHOBUTL A5 HETO ApaliBepsbl. MNepeyeHb
NoAJep>XK1MBaeMbIX YCTPOMCTB XpaHeHWs JaHHbIX U none3Has MHGopmMaLms ob nx
MCNOb30BaHMMN COAEPXKUTCA B MPUNOXKEHUN BHellHKe ycTpoiicTBa (Ha cTp. 211).

MNMocne storo HaxmuTe kHonky OK.

3 Ecnv Bbl Bbibpann gencrtene HaliTu KOHTeMHep ¢ 3aKpbITbIM KJAKOUOM M NMporpaMmMa Haluna

NoAXOAAWMNI KOHTenHep kntouer, B okHe ViPNet CSP — nHMumanusaumnsa KoHTeMHepa Katouen

HaxkmuTe KHonky OK.

4 B oKkHe NoATBEPXAEHUA HaxXMUTe KHonky Ja, uTobbl 406aBUTL CEpTUPMKAT B KOHTENHEP KAHOUEN,

nnn kHonky Hert, utobbl octaBnTb cepTudurKaT B BUAE OTAEAbHOTO daiina.
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Coser. CoxpaHeHue cepTmdurkaTta B OAHOM KOHTEMHEPE C 3aKPbITbIM KAHOYOM YA0OHO,
€C/IN KOHTeNHep N1aHMpyeTca NepeHoCUTb U yCTaHaBANBaTb Ha APYrOM KOMMbIOTEpPE.

5 Ecau Ha npeabiayLieM Luare Bbl COrNacuanCh J06aBUTb cepTUdUKAT B KOHTENHEP KAOUEr N Haxanu
kHorky fla, B noasmeluemcs okHe ViPNet CSP — naposib KoHTeliHepa katoueit B none MNaponb
BBEAMTE NMapo/ib JOCTYNa K KOHTeWHepPY Katouer, nocie yero Haxmute kHonky OK.

Mpumeuanue. OkHo ViPNet CSP — naposib KOHTeliHepa Katouveli He oTobpakaeTcs B
TOM C/lyyae, ec/iv paHee Hbl1 COXpaHEH Maposb 1 ycTaHoBAEH diaxok He nokasbiBaTh
60/1bLLIe 3TO OKHO.

6 Ha ctpaHuue 3aBeplueHue paboTbl MacTepa ycTaHOBKM cepTudmkaTa Haxmute kHonky FotoBo.

CepTudukaT ycTaHOBAEH B BbiIbpaHHOE XpaHuaunLie cepTudukaTos. Ecam B npoLecce ycTaHOBKM
cepTudmKaTa eMy He Hbla CONOCTaB/IEH 3aKPbIThIN K04, HEODXOAMMO YCTaHOBUTL KOHTEHEP C
3aKpbITbIM KAHOUOM, COOTBETCTBYHOLLMNIA cepTUdumKaTy (CM. YCTaHOBKa KOHTENHepa KJo4Yein 13 nanku
Ha cTp. 63), a 3aTeM yCTaHOBUTb B HEro 3ToT cepTudukar (cMm. YcTaHoBKa cepTudukaTta B KOHTEHeP
KJrOYen Ha cTp. 67).

Ecnun B npouecce yctaHOBKM cepTudurKaTy H6bl1 CONOCTaBAEH 3aKPbITbI K/HOU, KOHTENHEP C KOTOPbIM
paHee He 6bin ycTaHoBeH B ViPNet CSP, aTOT KOHTeNHep NoABMTCA B CMUCKE KOHTEMHEPOB (CM. PUCYHOK
Ha cTp. 63).

Kpome cepTudukata nonb3osatens, Ana paboThl C 3aULLEHHBIMY daiaMu 1 OpraHn3aLmn coeAnHEHNN
TLS Heobxoammo ycTaHOBUTL cepTudukat nsgatena n cnmcok CRL (cm. YcTaHoBKa cepTudukata nsgartens
N CNNCKa aHHYIMPOBaHHbIX CepTUPMKATOB Ha CTp. 76).

YCTaHOBKa cepTtudmkaTta 13 KOHTEMHEPa KIKYeM

BHuMaHue! CepTudukaTbl N3 KOHTEMHEPOB KIHOYEN B Marke XpaHEHWUs KItOUel TeKyLero
//\E nosib3oBaTeNs CiefyeT yCTaHaB/IMBaTb B XPaHWIMLLE KNHOUEN TEKYLLEro NoJib30BaTens.

CepTrdunKaTbl N3 KOHTEVHEPOB K/tOUel B Marnke XpaHeHWs KaoUer KoMMbloTepa cieayeT
yCTaHaBAMBATb B XPaHWAMLLE KItOYel KOMMbLoTepa.

[lns ycTaHOBKU cepTUdUKaTa B CUCTEMHOE XPaHWIMLLE U3 KOHTEHEpPa KKUeR BbINOJHWUTE ClesytoLme
JencTeus:

1 B okHe ViPNet CSP B pa3aene KoHTeliHepbl katouen (CM. pUCyHOK Ha cTp. 63) BbibepuTe KOHTEHEP
KAtouel, cepTmdmKaT U3 KOTOPOro TpebyeTcs YCTaHOBUTD.
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MpumMeyaHue. MNanky XxpaHeHUs KOHTENHePOB katouen (cM. KoHTeliHep Katouen
Ha cTp. 20), oTobpaxkaeMbix B CMINCKE, Bbl MOXETE BbIOpaTb C MOMOLLbIO
pacKpbIBatOLLErOCs CNUCKa B BEPXHEN 4acTu OKHa:

® yTO6bI OTOBPA3UTbL B CMINCKE KOHTEMHEPBI KAHOYEN U3 NanKy XPaHEHUS KIHOYen
TekyLero nosb3osaTens, Bblbepute NyHKT Kntoum nosb3oBartens;

e uTO6bI 0TOBPA3UTL KOHTEMHEPDI KAFOUEN 13 Manku XpaHeHUs Katouel KoMNbioTepa,
BblbepuTe NyHKT Kitoun komnbioTepa;

® yTO6bI OTOBPA3UTL KOHTEMHEPDI K/IOYEN Ha BHELLUHEM YCTPOWCTBE, BbIGepuTe NMyHKT
C UMEHEM 3TOrO YCTPOMCTBaA.

MyHKT Kntoum komnbroTepa NoseifeTcs B CNMCKE TONbKO NPU HaANYMKM XOTA bl
OZHOrO KOHTEMHepa K/oYel B Nnarke XpaHeHus Karouen komnbrotepa (cm. KoHTtenHep
kntoyer Ha cTp. 20).

2 Haxmwute kHonky CBOWCTBa MO0 ABaXKAbl LLLEJKHUTE HYXXHbIN KOHTEMHEP KtOYen.

3 Ecau Bbl XOTUTE YCTAaHOBUTL CEPTUGUKAT B XPaHUAULLE KITHOYEN TEKYLLErO NOJib30BaTeNs
(cM. YcTaHoBKa cepTudumkaTa B cucteMHoe xpaHuamwe Windows Ha cTp. 69), BbINOAHUTE
cnegyroline AencTBus:

3.1 B okHe CBoiicTBa KOHTEWHEpaA KtoUen HaxxmmTe KHOMKY OTKpbITb.

3.2 B okHe Ceptudukar Ha Bkiagke ObLwme HaxkmMmTe KHOMKY YcTaHOBUTBL cepTudmkar. byaer
3anyLeH MacTep MMMnopTa cepTUdmKaTos.

3.3 Ha cTpaHuue nprBeTCTBUS MacTepa MMnopTa cepTudrKaToB HaxXMuUTe KHOMKY Janee.

3.4 Ha ctpaHuue XpaHunuie ceptudmrkatoB BoibepuTe BapnaHT MomecTuTb Bce cepTudumKkaThbl B
cegyrolliee XpaHUAULLEe U HaxxMuTe KHomky O630p.

3.5 B okHe Bbi6op xpaHunavia ceptudukatoB BbibepuTe xpaHuauie JInuHoe.

3.6 Ha ctpaHuue 3aBeplueHne macTepa MMMNopTa cepTMPuUKaToB HaXXMUTe KHoMky FoToso.
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Ceptudmkat: Komy BbinaH: MeaHos Hukonan MeaHoswy

Kem BelaaH: KCA_admin
OeficTerTeneH ¢ 12 MapTa 2014 . no 12 MapTa 2019,

(= ==

PucyHok 34. YcmaHoska cepmugbukama 8 xpaHuauwje karodeli mekyuje2o noss3oeamesis

4 Ecnv Bbl XOTWUTE YCTAHOBUTL cepTUdMKaT B XpPaHUIMLLIE KNtOUe KoMMNbloTepa (CM. YcTaHoBKa
cepTudukaTa B cuctemHoe xpaHuaviie Windows Ha cTp. 69), B okHe CBOWCTBa KOHTelHepa
KJtOUer HaXKMUTe KHOMKY YCTaHOBUTb B IMUHOE XpPaHUAULLE.

CeoficTea koTedHepa knaroyei: md-7-DADA-BCDE-E3BC-F21D-D347-A%8A-T7685 *
KoHTeliHep
MMz md-7-DADA-BCDE-E3BC-F2 1D-D347-A98A-7685
Tin: MNanka Ha ancke
PazmelleHme: Ct'\ProgramData\InfoTeCS\Containers),

Mapons aocTyna: SaNpaWMBEETCR MK KEMA0M A0CTYNE K
KOHTEAHEPY.

3aKPLITHI KIHOY, HEXOOALNACA B KOHTeliHepe

CepuitHelil HoMep: 01 CFD254ED DE C3 40 00 00 0000 BF 70 7201
ANFOpATH: MOCT P 34,10 - 2001 EDH

laTa coznaHma: 17.09.2014 11:54:02

CepTudmkat: KoMy Bbinan: Ceprees Masen Bopucosuy

KeM Boinan: AaMMHMCTpaTop ceTh 5614
AeiicteuTeneH ¢ 17 ceHTAlpa 20141, no 17 cenTabpa 2019,

Il YCTAHOBWMTE B MMHHOE XPaHKWLLE |I| OTHpLITE | |I'boaep|m: |

[ sagem |

PucyHok 35. YcmaHoska cepmugpukama e xpaHuauuje kaodeli Komneromepa
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Mpumeuanue. KHomnka YCTaHOBUTbL B JINYHOE XpaHMAULLE OTOBPaXKaeTca TONbKO B OKHe
|i| CBOWCTB KOHTENHepa KAtoUel, HaxoAALerocs B narnke XxpaHeHWs Kao4ven KoMnbiotepa
(cM. KoHTelHep kitoueli Ha cTp. 20).

B pe3synbTate ceptndmKat OByaeT yCTaHOBAEH B BbIOPAHHOE CUCTEMHOE XpaHWNLLE.

Kpome cepTndukaTa nonb3oBatens ana pabotbl € 3alUmeHHbIMK GainaMmm 1 opraHun3aLmm CoeAnHeHn
TLS HeobxoamMo ycTaHOBUTL cepTudmkat nsgatens n cnmcok CRL (cm. YcTaHoBKa cepTudukata nsgartens
N CMWCKa aHHY/IMPOBaHHbIX CEPTUGUKATOB Ha CTp. 76).
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YCTaHOBKa ceptudmkaTa nigatend 1

CANCKa aHHYMPOBAHHbIX
CeEPTMOUKATOB

[lns BbINOHEHWs onepaumnii C 3alUmLLEeHHbIMU GalinamMn 1 opraHmsauumn coegmHeHmnin TLS Tpebyetcs

YCTaHOBWUTb B CUCTEMHOE XpaHUInLLE:

Ceptndukat nonb3oBartens (CM. YctaHoBka cepTudukaTta B cuctemHoe xpaHuamige Windows
Ha cTp. 69).

CepTudukat nsgaTtens Uiv LEenouky ceptudukaToB nsgatenen.

Cnncok aHHyanpoBaHHbIx cepTuémkatos (CRL).

MpnmeuaHwue. Ecnv B Bawem ceptmndukare ykasaH URL-agpec Toukn pacnpocTpaHeHms

CMUCKOB aHHY/IMPOBaHHBIX CEPTUPMKATOB 1 eC/I Ball KOMMbIOTEP NOAKAOYEH K NHTepHeTy,

cnncok CRL ycTaHaBavBaeTca 1 06HOBAAETCA aBTOMATUYECKN NPU NPOCMOTPE CBONCTB
cepTudukara (cM. YctaHoBka 1 o6HoBaeHne CRL yepes ViHTepHeT Ha cTp. 78).

YcraHoBKa cepTudumkata usgatens u cnmucka CRL BbinoaHAETCA cpeacTBaMy onepaLmoHHO CUCTEMDI.
Takol cnocob ycTaHOBKM cepTudukaTa Takxe Heobxoaum, ecnm MO ViPNet yctaHoBieHO Ha

BeD-cepBepe 1 UCMOAb3YeTCa As OpraHM3aL M 3alnILeHHbIX COeANHEHN TLS.

[Ans yctaHoBKM cepTudukata nsgatens u CRL BbINOSHUTE cieytoLive AencTBus:

1

Haxxmute couetaHme knasmw Win+R.
B meHto Myck Takke MOXHO BblOpaTh NYHKT BbIMOAHUTD.
B nmoasmBLlemca okHe B nosie OTKPbITb BBEAUTE KOMaHAY mmc U HaxkmuTe kHonky OK.

B okHe koHconun ynpasaeHus Microsoft B meHto ®ain BbibepuTe NyHKT J06aBUTbL NN yaannTb
OCHACTKYy.

B okHe [lob6aBneHue 1 yaaneHne ocHacTokK B cnincke [LoCcTynHble OCHAacTKM BbibepuTe 0CHacTKy
CepTtudukatbl 1 HaxxmuTe KHOMKY [lo6aBuThb.

B okHe OcHacTka ancnetyepa cepTudnKaToB BbibepuTe OANH 13 CleayroLLIMX BapUaHTOB:

o YTobbI ycTaHOBUTL cepTudumKaT nsgatens nnm cnmcok CRL B xpaHuimLLe KoMnbroTepa
(cm. YcTaHoBKa cepTudukata B cuctemHoe xpaHunmie Windows Ha cTp. 69), Bbibepute
BapVaHT YYeTHOM 3anncy KoMMbloTepa, HaxmuTe KHonky [lanee, a 3atem KHonky FoTtoeo.

o YTobbI ycTaHOBUTL cepTndumKaT nsgatens nam cnmcok CRL B xpaHuavLLLe TekyLero
nosb3oBaTens (CM. YcTaHoBKa cepTudukaTa B cuctemHoe xpaHunuviie Windows Ha cTp. 69),
BbIbepuTe BapmaHT MOEN YeTHOM 3anncy NoJib3oBaTens 1 Haxmute KHonky Fotoeo.

Haxxmunte kHonky OK.
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6

10

1

Ha naHenu HaBurauum koHconn ynpasieHus Microsoft WwenkHUTe NpaBon KHOMKOW MbILLN
cnegyrollee XpaHuvLLe:

o [JloBepeHHble KOPHEBbIE LEHTPbI cepTudmrKaLmn, eciv Bbl yCTaHaBAMBaeTe cepTudukar
nsgatens, SBAAOLNACA KOPHEBLIM B Liernoyke ceptudurkaumm (CM. rnoccapuid, crp. 227).

MprmeyaHue. Ecav ceptndurkaT nsgatena ABageTCa eANHCTBEHHbBIM B Lienoyke ceptudurkaLmm
(cMm. rnoccapuin, cTp. 228), OH Tak>Ke CYUMTAETCA KOPHEBBIM.

o [MMpomexkyTouHble LeHTpbl cepTUdUKaL M, eCIN Bbl YyCTaHaBANBaETE:
e crnincok CRL;

e cepTudMKaT n3gatens, KOTOpbI ABASETCA NPOMEXYTOUHbBIM B LienoYvke cepTudukaLmm
(cm. rnoccapwmi, cTp. 228).

Konconel - [Kopee konconn CepTudukarel - TEKYLLWIi None308aTeNs)J0EEPEHHEIE KOpPHE
®aiin  [Jefictewe  Bug WzBpannoe Owwe Cnpaska
e zmale=d

| Kopetib koHconu Tun ofbekTa
v __ij CepTudikaTel - TEKYLLWI NoNL3I0EaTENL

. | Ceprudmikaten
w || Mlnuroe
| Ceprudmkare

| JloBeperHbIe KOpPHEBEIE LEHTPEI CEpTUdNKALMK

Mowck ceprudmraros... rT'”""

4
Bcezagaun > Mownck cepTudimkartoe...
Bua b Mmnopt...

Hoeoe okHo oTCH}AA auum

Hoekli Bg naHenu 3agad...
OANMHHDC
OBHoEWTE apT-KapTh

3I(CI'IDFITMFIDEETI: CANCOK...

Cnpaeka

PucyHok 36. Bbibop xpaHuauwa oas cepmugukama uzdamens
B koHTeKCcTHOM MeHto BbibepuTe NyHKT Bece 3agaum > Nmnopr.
Ha nepBoWi cTpaHuue MacTepa mnopTa cepTudukaToB HaxxmuTe KHonky [anee.

Ha ctpaHuue Mactep nmnopTta ceptudukatoB Bbibepute daiin ¢ cepTudukatomM msgatens uim
cnuckom CRL.

Ha ctpaHuue XpaHuauie ceptudmrkatoB oTobpasmntca BoibpaHHOe paHee XpaHuauiLe
cepTMdunKaToB.

Ha ctpaHuue 3aBeplueHne macTepa MMMopTa cepTMhMKaToB HaxxMuTe KHOMKy FoToBO.
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BHumaHue! Eciv cnuctema He CMOXKET NPOBEPUTL MOAANHHOCTL cepTudmKaTa
(HanpuMep, OTCYTCTBYET NOAKAKOUEHME K VIHTEPHETY UK y3en NPOBepPKM HEZOCTYMEH),
/A\\ nosBsutcs okHo MpeaynpexaeHne cuctembl 6e3onacHocTU. YTo6bl yCTaHOBUTb
— ceptudukart, Haxmute kHonky Aa.

YcTaHaB/AMBaWTe TONbKO Te CepTI/I(l)I/IKaTbI, B NOANNHHOCTUN KOTOPbIX Bbl YBEPEHDbI.

12 B nosBmBLIEMCS OKHE C coobLieHreM 06 ycnewHoOM nMnopTe cepTudukaTa HaxmmTe kHonky OK.
YcraHoBKa byaeT 3aBeplueHa.

Mocne 3TOro, eciv Bbl y>Ke BbIMOAHWAN YCTAHOBKY cepTudmKaTa Noab30BaTeNS, MOXHO MPUCTynaTh K
BbINONHEHWIO KpunTorpaduyeckmx onepaumii (cm. MNpaktnyeckoe npumeHeHne ViPNet CSP Ha cTp. 25).

YcTtaHoBka 1 obHoBAeHWe CRL vepe3 MHTepHeT

Ecnn B Bawem CepTI/Iq)I/IKaTe YyKa3saH URL—ap,pec TOYKM pacnpocTpaHeHnA CMMCKOB aHHYJIMPOBAHHbIX
CepTMq)I/IKaTOB n ecan Ball KOMMNbHOTEP MNOAKNHOUEH K MHTepHeTy, Bbl MO>XXeTe YCTaHOBUTb UIN 06HOBUTL
cnncok CRL aBTOMaTnyecku. ﬂ'flﬂ 3TOro BbiNOAHUTE Caeayrouimne AelzCTBMHI

1 B okHe ViPNet CSP B pa3zene KoHTeliHepbl K1touen (CM. pUCyHOK Ha cTp. 63) BbibepuTe KOHTEMHEP
K/IOUe, KOTOPOMY COOTBETCTBYET cepTudmkaTt, cnmcok CRL ans koToporo TpebyeTcs ycTaHOBUTb
v O6HOBUTB.

MpumeyaHue. MNanky xpaHeHNs KOHTeNHepOB katouen (cM. KoHTeliHep katoyen
Ha cTp. 20), oTobpaxkaeMbIX B CMNCKE, Bbl MOXeETe BbIbpaTh C MOMOLLbIO
pacKpbIBatOLLErOCs CNCKA B BEPXHEN YacTu OKHa:

® yTOObI OTOBPA3UTb B CMINCKE KOHTEMHEPBI KAKOUEN U3 NanKy XPaHEHUS KIHOUen
TeKyLLEero nosb3oBatens, Bblbepute NyHKT Karoum nosb3osaTens;

® UTO6bI 0TOBPA3UTL KOHTEMHEPDI KAFOUEN 13 Manky XpaHeHUs KAtoYel KoMNbioTepa,
BblbepuTe NyHKT Kntoun komnbtoTepa;
® uTO6bI 0TOBPA3UTL KOHTENHEPDI KNtOUEl Ha BHELLHEM YCTPOWCTBE, BbIGepuTe NyHKT
C VIMEHEM 3TOro YCTPOWCTBa.

MyHKT Kntoum koMnbloTepa NOsBASAETCS B CMUCKE TONbKO MPW HaAuumm XoTs Obl
OfHOTO KOHTeWHepa KAtouen B narnke XxpaHeHUs Kitouen Komnbrotepa (cM. KoHTeliHep
Katoyeit Ha ctp. 20).

2 Haxmute kHonky CBoicTBa MO0 ABaxAbl WENKHUTE HY>XXHbIN KOHTENHEpP KAOUEN.
3 B okHe CBoIiCTBa KOHTEHepa Katoueln (CM. pUCyHOK Ha CTp. 68) HaxkMunTe KHOMKY OTKPbITb.

OTKpoeTcs OKHO co cBOMCTBaMK cepTudukaTa. Mpu 3Tom ByaeT BbINOJHEHO NOAKAOUYEHWE K TOUKE
pacnpoctpaHeHus cnmuckos CRL:

o Ecnm cnucok CRL He 6bi1 ycTaHOBAEH paHee, OH ByaeT 3arpy>KeH 1 aBTOMaTUYeCKN YCTaHOB/EH.

o Ecnm cnncok CRL yxxe yctaHoB/IEH, ByAeT NpoBepeHa ero akTyaabHOCTb, MPU HEOHXOAMMOCTU OH
6yseT aBTOMaTU4ECK OOHOBJIEH.
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Onepauym C KOHTEMHEPaMK
K/THOYem

MpOCMOTP M HacTpPOWMKa CBOMCTB KOHTEMHepa Katouen

Co3paHne pe3epBHOM KOMUWN KOHTENHepa Ktouvein

MepeHoc cepTUdMKATOB M 3aKPbITbIX KIHOUEN MeXAy KOMMboTepaMu

YaaneHve KoHTeliHepa Katouen

ViPNet CSP 4.4. PykoBoacTBO nonb3oBaTens
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[10OCMOTP M HaCTPOWKa CBOMCTB
KOHTEMHEPa KHoYeK

Yt06bl MPOCMOTPETL CBOMCTBA KOHTEWHEPA KAOUEW UAN U3MEHUTb €r0 HaCcTPoKkK, B okHe CBOMCTBa
KOHTeliHepa Ktouen (CM. pUCYHOK Ha CTp. 68) BbINOJHUTE cheaytolime AeCTBUS:

1 B okHe ViPNet CSP B pa3zene KoHTeliHepbl katouen (CM. pUCyHOK Ha CTp. 63) BbIOepuTe KOHTEHED,
CBOICTBa KOTOPOrO Bbl XOTUTE NMPOCMOTPETb.

MpumeyaHue. MNanky xpaHeHNs KOHTENHePOB katouen (cM. KoHTeliHep Katoyen
Ha cTp. 20), oTObpaXkaeMbIX B CMUCKE, Bbl MOXETE BbIbpaTh C MOMOLLbIO
pacKpbIBatOLLErOCs CNCKA B BEPXHEN YacTu OKHa:

® yTO6bI OTOBPA3UTb B CMINCKE KOHTEMHEPBI KAHOYEN U3 NanKy XPaHEHUS KIHOUen
TeKyLLEero nosib3oBaTes, Bbibepute nyHKT Karoun nosb3oBaTens;

® uTO6bI 0TOBPA3UTL KOHTEMHEPDI KAFOUEN 13 Manky XpaHeHUs KAtouel KoMNbioTepa,
BblbepuTe NyHKT Kntoun komnbtoTepa;

e uTO6bI 0TOBPA3UTL KOHTENHEPDI KNFOYEN Ha BHELUHEM YCTPOWCTBE, BbibepmTe NMyHKT
C MMEHeM 3TOro YCTPOWCTBa.

MyHKT Kntoum KomnbroTepa NosiBASETCSA B CMUCKE TONbKO NMPW HaAUumMmM XOTs Obl
OZHOTO KOHTENHEepa KAtouel B Narke XpaHeHWs Karouel KoMnbrotepa (cMm. KoHTeliHep
Karouer Ha cTp. 20).

2 Haxmute kHonky CBOWCTBA MO0 ABaxAbl LLLEJKHUTE HYXHbIN KOHTEHEP KIHOUEeNn.

,ﬂ,anee Bbl MO>XETEe BbIMOJIHUTL C/iegyroline onepauunn:

e [lpocmoTpeTb MHbOPMAaLUIO O 3aKPLITOM KkoUe U cepTudmrKaTe, KOTOpble HaXOAATCA B KOHTENHepe
K/HOYen.

e CMEHWTb Napo/b JOCTyNa K KOHTeNHepy katouven (cM. CMeHa napoas K KOHTeNHepy Katouei
Ha cTp. 80).

e YJanuTb COXpaHEHHbIN Napo/b AOCTyMNa K KOHTENHepPY KAtoyen (cM. YganeHune coxpaHeHHoro
naposs Ha cTp. 82).

e [lpown3BecTu ycTaHOBKY cepTudmMKaTa Noab3osaTtens (CM. YcTaHoBKa cepTudukata B KOHTeNHep
KJrOYel Ha cTp. 67).

e Hactpoutb NpaBa A0CTyNa K KOHTeNHepy katoueln (CM. HacTporika npaB JOCTyrna K KOHTeHepy
Karouel Ha cTp. 83).

CMeHa naposa K KOHTENHEPY KIHoueM

[ns cMeHbl Naposis K KOHTEMHEPY KAOUEr B Narnke Ha ANCKe BbINOJHUTE Ceytolme AencTBus:
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1 B okHe CBOWCTBa KOHTEWHEpPa KatoUen HaxmumTe KHonky CMeHUTb.

KoHTeliHep
Wrma:
Tin:

PazmeleH1e:

Maponb aocTyna:

CepuitHeli HomMep:
ANFOpATH:

laTa coznaHma:

CepTudmkaT:

CeoficTea konTedHepa karovei: md-A-5116-CADS-1537-3425-BA69-CDBF-CD4D

md-A-5116-CA09-1537-3425-BA69-CDBF-CD4D
Manka Ha anase
Ct\UzersUser 1\AppData'Local\InfoTeCS\Containers),

X

33I'I|36LIJI1BBETCF| MPK KEHA0M A0CTYNE K CMEHWMTE

KOHTEAHEPY.

MapamMeTpel ADCTYNA

3aKpbITHIA KW, HEXOOALWACA B KOHTEliHepe

01 CF 3D E2 D9 AE OF 40 00 00 00 00 75 BO 0D 4A
MOCT P 34.10 - 2001 EDH
12.03.2014 14:04:34

KoMy BelnaH: MBaHoE Hukonail MEaHosmuY
Kem seigan: KCA_admin
NeiicTerTeneH ¢ 12 MapTa 2014 r. no 12 mapTa 2019r.

OTKpBITE MposepuTH

O 3aKpbITh

PucyHok 37. ViHgphopmayus o koHmeliHepe karoyel

2 B okHe Maponb BBEAWTE TEKYLLUIA NMAPOJb AOCTYNa K KOHTEAHEPY K/IOYEN N HaxmuTe KHomnky OK.

m I'IpwmeuaHme. Ecam paHee 6bin YCTaHOB/IEH PEXNM COXpaHI/ITb napoJib, TO OKHO

I'Iaponb HE NoAaBUTCA.

3 B okHe ViPNet CSP - cmeHa napons KoHTeliHepa KAtouel yKaxute TekyL i naposb, 3aganTte 1

noATBepAmnTe HOBbIN Naposb. Haxxmute kHonky OK.

YT006bI COXpPaHUTb Napoab ANA nocieayroLlnx o6pa|.|.|,eH|/1|71 K KOHTeﬁHepy K]HOLIeI\/‘I, yCTaHOBUTE

dnaxxok CoxpaHnUTb Napoib.

ViPMet CSP - cmena napona KoHTeliHepa knoyel

k. YKEHMTE TEKYLWWA Napons ANA paboTsl © KoHTeRHepon
KIOYEl W ABEKAEl EESOMTE HOBRIA Napons(He MeHes 6
CMMBONOB).

TeKYLWMiA Naponk: | TTTTTTTY

HoBkiid napons: | LI T

MoaTEepHAEHWE: | LLLLL LI L)

COXPaHWTE Naponk

i

PucyHok 38. CmeHa napoas docmyna Kk KoHmeliHepy karo4del
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BHumaHue! He cosgaBaite napoab AnnHoW B 32 cumBona. [aponu ¢ Takon A IMHOW He MOryT

’/A\\ NCMNOb30BaTbCA B TEKYLLMX Bepcusx npuaoxeHunin ViPNet. laHHOe orpaHuyeHmne cBsizaHo C
CYLLLeCTBYHOLLMM aAropyTMOM Mepeayn napons B KpUnTonposangep. B cootBeTctBUM € 3TMM
aAropuTMOM JJ/IVHa Napos He 40aXKHa npe.biwaTb 31 cMMBO.

I'Iaponb 40CTyna K KOHTeI‘/’IHepy KJHOUEn N3MEHEH.

YaaneHune CoOXpaHeHHOro rnapond

YpansTb COXpaHeHHbI Naposib K KOHTEMHEPY KIOUEN MOXET noTpeboBaThCs B TOM C/yyae, ecau
N3MEHWUANCH YCIOBUSA 3KCMIyaTaLMmn napos UK perramMeHT Ballel opraHusaLnm, BCAeACTBME Yero
XpaHeHWe Napos Ha KOMMbHOTEPE CTaNo HeAOMYCTUMbIM.

Ans ypaneHuns paHee COXpaHEHHOTO B CUCTEME MapoA K KOHTeMHepy katouel B okHe CBOMCTBa
KOHTeliHepa Ktouen (CM. PUCYHOK Ha CTp. 68) HaXXMuUTe KHOMKY YAanutsb.

CoxpaHeHHbI Napob yaaneH. Tenepb Napoib HEO6XOAMMO BBOAWUTL BCAKMIA pa3 Npu obpalleHnn K
KOHTEMHepy KtoYei.

[1pOBEpPKa KOHTENHEpPa KIK4Yen

MpoBepka KOHTeWHepa KtoUel No3BOAeT yOeanTbes, UTo Gain KOHTEHepa He NMOBPeXAeH,
XpaHsALMecs B KOHTENHepe cepTUdUKaT U KNHOY INEKTPOHHOW NOANUCK COOTBETCTBYHOT APYT APYTY U
MOTYT 6bITb MCMNO/Nb30BaHbI 418 PaboThl C 3aLUULLEHHBIMW AOKYMEHTaMMU.

Yt06bl MPOBEPUTL KOHTEMHEP KAHOUEN, BBINMOAHUTE Cedytolmne AencTBus:
1 B okHe CBOWCTBa KOHTEeMHEpPa KAOUeN HaxxMuTe KHorKy MpoBepuTb.

2 B okHe ViPNet CSP - naposib KOHTeHepa K/rUel BBeAMTe Napob AOCTYNa K KOHTEMHEPY U
HaxxmuTe KHonky OK.

YT06bI COXpaHWUTb Napob ANA NOCAeAYHOLLNX OBpaLLEeHNI K KOHTEMHEPY KNHOYER, yCTaHOBUTE
dnaxxok CoxpaHuUTb Napoib.

ViPMet CSP - napone koHTeliHepa knoyel x
BESAWTE NapoMk AOCTYNA K KOHTERHEPY KNouei,

OcTanocs nonbimok: 3

Wma koHTelHepa: rnd-A-5116-CA09-1537-3425-8A69-CDBF-CD4D

Mapons: | LTI LT

COXPaEHUTE Mapons

&

PucyHok 39. Beod naposas docmyna Kk KoHmeliHepy karodeli
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B pe3ynbTtate 6yseT chopmMmpoBaH GparMeHT JaHHbIX, KOTOPbIA OyAeT MOAMMCAH C MOMOLLbIO KoYa
3NEKTPOHHOM NMOANUCK, NMoc/e Yero ByaeT BbINOJHEHa NPOBEPKa 3NEKTPOHHOW MOAMMCH C MOMOLLbIO
K/ItoUa NPOBEPKM 31eKTPOHHON noanucy. Taknum obpasom, byaeT NnpoBepeHa NPUTOAHOCTb K/1rouYa
3NEKTPOHHOM MOAMUCK U €r0 COOTBETCTBME CepTUdMKaTy KtoUa NPOBEPKM INEKTPOHHOW NOANUCH,
XpaHALWEMYCs B KOHTENHepe.

MpuMeuaHue. NMpoBepka BO3MOXKHa TO/IbKO B TOM C/1y4ae, €C/IM B KOHTENHepe Karouewn
ecTb cepTUdUKaT, COOTBETCTBYHOLLNI KIKOUY 31eKTPOHHOW noanucy. Ceptudukat
MO>ET OTCYTCTBOBaTb B KOHTEMHEpPE KIOYEN, €C/IM OH pa3MeLLeH OTAENbHO.
CepTtndukaT pasmeLlaeTcs OTAeNbHO OT KOHTeHepa KItoYel, ecin 3anpoc Ha
obHoBneHune ceptudukata chopmuposaH B [0 ViPNet CSP. Ecam 3anpoc
chopmMmpoBaH B APYroin nporpamme, ceptmdurkaTt aBToMaTMUeCckn NOMELLAETCS B
KOHTEWHEp K/IOYeN.
Mpw npoBepke K/oYa 3NEKTPOHHON NOAMNMCU NPOBepPKa AeNCTBUTENBHOCTH

cepTudmkaTa (CPOK ero 4encTBus, OTCyTCTBUE B CMNCKAX aHHY/IMPOBAHHbIX
cepTndUKaTOB 1 NpoYee) He BbIMNONHAETCS.

HacTtporika npas 40CTyMna K KOHTEUHEPY KIKO4Yen

C nomMoLLbio NpaB AOCTyNa Bbl MOXETE pa3peLlaTtb AW 3anpeLaTb JOCTYN K KOHTENHePY Katoueln Ans

cybbekToB 6e30MacHOCTV onepauoHHon cuctembl Windows (HanpumMep, YYeTHbIX 3anncei 1 rpynn

nosb3oBaTenelt). Hanpumep, paspeLueHne Ha JOCTYN K KOHTENHEPY KAtouel A/ BCTPOEHHOW YYeTHOWN

3anmcn NETWORK SERVICE moxeT notpeboBaTbca npu HacTpoiike cepsepa IIS (cm. Hactporika
cepBepHOM YacTu Ha cTp. 148).

[LJ'IFI HaCTpOPIKI/I npaB AOCTyMNa K KOHTEVIHepy KJHOYEN BbIMOJHUTE caiegyrouimne ,D,ef/]CTBVIFIZ

1 B okHe CBOICTBa KOHTeHEpa Ktouen (CM. pucyHok Ha cTp. 81) HaxmuTe kHonMKy MapameTpbl
Jocryna.

2 B okHe Pa3pelueHus ans rpynnbl BbINMOAHNUTE ClefytoLLme AeACTBUS:

2.1 B obnactv Fpynnbl n nonb3oBaTenn BbibepUTe YUETHYHO 3anncb WAV TPYNMy yYETHbIX 3anuncer

Windows, ans KOTOpbIX HEOBXOAMMO 33aTb pa3peLLeHus.

2.2 B obnactv PaspelueHus gns rpynnbl 3a4aiTe paspeLleHns Aas BblbpaHHbIX YYETHbIX 3anucen.

2.3 Haxwmwute kHonky OK.
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Pazpewequa ana rpynne: "C:\Users\User T\AppDatail... X

BesonacHocTs

rp)"l'll'lbl MMM NONES0BEaTENM

~ ANETWORK SERVICE

R CUMCTEMA

a User 1 {DESKTOP-BEKJF18\User 1)

SR AgvrmcTpatops (DESKTOP-BEKIF18 AomurmcTpaTops)
a? LogonSessionld_0_230870 (NT AUTHORITY)

Vaanrs

Pazpeweria ana rpynne "NETWORK

SERVICE" Paspewnt Zanpemts
MonHwii pocTyn O
Yrerne O

Ccofkle pazpelweHia

Yokl sagate ocobkle paspeleHA nnv
MEPEMETPEI, HEXMMUTE KHOMKY
"ononHuTensHo "

OononHuTensHo

0K CmmeHa MprMeHATE

PucyHok 40. Hacmpolika npas docmyna Kk KoHmeliHepy kro4eli

I'IpaBa AOCTyna AnA Bbl6paHHbIX YYeTHbIX 3anncen N3MeHEHbI.
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Co34aHMe pe3epBHOM KOMUM
KOHTEMHEPa KHoYeK

Bbl MOXeTe ckonmpoBaTb KOHTel\/‘IHep KAouen B nanky Ha AncKe Uanm Ha BHeLHee yCTpOl\/‘ICTBO. JTa
beHKLI,I/Iﬂ MOXXET ObITb NCNOb30BaHa Ana co3gaHnAa pe3epBHO|7| Konunm KOHTel\/‘IHepa KAOUen.

MprmeyaHune. KonvpoBaHune KOHTeHepa Katoue NOANUCH C BHELLHMX YCTPOMCTB C
annapaTtHon noaaep>xkon anroputMoB FOCT HEBO3MOXHO.

[nsi KOMMPOBaHWs KOHTEMHEPA BbIMOJHUTE CleAytoLine AeNCTBUS:

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl katouen (CM. pUCYyHOK Ha cTp. 63) BbibepuTe KOHTEHEP
KJIFOYEel, KOTOPbIW Bbl XOTUTE CKOMMPOBAaTh.

Mpumeyuanue. MNarnky XxpaHeHWs KOHTENHEPOB Katoyel (CM. KoHTelHep Karoyel
Ha cTp. 20), oTobpaxkaembIx B CrIKCKe, Bbl MOXeTe BbiIOpaTh C MOMOLLbHO
pacKpblBatOLLErocs crnmncka B BepxHel 4acTn oKHa.

2 Haxwmute kHonky Konunposatb B.

3 B okHe ViPNet CSP - nuuumanusauusa KoHTeMHepa Karuen (CM. pUCyHOK Ha cTp. 64) ykaxuTe
HOBOE MUMS$ A/ KOHTEHEPa Y MeCTO ero pacnosoXeHUs. Bbl MOXeTe ckonmpoBaTh KOHTEHEP
K/ItoUel B Manky Ha AUCKE AN Ha BHeLLHee ycTpolicTBo. Haxmute kHonky OK.

4 B okHe ViPNet CSP - napo/sib KOHTeliHepa K/touen (CM. pUCYHOK Ha cTp. 82) BBeAWTe Naposb (Mau
MUH-koa, ecnn KOHTENHepP KIOYen HaXOAUTCA Ha BHELLHEM YCTPOICTBE) JOCTYMNa K KOHTEMHepy
K/IOUel, KoMK KOTOPOro TpebyeTcs co34aThb.

Y106bI COXPaHUTb NapOJib AJ1s MOCAEAYHOLLNX 0BpaLLEeHUA K KOHTENHePY KAOUEN, YyCTaHOBUTE
dnaxxok CoxpaHnTb Napoib.

3aTem HaxxmuTe KHonky OK.

5 B okHe ViPNet CSP - naposab KoHTeliHepa katouen (CM. pUCyHOK Ha CTp. 58) 3aganTte n noaTBepamnTe
napoJib, KOTOPbIV ByAeT NCMO/Ib30BaTLCA A/ AOCTYMNa K CO34aBaeMOl KOMUKW KOHTeHepa.

Mpumeuanue. CoxpaHeHWe Napos K KOHTeHepy KkYel B chcTeMe BeAeT
K CHUXXEHMIO ypoBHA 6e30mnacHOCTy.

6 Konusa KoHTelHepa KAtouel NOABUTCA B CMMCKE KOHTEMHEPOB Katouel (B Manke XpaHeHusa Karoyen
TeKyLLero nosib3oBaTtena) U B yKazaHHOW nanke (1Mo Ha ycTponcTBe).
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[ lepeHoC cepTM®MKATOB M 3aKPbIThIX
K/TFOYEN MeX Y KOMMboTEPaMM

Ecnv Bbl XOTUTe NepeHecTu cepTUdurKaThl U 3aKpbITble KU C KOMMbIOTEPA, Ha KOTOPOM YCTaHOBJ/EH
kpuntonposargep ViPNet CSP, Ha apyroi komnbtoTep ¢ ViPNet CSP 1nbo Ha koMnbroTep ¢
KpUATOMNpPOBaAepOM APYroro NPoN3BOAUTENS, BbINMOAHUTE CeAyHOLLINe AeACTBUS:

1 Ha komnbtoTepe ¢ ViPNet CSP akcnopTupyiite cepTudukaTt OTAeNbHO UAN BMECTE C 3aKPbIThbIM
K/HOYOM B dai 04HOro U3 yHUBEpPCaabHbIX GOPMATOB (CM. DKCMOPT cepTUdUKaTa 1 3aKpbITOro
karoya B dainn Ha cTp. 86).

2 Ha komnbtoTepe, rae Bbl XOTUTE UCMOAb30BaTb IKCMOPTUPOBAHHbIN cepTuduKaT nam ceptndumkar c
3aKPbITbIM KJHOUYOM, BbINOJHUTE OAHO M3 CAeAYHOLLMX AeACTBUN:

o Ecnm Ha komnbtoTepe yctaHoBaeH kpuntonpoBaligep ViPNet CSP, umnopTupyiite ceptnudumkat
UAn cepTUdUKAT € 3aKPbITbIM KIOUOM (CM. IMMopT cepTrdurKaTa 1 3aKpbITOro Katoya 13 daina
Ha cTp. 88).

o Ecnm Ha koMnbloTepe MCnosib3yeTcs KpUNTonpoBanaep APYroro Npon3BOAUTENS, UMMOPTUPYITE
cepTnduKaT nam cepTMOUKaT C 3aKpPbITbIM KIHOYOM, Ciefya PyKOBOACTBY AN AaHHOrO
KpunTonpoBanaepa.

JKCMOPT CeEPTUDMKATA U 3aKPbITOrO Kko4a B Gan

[LJ'IFI nepeHoca CepTVIq)VIKaTOB M 3aKpbITbIX KJrOUen MeXAy KOMMbHOTEPAaMKM Bbl MOXeETE 3KCMOPTUPOBaTb
YCTaHOBJ/IEHHbIE CepTVICIJVIKaTbI M 3aKpbITble KJKO4YN N3 KOHTeI7IHepa B ¢)al7|f|b| pasnnyHbIX q)OpMaTOB. ,U,J'Iﬂ

3TOro BbINOJHUTE Caeayroune AGPICTBMHZ

1 B okHe ViPNet CSP B pa3sene KoHTeliHepbl katouen (CM. pUCyHOK Ha cTp. 63) BbibepuTe KOHTEHEP
K/ItOUel, cogepykalLmii ceptudurkaT uam cepTMdUKaT 1 3aKpbITbIA KNHOU, KOTOPbIE Bbl XOTUTE

3KCMOPTUPOBaTh.
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MpumeuaHue. MNanky xpaHeHWs KOHTENHePOB katouel (cM. KoHTelHep kitouen
Ha cTp. 20), oTobpaxkaembIx B CMINCKe, Bbl MOXeTe BblIbpaTbh C MOMOLLbHO
pacKkpbIBatoOLLErocs crmncka B BepxHel YacTu okHa:

® yTO6bI OTOBPA3UTbL B CMINCKE KOHTEMHEPBI KAHOYEN U3 NanKy XPaHEHUS KIHOYen
TekyLero nosb3osaTens, Bblbepute NyHKT Kntoum nosb3oBartens;

e uTO6bI 0TOBPA3UTL KOHTEMHEPDI KAFOUEN 13 Manku XpaHeHUs Katouel KoMNbioTepa,
BblbepuTe NyHKT Kitoun komnbioTepa;

® yTO6bI OTOBPA3UTL KOHTEMHEPDI K/IOYEN Ha BHELLUHEM YCTPOWCTBE, BbIGepuTe NMyHKT
C UMEHEM 3TOrO YCTPOMCTBaA.

MyHKT Kntoum komnbroTepa NoseifeTcs B CNMCKE TONbKO NPU HaANYMKM XOTA bl
OZHOrO KOHTEMHepa K/oYel B Nnarke XpaHeHus Karouen komnbrotepa (cm. KoHTtenHep
kntoyer Ha cTp. 20).

HaxxmuTe kHonky CBOWCTBa MO0 ABaxAbl LLLEJKHUTE HYXXHbIN KOHTEHEP KtOUen.
2 B okHe CBoicTBa KOHTeHepa KatoUen (CM. pUCyHOK Ha cTp. 68) HaxkxmuTe KHOMKY OTKpbITb.
3 B okHe Ceptudukar neperigute Ha Bknagky CocraB n HaxxmuTe kHornky Konuposatb B daiin.
4 Ha cTpaHuiLue NpUBETCTBUA MacTepa 3KCnopTa cepTndunkaToB HaxkmuTe KHonky [lanee.

5 Ha cTpaHuLe 3kcnopTUpoBaHMe 3aKpbITOro KJoUa yKaXuTe, XOTUTE 1N Bbl BMECTE C CEPTUDUKATOM
3KCMOPTUPOBATL 3aKPbITbIN KO,

MprMeyaHue. Bbl MOXeTe 3KCMOPTUPOBaATb BMeCTe C CepTUUKATOM 3aKPbITbIN KoY,

TOJIbKO ecv Npu GOPMUPOBAHMM 3aMpoca Ha 3TOT cepTudukar bbin ycTaHoBIEH
dnaxok dkcnopTupyemsliit (cM. Co3aaHune 3anpoca Ha ceptudurkat u GopmMrpoBaHmne
3aKpbITOro KJroYa Ha cTp. 55).

6 Ha ctpanuue ®opmart akcnopTupyemoro ¢daina Bbibepute Heobxoammbln popmart. Ecam Bbl
3KCMOPTUPYETE 3aKPbITbI KNHOY BMECTe C CepTUdUKATOM, NpU HEOBXOAMMOCTU BblibepuTe
JAOMONHUTENbHbIE OMLUMK 3KCMOpPTa.
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€ % Macrep 3kcnopTa cepTudMKkaTos

dopmat 3kcnopTHpyemoro daitna
CepTrdMKaTel MOryT BbiTe IKCNOPTHPOBaHE! B PasnnHEX hopHMaTax.

BiibepuTe hOpMaT, KOTOPLIA BEl XOTUTE MEMOML30BaTE!
daiinel X.505 (CER) B koauposke DER
DaEinel X.509 ((CER) B koaupoeke Base-64
CranaapT Cryptographic Message Syntax - ceptidmkatel PKCS #7 (.p7h)
BIMO4MTE MO BO3MOMHOCTH BCE CEPTHAMKATEI B NYTh CEPTHRMKALIM
(®) daiin ofMeHa NMdHOI MHhopMaLMel - PKCS #12 (PFX)
[ BrnroumTs No BOSMOKHOCTM BCE CRPTHBMKATEI B MYTh CEPTHDMKALIN
[] ¥nanuTs 3aKpsIToili KoY NOCNE YCIEWHONO KCMOPTa
[] 3kcnopTUpoBaTs BCe paCUMPEHHEIE CBOMCTES
[] BrriounTs KoHbMLEHMENEHOCTS CepTHdIMKATE

¥PaHWIMLLE CEpPHaNM30BaHHEX cepTudmkaTos (LS5T)

Janee OTtmena

PucyHok 41. Beibop hopmama skcnopmupyemozo gaiina

7 Ecav Bbl 3KCMOPTUPYETE 3aKPbITbIV KAKOU BMECTE C cepTudrKaTom, Ha cTpanuLe MNaponb 3agante u
NoATBEPANUTE MapoJib JOCTYMNa K 3KCMOPTMPYEMOMY 3aKPbITOMY K/HOUY.

8 Ha ctpaHue Mma daiina skcnopra ykaxuTte narky, B KOTOPOR Bbl XOTWUTE cO34aTb dain ¢
3KCMOPTMPYEMBIMU KAKOYaMWU, U 3aAaliTe Ums 3Toro darina.

9 Ha cTpaHuLe 3aBeplueHns paboTbl MacTepa 3KCnopTa cepTndUKaTOB HaxXMUTE KHOMKY FoToBO.

B pe3sysnbTtate cepTvdmKaT MAn cepTUPUKAT C 3aKPbITbIM KJAHOHOM BYAYT COXpaHeHbl B Gpaiif, KOTOPbIA Bb
MOXETe NEPEHECTU Ha APYroli KOMMbIOTEP.

BHumaHue! HecmoTps Ha To uTo dain popmata PKCS#12 (c paclumpeHvem .pl2 nam

/\E .pfx), Cofep>Kallnin 3aKpbITbIA KU, 3aLLULLEH Naposiem, No TpeboBaHMAM
(L 6e30MacHOCTM OH JO/IXKEH NepeaaBaTbCs Ha APYror KOMMbIOTEP TONbKO 3alUMLLEHHBIM
cnocobom.

IMNOPT cepTndmkaTa 1 3aKpbITOro Karua 13
danna

BHumaHue! Ecam cepTnduKaT 1 3aKpbITbIN KAHOY BblAM 3KCMOPTUPOBaHbI B $Gaiin ¢ MOMOLLbHO
A nporpammbl ViPNet CSP 4.2.10 navn 6osnee no3aHen Bepcmm, Takon ¢alin HEBO3MOXHO byaeTt
nMmnopTupoBaTh B nporpamme ViPNet CSP 4.2.8 nan 6onee paHHel Bepcum.
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[ns Toro utobbl Ha KOMMbLOTEPE C ycTaHOBAEHHOW NporpamMmoin ViPNet CSP umnoptuposatb
cepTndrKaT OTAENBHO WM BMECTE C 3aKpPbITbIM KJIHOUOM M3 daiina, BbINMOAHNUTE ClefytoLme AeACTBUS:

o Ecnn dann copepxmnT ToNbko ceptndurKart, 418 YCTaHOBKU cepTudurKkaTa CM. pa3gen YcrtaHoBKa
ceptTnudukata, He J06aBIEHHOIO B KOHTEMHEP KAtOUel (Ha cTp. 69).

e Ecin daiin cosepkut noMmMMo cepTrdmrKaTa 3aKpbITbIA KUY, BbIMOJHUTE CeAytoLne feNCTBUS:

o B okHe ViPNet CSP B pa3gene KoHTeliHepbl Kntouel (CM. PUCYHOK Ha CTp. 63) HaXXMuUTe KHOMKY
YctaHOBUTbL cepTUduUKar.

o B okHe OTKpbITb yKaxuTe NyTb K dariny, cogepxatiemy cepTudurkat BMeCTe € 3aKpbITbiM
kntoyom (cMm. KoHTelHep katoyveit Ha cTp. 20).

o B okHe ViPNet CSP - naponb koHTeliHepa katoueli BBeAWTe Naposib AOCTYyMNa K KOHTENHePY U
HaxxmuTe KHornky OK.

o B okHe ViPNet CSP - nHuumanmsaumsa KoHTeliHepa Katouen (CM. pUCyHOK Ha CTp. 64) HaxmuTe
kHonky OK.

B pe3ysnbTaTte 3aKkpbiTbi KAOU U cepTUdUKaT U3 paiina ByayT yCTaHOB/EHbI B KOHTEMHEP KIFOUEN, U
3TOT KOHTEMHEpP NOABUTCA B Civcke pa3zena KoHTelHepb! katoueil.
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YaaneHme KoHTemHepa Karoyen

Ecam Bbl XOTUTE OTKa3aTbCsA OT UCMOJb30BaHMUA KaKoro-1mbo cepTudukata U 3aKpbITOro Kjko4a, Bbl
MOXeTe YAaNNTb COOTBETCTBYHOLMNIA KOHTENHEP. [15 3TOro BbINOAHUTE CNeAyHOLLME AENCTBUS:

1 B okHe ViPNet CSP B pazgene KoHTeliHepbl Kitouen (CM. pUCcyHOK Ha cTp. 63) Bbibepute KOHTENHEP
KJFOUel, KOTOpbIA TpebyeTcs yAanuTb.

Mpumeuanume. MNanky xpaHeHWs KOHTENHEPOB Katoyel (CM. KoHTelHep KaroYel
Ha cTp. 20), oTobpaxkaembIx B CMINCKe, Bbl MOXeTe BblIbpaTbh C MOMOLLbHO
pacKkpbIBatOLLErocs Crmncka B BepxXHel YacTu okHa:

® yTO6bI OTOBPA3UTb B CMIUCKE KOHTEMHEPBI KAHOYEN U3 NanKy XPaHEHUS KIHOUeN
TekyLero nosb3osaTens, Bbibepute NyHKT Kntoum nonb3oBartens;

e uTO6bI 0TOBPA3UTL KOHTEMHEPDI KAFOUEN 13 Manky XpaHeHUs KAtoYel KoMMNbioTepa,
BbibepuTe NyHKT Kntoun komnbtoTepa;

® yTOObI OTOHPA3UTL KOHTEMHEPDI K/ItOYEN Ha BHELLHEM YCTPOWCTBE, Bblbepute nyHKT

C MMeHeM 3TOro YCTPOWCTBa.

MyHKT Kntoum KomnbroTepa NosBASETCSA B CMUCKE TONbKO NPV HaAN4Yum XoTs bl
OZHOro KOHTEMHepa K/OUel B Narnke XpaHeHWs Karouen komnbrotepa (cm. KoHTtelHep
kntoyer Ha cTp. 20).

2 Haxmwute KHOMKy .

BHumaHue! YaaneHHbI KOHTEVHEpP KAtoUen HEBO3MOXHO byaeT 6onee NCNoab30BaTb.

ﬁ\ Mepea yaaneHnem peKoMeHAyeTCs Co3AaTb PE3EPBHYHO KOMUIO KOHTEHepa
(cm. Co3paHune pe3epBHOM KONUKN KOHTENHepa KaroYen Ha cTp. 85).

3 Yt00bbI noAaTBepAnTb yaaneHune KOHTeIZHepa K]HO‘-IeIZ, B MNoABMBLUEMCA OKHE Ha>XMUTE KHOMKY OK.

KOHTeI\/IIHep 6yﬂ,eT YAaN€H U3 CnNncka KOHTeVIHepOB, a TakXXe 13 nankun nian c BHeLWHero yCTpOl‘/‘ICTBa, rae
OH XpaHUTCA.
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PaboTta ¢ BHELLHUMU
YCTPOWCTBaMK

[locTyn K KOHTEMHEPaM KNHOYen Ha BHELLHEM YCTPONCTBE

HacTtpoiika cnvcka onpaluvBaeMblX YCTPOUCTB
NHnumanmsauma yctponcrsea
CmeHa NMNH-koaa

Vcnonb3oBaHme patumnka CﬂyanIHbIX yucen

OcobeHHOCTM paboTbl C BHELLIHMMUW YCTPOMCTBAMMU, Ha KOTOPbIX YCTaHOBAEHO ABa

annnaeta

ViPNet CSP 4.4. PykoBoacTBO nonb3oBaTens
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J1oCTyn K KOHTerHepaMm KarYem Ha
BHELIHEM YCTPOMUCTBE

ViPNet CSP nossonset paboTaTtb C KOHTeHepaMu KtoUel, KOTOpble XPaHATCA Ha BHELLHWX YCTPOMCTBaxX
(cM. BHewHume ycTponcTtBa Ha cTp. 211).

Ans npocMoTpa NOAKIHOYEHHbIX YCTPOWCTB U XPaHSALLMXCA Ha HUX KOHTEMHEPOB KJIOYEN BbIMOJHUTE
cnegyroLine AencTBus:

1 B okHe ViPNet CSP neperigute B pa3sen KoHTeliHepbl katoueil.

2 B packpblBatoLweMcs Crncke B BEPXHEN YacTy OKHa BbibepuTe Ha3BaHWE NOAKAOUYEHHOTO
yCTpoiicTBa.

MpumeuaHue. B packpbiBatoLeMca Cnmcke NOMUMO NanokK XPaHeHWs KOHTeHepOB
kntouen (cM. KoHTeliHep katoyelt Ha cTp. 20) oTobparkatoTcs TONbKO Te YCTPOMCTBA,

KOTOpbIe B @aHHbI MOMEHT Nogk/to4veHbl K pasbeMy USB nan cumtbiBaTento
CMapT-KapT.

ViPNet CSP - O *

&7) viPNet CsP

Kpuntonpoearaep ViPNet CSP npeaHazHaueH anA peaamzaumu Kpuntorpaduueckuy GyHKLM d
E onepaunoHHoR cncteme Microsoft Windows.
W s
-

KoHTedHeps! kKatouen

KOHTeMHepb! Karouen

Moaknouaemsle yerpoicTea

Jaruvk ciyuaiiHsix Yncen Safeblet eToken (eToken Aladdin)(00334ald ] w O JoBaenTe KoHTEHED...
Kawoun nonesosatena
JonoiHuTensHo Knroum komnstoTepa
o 0 Aladd ald ONOMEHNE
rnd-9-a69d-edal-de2f-d3cd-TeT2-checl-belc SafeMet eToken (eToken Aladdin)(00334a1d ]

PucyHok 42. Beibop sHewHez0 ycmpolicmsea

3 B cnucke NosBATCA KOHTENHePbI KNFOYel, COXpaHEHHbIe Ha BbIBpaHHOM yCTPONCTBeE.

Mpumeuanue. Ecam nocne Boibopa NOAKAOYEHHOTO YCTPOMCTBa CMNCOK KOHTeHepoB
KNtOYelt NyCT, 3TO 3HaUUT, UTO Ha BbIBPaHHOM YCTPOWCTBE HET KOHTEMHEPOB K/IKOUeN.

C KOHTeVIHepOM KJFOUEl Ha BHELUHEM yCTpOI\/ﬁCTBe Bbl MOXeETE pa6OTaTb TaK Xe, Kak 1 C KOHTei;IHepOM
K/OUEen, XpaHAlWemMca Ha BalleM KoMnbroTepe.
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HacTpomka crmcka onpallimBaeMbiX
YCTPOWCTB

B pazgene MNoakntouaemble ycTpoUcTBa Bbl MOXETE YKa3aTb CEMENCTBA YCTPONCTB, KOTOPbIMU ByaeTe
Mofb30BaTbCH.

Mo ymonuanuto ViPNet CSP npoBoaAWT NOMCK YCTPONCTB BCEX MOAAEPKMBAEMbIX CEMEINCTB, KPOME
Infotecs Software Token (cM. BHeluHMe ycTpoiicTBa Ha cTp. 211). YTtobbl cOKpaTuth Bpems novcka
HY>KHOTO K/t04a, OTKHOUNTE MOUCK HEVCMO/Ib3YEMbIX YCTPOUCTB. 151 3TOTO BbINOAHUTE Cleayrolmne
AencTBus:

1 B okHe ViPNet CSP nepeligute B pa3aen MoakatouaemMble yCTPOICTBa.

ViPNet CSP

&7) viPNet CsP

Kpwntonpoeanaep ViPNet npeaHazHaJdeH ANA peanuzaumK Kpuntorpadmuecknx dyHKUMA
B onepaunoHHoR cucteme Microsoft Windows.

KoHTelHepk! kKnouei

MNoaknouaeMble YyCTPOUCTBa

Moaknodaemele YCTPOMCTEa

Jatumk cayyalHelx yucen Yerpoiicreo Wcnonesoeanme
ESMART Token BrnwoueHo

LlononHuTensko Infotecs Software Token Beikntoueqo -
akey BrawueHo
R301 Foros Braroueno
WiPMet HSM Brnwueno -
JaCarta Bxawoueno
StarSign Braroueno ~
Rutoken Brnwouero
Rutoken S Bxnwoueno -
SafeMet eToken (eToken Aladdin) BunroueHo ~

WMecnonesosats Bce He wcnonesosats sce

@ OTKNHIUMTE HEMCNONBIYEMBIE YCTPORCTEE, UToBbI YBENMUMTE CKOPOCTE NOWCKE KNHOYA,
Moapo6Han nHGopMauna 06 MCNONB30EAHMN YCTPORCTE COAEPXNTCA B CNIPABKE.

2018, © WMHdoTerc TMEX
Bepcua 4.4 (0.61590). Jemo Bepoua OTmeHa MpUMEHNTE

Cpok AEMCTENA AMLEHSMKM MCTEKEET Yepes 14 gH.

PucyHok 43. Hacmpolika cnucka onpawusaemsix ycmpoticme

2 HanpoTus ceMelcTB YCTPOMCTB, KOTOPbIE He TPebyeTca NCNoNb30BaTh, LLEKHWUTE CCblKY BkatoueHo
N B KOHTEKCTHOM MeHI0 BbibepurTe MyHKT BbikatounTb. MNocne 3toro pabota Takmx yCTPOMCTB €
nporpammon 6yaet HeBO3MOXHa.
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I'Ipmmeanme. YTobbI pa3spewmnTb NCNONb30BaHNE BCEX cemencTB yCTpOI\/’ICTB, Ha>XXMuTte

KHonky Wcnonb3oBathb Bce.
YTO6bI OTMEHWUTL UCMOABL30BaHME BCEX TUMOB YCTPOWCTB C LieNbio MOCeyoLLero
yKa3aHusa HECKONbKUX paspeLleHHbIX, HaXXMuTe KHoMKy He ncnoab3osathb Bee.

3 YTt0bbl COXPaHUTb HACTPOMKM, HAXXMUTE KHOMKY MpUMeHUTb.

MpumeuaHue. Bo nsbexaHvie noseaeHns oWwMH0OK He crefyeT Of4HOBPEMEHHO BK/IOYaTh
onpoc cemelicts ycTpoincTs Infotecs Software Token 1 ViPNet HSM.

Mpu BKAtOUYEHUM onpoca ycTponcTe cemeiictBa Infotecs Software Token MmoxeT nosBUTbLCA

3/1eKTPOHHas pynetka (CM. rnoccapui, ctp. 229).
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IHWUpanm3auma yCTpomnCTBa

WHuunanusaumeri HasbiBaeTcs GopmMaTMpoBaHue NamsaTi YCTPOWCTBa. B npolecce nHuumanmsaumm Bce
JaHHble, XpaHALLMECs Ha YCTPOUCTBE, yaansatoTcs. [apoab u Apyrne HaCTPOMKM YCTPOICTBA
cbpacbiBaroTCS.

Buumanue! [1na 601bLIMHCTBA NOAAEPKMBAEMBIX YCTPOWCTB MPOVN3BOAUTENb MPEAOCTaBASET

cneumanmsmpoBaHHoe MO Ana afMUHUCTPUPOBAHUA, Y UHULMANN3aLLMA TaKnX YCTPONCTB
/A\ AOIKHA BbINONHATLCA C NomoLbto 31oro MO.

B nporpamme ViPNet CSP goctynHa ¢yHKUMA MHULManmn3aLmm Toabko ans yctpoicts Infotecs

Software Token n A-Key.

Ans iHuUmManusaLmm NoAKNHOUYEHHOTO YCTPONCTBA BLIMONHNUTE Ciefytollme AenCcTBUS:

1 Y6eguntecb B TOM, UYTO YCTPOMCTBO, KOTOPOE HEOHXOAMMO UHNLMANN3NPOBATL, HE COAEPXKUT LLEHHOWN
nHdopmaumu. Npy HEOBXOANMOCTN NepeHecuTe BCe AaHHbIE, XPaHSLLMECs Ha YCTPOWCTBE, Ha
APYroN CbeMHbIN HOCUTENb UK XXECTKUIN ANCK KOMMbIOTepa.

2 B okHe ViPNet CSP nepeligute B pa3gen MoakntouaeMble yCTPOIACTBa (CM. pUCYHOK Ha cTp. 93).

3 B cnucke Mogkatouaemble yCTPOMCTBA PAAOM C Ha3BaHWMEM MOAK/IHOYEHHOTO YCTPOWCTBA HAXXMUTE

KHOMKY 7.

4 B nosasuMBLUEMCA MEHHO Bbl6epI/ITe NYHKT V|HI/ILI,VIaJ1VI3VIpOBaTb.

MNoaknrouaemble yCTPOUCTBa

YeTpoiicTeo WMcnonezosaHue
ESMART Token Brnroueno ~
Infotecs Software Token Brnwueno ~
Infotecs Software Token(st0167%whbxsdhltd) -

aKey WHnumanvsuposats
R301 Faros Cmennts MIAH-kog
ViPNet HSM Brnrouero -
JaCarta Brnwyeno ~

BrxnwoueHo T

StarSign

PucyHok 44. Beibop sHewHe20 ycmpolicmea 015 UHUyuaau3ayuu

5 B okHe MIHMLManusaumna ycTpomncTBa BbINOAHUTE CledyroLne feiCTBIA:
o Beepgute NMWH-koa agMuHUCTpaTopa.
o B pByx Apyrux nonsx okHa BBeguTe HoBbIN MVH-ko4 nonb3osatens.

o YcrtaHoBuTe q)ﬂa)KOK, I'IOATBep)KAa}OU.l'VIl)’I cornacme Ha nHungnanmnsaumro yCTpOl‘/‘ICTBa.

ViPNet CSP 4.4. PykoBoacTtBO nosbzosatens | 95



o Haxmure kHonky OK.

WMHnunanusauma ycrpoicrea *

Sa,:aﬁ—e napameTpsl, HEO@KG,LMP.-1hIE ANA WHULKWanM2aLmM1 ;-,fr_—poﬁr_—ea

YetpoiicTeo: Infotecs Software Token(st01261wojelo1z0)

MWH-koa agmunarcTpatopa:

Hoeeii MIMH-koa nonssosatens:

Murunym & cumsonos

MoareepxaeHne:

A NOHMMAID, YTO NPH HHHLMANHIAUWMHK YCTPORCTES GyAyT NOTEPAHE BCE AaHHBIE,
HAXOAALMECH Ha HEM

Z o

PucyHok 45. ViHuyuanuszayus eHewHez20 ycmpolicmaa

YctpoictBo byaeT nHMLmManusmpoBaHo. MNpu 3ToM BCe XpaHMBLUMECS Ha HEM AaHHble ByayT yaaneHsl. s
[0CTyNa K YCTPOMCTBY ByAeT Ucnoab3oBaTbcs 3aganHbln MH-koa nonb3oBatens.
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CmeHa [NMMH-koaa

CmeHa MMH-koga ycTponctsa MOXeT NOTPeboBaTbCsA B CBA3M C UCTEUEHWEM CPOKa AENCTBMSA Napois Nan
no APYrMM NpUYMHaM, YTBEPXAEHHbBIM per1amMmeHToOM opraHm3auuu.

BHumaHme! na 601bWIMHCTBA NOAAEPXKMBAEMbIX YCTPONCTB MPOU3BOAUTENb NPEeAOCTaBAAET
cneumanmsnpoBaHHoe MO ans agMUHUCTPUPOBaHUs, U cMeHa MNMUYH-koaa Ha Takmx ycTponcTBax

//A\ AOIKHA BbINOMHATLCA C NomoLbto 31oro MO.

B nporpamme ViPNet CSP goctynHa ¢pyHkuma cmenbl NMH-koga Tonbko ans yctpoiicts Infotecs
Software Token n A-Key.

Ecav nponsBoanTens ycTpoincTBa NpesocTaBaseT cneynannsmposaHHoe MO ana agMUHUCTPUPOBAHWS,
ncnonbsynte ana cmeHbl NMWH-koaa 310 MO. Jna ocTanbHbIX YCTPOWCTB AOCTYNHa QYHKLMA CMEHbI
MNH-koza B nporpamme ViPNet CSP.

Y106kl cMeHuTb MH-KOA YCTPOICTBa, BbINONHUTE CAeAytoL e AeNCTBUS:
1 B okHe ViPNet CSP nepeligute B pa3gen MoakntouaeMble yCTPOCTBa (CM. pUCYHOK Ha cTp. 93).

2 B cnucke MNoakntoyaemble yCcTponcTBa (CM. PUCYHOK Ha CTp. 95) psiioM € Ha3BaHWEM
NOAKAHOUEHHOTO YCTPOIMCTBA HAXKMUTE KHOMKY .

3 B nossuelemMca MeHto Bbibepute nyHKT CmeHnTtb MUH-koA.
4 B okHe CmeHa MNH-koaa BbiNONHWTE Cleaytolne AenCTBUS:
4.1 B cnucke CMmeHuTb BbibepuTe TN n3merHsemoro MNMMH-koaa.

4.2 B none Tekywumii MNH-kog ykaxunte npexxHuin NMNH-koa, a B OCTaBLUMXCA ABYX NOAAX — HOBbIV
MNH-koa.

4.3 Haxmwute kHonky OK.

Crmena MAH-koaa b4

Sapalite napameTpel, HeoBxogumele anA cvensl MWH-koaa yorpolictea

YetpoicTeo: Infotecs Software Token(st01261Twojelalz0)

CMeHUTE! MH-koa nonszoeatena e

Tekywyii NAH-koa:

Hoewii MIAH-kog;:

Murunym & cumsonos

MoareepsaeHne: I |

e

PucyHok 46. Cmenra MVIH-ko0a eHewHe20 ycmpoticmea

B pe3synbtate MNH-kog4 ycTpoiicTBa ByAeT N3MEHEH.
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ICNOIb30BaHME AaTumMKa CIyUamHbIX
ymcer

JaTtunk CJ'IyHaI7IHbIX ymncen cosgaet cnyuaﬁHble nocneaoBaTe/ibHOCTU Yncen, Ha OCHOBE KOTOPbIX

bopMUPYIOTCH 3aKpbITbie KAHOUM.

B kauecTtBe gatumka cnydanHbix uncen B nporpamme ViPNet CSP MOXHO MCMOb30BaTh BCTPOEHHbIN
JaTUNK — «BMoNornyeckmin» (3NeKTpoHHas pysetka (CM. rnoccapui, ctp. 229)), annapaTHbIi gaTumnk
ClyYalrHbIX YMCen Man NpeiBapuTeNbHO CO34aHHYO NOCAeA0BaTENbHOCTb CYyYalHbIX YNCen.

YT106bl BbIGPATh MCNOb3YEMBIA AATUMK CyYalHbIX YMCES, BbINONHUTE Cleaytowmne AencTBIS:

1 B okHe ViPNet CSP nepeligute B pa3gen JaTtumk cnyvyamHbix Ymcen.

Ly ViPNet CSP

([ﬁ ViPNet CSP

Kpuntonpoearaep ViPNet CSP npeaHasHaded ana peanmsaumi Kpuntorpaduyeckiy GyHKLWGA
E onepaunoHHoR cncteme Microsoft Windows.

KorTelneps: krioded [atunk cayyaiHbix ymcen

Moaknoyaemesle yeTpoRcTEa

_ WMenenssy eMeld A3THME CRyYaliiHBX Yncen:
[atumik cayyaiHex YKucen

Buonornuecknii
JNononHuTensHo
MpovseoguTens: InfoTeCs
Bepcna: 4.4.1.502
PasmeLeHme: C:\Program Files (x86)\InfoTeCS\ViPMet CSP\rngbiowin.dll

@ Jat4nk cnyudaiiieix HMCEN NO3BONAET FEHEPUPOBATE CNYHANHBIE NDCNEADBATENBHOCTIA HYNCEN, HA
OCHOBE KOTOPBX GOPMUPYHOTCA 33KPbITHIE KAKIHMW,

Otmena MpumennTs

PucyHok 47. Bbibop damyuka cay4aliHelx ducen
2 B cnucke Ucnonb3yemblii gaTumk ciyvaHbIX Yncen BbibepuTe O4MH U3 BapUaHTOB:

o buonornuecknii — ytobbI MCNOAB30BaTL ANS CO34aHUA MOCNEAOBATENLHOCTY CYYalHbIX YNCen
«3NEKTPOHHYIO PYyNETKY>.
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o BHewHee yctponictBo (Token) PKCS#11 — uto6bl MCNONb30BaTh 415 CO34aHMA
nocaeoBaTeNbHOCTW CyYalHbIX YMCeN NOAAePXMBAEMOE BHELLIHEE YCTPOWCTBO
(cM. AnropuTMbl U GYHKLMK, NOAAepP>KMBaEMblE BHELLUHVMW YCTPOMCTBaMU Ha cTp. 214).

MpumMeyaHue. Ecniv B KayecTBe gaTumka CyyaliHblX Yncen BblbpaHO BHeLLHee
YCTPOMCTBO, Nepes, co3faHneMm 3anpoca Ha cepTudurkat v nepes npoBepKonm
paboToCnocobHOCTM AaTumKa CaydanHbIX YNCEN MOAKAOUMTE K KOMMbHOTEPY 3TO

BHELLHee YCTPOMICTBO.
Mpw ncnonb3oBaHWM YCTPOMCTB C annapaTHOM noaaepskkon anroputmos FOCT
CO3/aHune NocnefoBaTeIbHOCTEN CIyUYalHbIX UMCEN BCErAa OCYLLEeCTBASETCA
CPeACTBaMM 3TUX YCTPOMCTB BHE 3aBMCUMMOCTM OT BbIBPAHHOTO AaTumKa ClyYanHbIxX
umncen.

o ACAP — uT06bI MCNOAb30BaTb NPEABAPUTENLHO CO3aHHYHO NOCNEA0BATENbHOCTb CIyYalHbIX
uncen (rammy). Mocne BbIGOpa 3TOro BapuaHTa BbINOJHUTE Cledytolne AencTBuUS:

e HaxwmwuTe kHonky [lo6aBUTb rammy.

e B okHe O630p manok ykaxuTe narnky, B KOTOPOWN HaxoaaTca daibl, copepiKallme
nocnefoBaTeNbHOCTb CyYalHbIX Ynces.

MpumeyaHue. MNocnesoBaTeNbHOCTN CAYYaHbIX Yncen (raMMbl) U3roTaBANBALOTCA B
depepanbHom cnyxbe 6esonacHoctn Poccum (PCB) 1 noctaBastotca Ha anckax ACAP B
coCTaBe K/toueBbIX 6J10KHOTOB.

o AnnapaTHb||7| AaTUNK Cﬂy‘-lalebIX yucen, yCTaHOBI'IeHHbII\/’I Ha KOMMNbHOTEPE.

MpumeuaHue. B kauecTBe annapaTHbIX AaTYMKOB CyHalHbIX YMcen MOryT
MCNo/b30BaTbCA CEPTUPULIMPOBaHHbIE annapaTHble MOAYAN AOBEPEHHON 3arpy3Kku
«Akkopa-AM/3», «Cobosb», a TakXKe BHELLIHWE YCTPOMCTBA, A5 KOTOPbIX CAeNaHa
COOTBETCTBYIOLLAA OTMETKa B Crncke (CM. AIropuTMbl 1 QYHKLUW, MOAAEP>XKMBaAEMble
BHELUHVMW YCTPOUCTBaMK Ha cTp. 214).

AnnapaTHble AaTUMKK CAyYaliHbIX YMNCEN, He YCTaHOB/EHHbIE Ha KOMMbIOTEPE, He
oTobpaxatoTcs B cnvcke Micnonb3ayemblil AaTunK cnyyaliHbIX Yymcen.

Mpw ncnonb3oBaHWM JaTurKa CayYaHbIX YMCEeN annapaTHOro MOAYNS JOBEPEHHOM
3arpysku «Akkopa-AM/3» NOMMMO YCTaHOBKM CTaHAAPTHOrO NPOrpamMMHOro
obecneyeHuns ckonupyiite dpain tmdrv32.d1l1l 13 KOMMAeKTa NOCTaBKM B narnky
C:\Windows\System32 (ana 32-pa3pagHoii Bepcmun Windows) uau B nanky
C:\Windows\SysWOW64 (ans 64-paspagHoii Bepcum Windows).

3 [lna coxpaHeHus napamMeTpoB HaXMuTe KHOMKy MpumeHnTb.

CoWcTtBa BbIGpaHHOro yCTpOKCTBa OTOBpaxatoTcs nNoj cnvckom Mcnoib3lyemblii JaTumK caydaiiHbIX
uncen.
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Y1066l NpoBEPUTL PaBOTOCNOCOBHOCTE BMOAOMMUECKOTO MW anmnapaTHOro AaTtynka CayYanHbIX Yncen
HaxxmuTe kHornky MpoBepuTk. MNocie NpoBeaeHNs NPOBEPKM NporpaMma Bbligact coobLeHre o ee
pesysbTate.

MpumMeyaHue. MNpy NepBOM 3anycke NPOBEPKM JaTumKa CaydaliHblX YNCEN MOXKET
MOSIBUTBLCA OKHO C MPeaynpeXXAeHNeM O HapyLeHUW CTaTUCTUKWN. ITO NoBeaeHne

0bycnoBaeHo ocobeHHoCTAMMN cbopa cTaTUCTUKK. B Takom ciydae 3anycTuTe npoBepky
MOBTOPHO.
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OcobeHHOCTM PaboTbl C BHELIHVMY
YCTPOWCTBAMM, Ha KOTOPbIX
YCTaHOB/IEHO JBa anmnjieta

ViPNet CSP nossonset paboTtaTb ¢ KOMOMHMPOBAHHBIMW BHELLHUMMW YCTPOMCTBaMM, Ha KOTOPbIX
yCTaHOBJ/IEHO Cpa3y ABa annerta (Kpuntorpadpuuyeckmx NpUIoXKeHUs).

MpWn NOAKNHOUEHNN TaKUX YCTPOMCTB KaXAbIN U3 yCTaHOB/EHHbIX annieTtoB pacno3Haercs ViPNet CSP kak
OTAeNbHOE YCTPOWCTBO, TO €CTb Tak, Kak ecn Obl Bbl MOAKAFOUNAN fBa Pa3HbIX YCTPOMCTBA OAHOrO TMNa.

YT0o6bl ucnosbzoBaTth B ViPNet CSP kakoi-To onpeseneHHbI annaeT U3 yCTaHOBAEHHbIX Ha BaLLeM
YCTPOWCTBE, HEODXOAMMO BbIOPaTh €ro U3 CNMcka BHELLHWNX YCTPOMCTB.

Ha pucyHke Huxe npusegeH npumep oTobpaxeHus yctponctaa JaCarta-2 PKI/TOCT.

ViPMet CSP - O X

{ﬁ ViPNet CSP

Kpuntonpoeaidaep ViPNet CSP npegHazHaveH 4nA peanvmzaumm Kpuntorpaduueckiny $yHKUMA
E onepaunoHHoi cucreme Microsoft Windows.

KoHTelHeps! KikoUer

MNoskntovaemble yCTPOUCTBa

Moaknodaemsie yorpoiicTea

JaTuMK clyuaifHbIX Uncen Yerpolicteo WMecnonssosanmne
ESMART Token Brnwueno ~

JdonoanuTensHo Infotecs Software Token Beikntouero
aKey Bxnroueno ~
R301 Foros Brnwouero
ViPNet HSM Bxnroueno ~
JaCarta BxnmwoueHo

JaCarta Laser(4E3900144035304C)
JaCarta GOST 2.0(4E3900144035304C)

StarSign Brnroueno ~
Rutoken Brnwoueno ~
Rutoken S Bxnroueno ~
SafeMet eToken (eToken Aladdin) BxnwueHo ~
Wcnonezoeate Bce He wcnonezoeate Bce

@ OTENHYMTE HEMCNONE3YEMEIE YCTRORCTES, YTOBEI YEENMUMTE CKOPOCTE NOWCKE KAKYA,
MNegpotHan uHgopMauma ob MCNOABI0BIHAN YCTPORCTE COREPHUTCA B CNPABKE.

Otmena MprMernTe

PucyHok 48. [MoOko4eHue sHewHe20 ycmpolicmed, Ha KOmopoM ycmaxosJ/ieHo dea annjiema
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Pernctpauma coobITmin
KpMMNTONPOBanaepa

Hactpovika permctpaymm cobbiTvii Kpyntonposangepa 103

MpocMoTp cobbITUIN KpUNTOMNPOBakAepa B CUCTEMHOM XXypHae 105
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Hactporika permcrpaumm cobblTmni
KPWUMITOMPOBaMAepa

B nporpamme ViPNet CSP opraHun3oBaHo BeAeHue XypHana CobbITUIA, C MOMOLLIbIO KOTOPOTO MOXHO
OCYLLeCTBAATb MOHUTOPUHT paboTbl KpunTonpoBsaligepa. CobbITUA 3aNMUCbIBAIOTCA B CUCTEMHbIN >XKypHan
Windows.

Bbl MOXeTe 3a/aTb OAMH M3 ABYX PEXUMOB BeAEHWs XypHasia IMbo OTKAKUNTL 3anncb cobbITuin. s
3TOrO BbIMOJIHUTE CAeAYIOLWMNE AENCTBUS:

1 B rnaBHom okHe ViPNet CSP nepeligute B pasgen JononHUTeNbHO.

ViPNet CSP - O *

&'7) viPNet CsP

Kpwntonpoeaidgep ViPNet CSP npegHazHaueH AnA peaansaumm Kpuntorpahuyeckmx dyHKLWA
B onepaunoHHoi cucteme Microsoft Windows.

KerTeieps! krioden [loNOAHUTENIBHBIE NAPAMETPbI

Moaknouaemele yCTpoiicTea

_ KypHan paboTel kpuNToNpoBaRaepa:
,ﬂET‘-’IHK CAYHAWHBIX YCen o F F F P

KypHannposaHue BCex KpUNTorpaduyeckns enepaumii
HononnuTensHo BO3MOMHO 3HAUNTENBHOE CHICKEHWE NPOWZEOANTENBHOCTH.

)K)‘pHEﬂHFIDEEHME,ﬂ,DCI’)‘I'IE K KNHXHEmM Nonb30E3TENA
HesHaunTensHo e CHUMXEHHE ApoWSECANTENEHDCTH.

KypHannposaHue oTKNHIYEHD
Hanbonbluan NpoussoguTenbHOCTh,

Mogaep:ka patotel ViPMet CSP yepes Micresoft CryptoAPI
Moaaepsxka anroputros 2012 roga & TLS-cecomax
Moagepxka TLS 1.2

MpoeepuTe Gaiinel NporpamMmMel Ha LENCCTHOCTE

Peructpauna 3anycTuTe cTaTUCTUYECKMIT KoHTpoae JCY

Otmena MpKMeERUTE

PucyHok 49. 3adaHue pexuma geOeHUs XypHANa

2 B o6nactv XypHan paboTbl KpuntTonposaigepa nepeMecTute noasyHoK B O4HO U3 CleaytoLmx
NOJIOXEHWN:

e} )KypHanMpOBaHme OTK/IOYE€HO — perncrpaynsa cobbITnin B XKypHaJie OTK/IFo4eHa.
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o KypHanupoBaHue JOCTyna K KJHo4aM NnoJsib30BaTess — B XypPHas 3anucbiBatOTCs TOIbKO
COBbITWSA, HE CBA3aHHbIE C AONTOBPEMEHHBIMU OnepaLmsamMu: obpaLleHns K Katoyam
noJib30BaTeNs, NOAMNCL UM NMPOBEPKa MOAMUCH X3LLU-CYyMM.

o KypHanupoBaHue Bcex KpunTorpapuueckmx onepauuin — B XypHaJs TakxkXe 3anmcbiBatoTcs
COBbITHS, CBSi3aHHbIE C JOITOBPEMEHHBIMY OMepauUnaMu: X3LMPOBaHNEM, LUIMPPOBaHKEM,
pacwmdpoBaHneM, KOHTPOAEM LIeNOCTHOCTU dalinoB. MNpwu BeIBOpeE 3TOro pexrMa BO3MOXHO
3HauUUTE/IbHOE CHUXXEHWE MPOU3BOANTENBHOCTY KPUNTONpOoBariaepa 13-3a 60/bLIoro
KO/IMUYECTBa PErmcTprpyemMblX COBbITUN.

Pernctpupyemble cobbITUS KPUNTOMPOBaNepa Bbl MOXETE NPOCMaTPMBaTh B CUCTEMHOM XYypHase
Windows (cm. [pocMoTp cobbITUiA KpUNTONpOBagepa B CUCTEMHOM XXypHane Ha cTp. 105).
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[1pOCMOTP COBbBITHI
KOUMTOMPOBanMAepa B CUCTEMHOM
XypHane

Ecam B nporpamme ViPNet CSP BkatoueHa perncrpaums cobbiTuin kpuntonpoBagepa (cMm. Hactpoiika
pernctpauumn cobeiTmii kpuntonpoBsargepa Ha cTp. 103), Bbl MOXKETe OCyLeCTBAATE MOHUTOPUHT 3TUX

CobbITUI C NOMOLLIO cUCTEMHOTO XYypHana Windows. YTobbl npocMoTpeTb COBbITUSA, UICTOUHUKOM
KoTopbIx ABaseTcA kKpuntonposaligep ViPNet CSP, BbinonHWTe cregytolme AeACTBUA:

1 Haxmute couetanue knasmw Win+R.

2 B none OTKpbITb BBeAUTE eventvwr U HaxmuTe KHonky OK.

3 B okHe MpocmoTp cobbITuiA Ha neBor naHenu Bbibepute JKypHasnbl NPUAOKEHUIA U cayx6 >
ViPNet > BCRYPT van XypHanbl npunoxeHuii n cnyxo6 > ViPNet > CSP.

B pe3ysnbTaTe Ha NpaBoW NaHenn oToHPaA3UTCA CMINCOK 3apPErMCTPUPOBAHHBIX COBLITUIA.

@ MpocmoTp cobemuii
Gaiin  Jeiictene

&= 7o HE

g MpocmoTtp cobemui (NokansHe
':-g, HacTpaneaemelie NpegcTaen:
i_. Kyprane Windows
~ [ ¥ypransl npunoxeHni u o
£| Internet Explorer
] Microsoft
{&] ThinPrint Diagnostics
v [ ViPNet
v [7] BCRYPT
v [ Audit
£5] ViPNet-BCRYF
v [ csp
v [ Audit
] ViPNet-CSP-P
@ Windows PowerShell
£| CryzeBa ynpasneHna knr
f5] CoBbmua obopyacsaia

4 Moanuckn

Bug Cnpaeka

ViPNet-BCRYPT-Provider/Audit CoBbrmwii: 4

YpoeeHs [Jlata u epema WeTounuk Koa coBeiua  Kateropua sagaum

@ Ceegenua 24,05.2019 17:46:50  Hypnan ayawra ViPMet BCrypt 402 HenpegenasHHoe coboimie

@ Ceegernn  24.05.2019 17:46:50  Kypnan ayauta ViPNet BCrypt 402 HenpeaenaerHoe cobeimie

@ Ceegenma 24.05.201917:46:50  Hypnan ayawra ViPMet BCrypt 402 Henpegenaerree cobeimue

@ Ceenenna 24.05.2019 17:46:50  KyprHan aygura ViPMet BCrypt 402 HenpegenaeHHoe cobeimie

Cobeimne 402, Xypran ayawra ViPMet BCrypt X
OBume MMogpobrocTy

HeonosHanHoe cooBLueHne © MHGopMaumeid: <- Success: hAlg=0x1A8960, flags=0x0, return code=
(p¥)]

Wna #eyprana: ViPMNet-BCRYPT-Provider/Audit

Werounme Kypran aygura ViPMet BCry  [llata: 24,05.2019 17:46:50

Pucyrok 50. Mpocmomp cobeimuli ViPNet CSP
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HacTpowvka npoekTa 14
MCNOb30BaHMA GyHKUMM ViIPNet
CSP

BHumaHue! 1ns cbopkn NpoekTo., ncrnosb3ytowmx 6ubanotekn ViPNet CSP, Bam
noHagobutca komnuaatop Microsoft Visual Studio 2015 nan 6onee nosgHeit Bepcuu.
/A\ ViPNet CSP Bepcun 4.4 n 6onee NO3AHMX BEPCUI He BKAtOUaeT KOMMoHeHT ViPNet
~ SoftToken. Ans pabotbl ¢ ViPNet SoftToken Heobxognmo yctaHoBuTh MO ViPNet
OpenSSL.

BmecTte ¢ ViPNet CSP pacnpocTpaHseTcs KomnaekT cpeacts pas3pabotku (SDK), koTopbii npeacrasaser
coboli apxuB ¢ 3aronoBoyHbIMK pannammn ViPNet CSP n npumepamu nporpamm.

Ans ncnonbsoBaHua GyHkunii ViPNet CSP B cBoem npoekTe BbINONHUTE CeaytoLmne AeACTBUs:

1 W3Bnekute darinbl n3 apxmsa SDK B manky Ha BalleM XeCTKoOM AnCKe.

MpumeuaHwue. [lanee nyTb K Narke, B KOTOPYHO Bbl PasapxuBupoBanu Gpaibl, byaet
obo3HauaTtbca C: \CSP_SDK.

2 B HaCTpOl\/JIKaX NPOoOeKTa yKaXXute ciejytoimne nanku:

o C:\CSP_sDK\headers\cspsdk — A/ MOWCKa 3aroJI0BOYHbIX HannoB KpunTomHTepdelica
ViPNet CSP;

o C:\CSP_SDK\headers\pkcsll — AJA NOWCKa 3aroJI0BOYHbIX GaiiNoB KpunTonHTepdelica
PKCS#11 (paboTa ¢ BHELUHUMU YCTPOMCTBAMM);

o pabouas nanka Microsoft Windows SDK — ans cucteMHbIX 3aronoBoYHbIX Gpannos.
3 B MCXOAHBIN KO NpOeKTa BKIOUYMTE 3aroN0BOYHbIN Galn wincrypt.h:
#include <wincrypt.h>
4 Y106kl ncnonb3oBaTb NapameTpbl, cneynduuHble ana ViPNet CSP, Takxke BKAHOUMTE 3aroN0BOYHbIN
dann importitccsp.h:
#include <importitccsp.h>

B pe3ynbTaTe Bbl CMOXETE UCMOAb30BaTb B CBOEM NpoekTe GYHKLMM, OnucaHHble B AokymeHTe «ViPNet
CSP. PykoBogacTBO pa3paboTtumka.
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KpunTorpapumueckme bmnbamnoteku,
BXxOAdLme B coctaB ViPNet CSP

Mocne yctaHoBkm ViPNet CSP kpuntorpadurueckme 6ubamotekn byayT pasMelleHbl B Narke:
e C:\Program Files\InfoTeCS\ViPNet CSP — ans 32-pa3pagHbix Bepcmii OC Windows.
[ ]

OnucaHne ncnoab3yemMbix KpunTorpapuuecknx bubamnotek npmeeseHo B fokymeHTe «ViPNet CSP.

PykoBOACTBO pa3paboTuvka».

ViPNet CSP 4.4. PykoBoACTBO nonb3oBaTtens
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[lopanok 4encTenm

Bbl MOXKeTe NCMOAb30BaTh YAOCTOBepAoWMiA LeHTp Microsoft (ueHTp ceptndmrkaumm Microsoft CA) ans
BbINOJIHEHUSA KpUnTOrpadryecknx GyHKUUN B cooTBETCTBMM € anroputmamm FOCT. nsa atoro
HeobXx04MMO NpW pa3BepTbIBaHUN LieHTpa cepTudurKaumm 3ajaTb B Ka4eCTBe NoCTaBLLMKa
kpuntorpapunueckmx dpyHkunin ViPNet CSP.

Bbl MOXeTe pa3BepHyTb LieHTp cepTudmkaumm Microsoft CA Ha ntobom cepsepe, paboTatoLem Mo
yrpaB/ieHVEM OAHOM U3 CiefyroLLnx onepaLmoHHbIx cuctem: Windows Server 2008 R2, 2012, 2012 R2,
2016. B npvBeAeHHOM HWXKe NpuMepe npeAnoaraeTcs, YTo ANs pa3BepTbiBaHUS BbiAeNeH cepBep C
onepaunoHHol cuctemoin Microsoft Windows Server 2012, KOTOpbI NOAK/IOYEH K IOKaNIbHOM CETU.

Ans nHterpaumm ViPNet CSP ¢ ueHTpom ceptudukaumm Microsoft CA BbinosHWTe Creaytowine AencTBus:

1 YcraHoBwuTe u 3apernctpupyiite nporpammy ViPNet CSP (cM. YcTaHoBKa v 3anyck nporpamMmbl
Ha cTp. 26).

2 Pa3BepHuTe LEeHTp cepTudmKaumm, o0b6aBMB Ha cepBep LieHTPa COOTBETCTBYIOLLYO PO/b
(cm. PasBepTbiBaHMe LeHTpa cepTudurkauum Microsoft CA Ha ctp. 111).
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Pa3BepTbiBaHME LieHTpa
ceptndmkaumm Microsoft CA

Yto6bl pa3BepHyTb Ha cepBepe ¢ OC Windows Server 2012 ueHTp cepTvdmrKaLMm, B3aUMOAENCTBY LI

¢ kpuntonpoBangepom ViPNet CSP, Ha cepBep TpebyeTca ycTaHOBUTb CrieuunanbHyto posb «Cayxosl
cepTudumkaumm Active Directory». B npouecce yctaHOBKM poan ByaeT chopMmnpoBaHa napa Katouen u
n3gaH ceptndurKaT LieHTpa cepTudumKaLmm.

[Ans pa3BepTbiBaHWA U HaCTPONKHM LieHTpa cepTudmkaumm Microsoft CA BbINnoAHWTE Cregytolme

AencTBus:

1

Ha naHenn ynpaenexmsa Windows B kateropmun AAMUHUCTPUPOBaHME 3anyCTUTe KOHCOJb
[vncneTtuep cepsepos.

B mMeHo YnpaBneHue koHconv Aucnetuep cepBepoB Bbibepute nyHKT ,o6aBUTb poam 1
KOMMNOHeHTbl. OTKpoeTcs MacTep AobaBieHns poaei N KOMIOHEHTOB.

CnegyinTe ykazaHWAM MacTepa, NPy 3TOM Ha cTpaHuLe Bbibop poneii cepBepa yctaHoBUTe Gaadkok
HanpoTtus poau Cayx6bl ceptudunkatoB Active Directory, n B okHe Mactep sobaBieHus posen n
KOMMOHEHTOB HaXXMuTe KHomMKy Jl06aBUTb KOMMOHEHTHI.

B meHto YBegomneHna koHconn Aucnetyep cepsepos B NyHkTe KoHpurypaumsa nocne
pa3BepTbiBaHUA LENKHUTE CCbinky HacTpouTb cnyx6bl ceptudmkartoB Active Directory. Otkpoetcs
MacTep KoHourypaumm cny>xbbl ceptudumkatos Active Directory.

| ceptudukaros Active Directory —

€A HacTpoka Ha WIN-IHGC3 LO

I Hactpoute crywbw cepmmpmkaros Active Directory... I

PucyHok 51. Hacmpolika cayxbel cepmugpukamos Active Directory
CnepyviTe ykasaHVsM MacTepa, npu 3ToM:
5.1 Ha ctpaHuue Cnyx6bl poneit yctaHoBWTE dAaxkok HanpoTvB cayx6bl LieHTp ceptugmkauum.

5.2 Ha ctpaHuue BapuaHT ycTaHOBKM BbIGEpUTE OAMH U3 CefyHOLLNA BapUaHTOB:
ABTOHOMHBbIN LIC nan LIC npegnpuatums.

5.3 Ha ctpanuue Tun LLC 3agaiTe Hy>XKHbIV TUM LieHTpa cepTudnkaLmm n HaxxmumTe kHonky [Janee.

5.4 Ha ctpaHuue 3akpbITbin kKtou Bbibepute BapnaHT Co3aaTe HOBbIM 3aKPbITbIA KU N HAXXMUTE
KHonky [flanee.

5.5 Ha crpanuue Wngpposanme ans LIC BbinosHWTe creaytolme AeNCTBUS:

e B kauecTBe nocraBLumKa C1yX6 WNPPOBaHMA B COOTBETCTBYHOLLEM CriMcKe Bbibepute
noctaslwmk Infotecs Cryptographic Service Provider.
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e  YcraHoBuTe dnaxok PaspewnTb B3aumMogencTeme ¢ agMuHuctparopom, ecam LIC
obpaluaeTca K 3aKpbITOMY KJHOuy.

Haxxmunte kHonky [Aanee.

= KoHdurypaums cayx6el ceptudmkatos Active Directory = || = -
KOHEYHBIA CEPBEP
LUMq}pO BaHWe ANA LLC WIN-IHGC362T6LO test.local
YUSTHEIZ 13HHEIE YKaxmte na PaMETDb LLHCI}DO BaHWA
CnyxBel ponei
BapWakT YCT2HOBKMN BriBepure nocraswmk cnyd wudposaHua: AnuHa knroua:
Tun LIC | Infotecs Cryptographic Service Provider |' || 512 |'|

EE NS s N o -
BbléEPHTE AZUW-SNropuTd AN8 NoannCelEaHMA CEDT/¢11K&TOE. EbIJ3EaEMbIX ITHUM le.,:

Mma LC
CpoK ASRCTEMA

Ba3a AaHHLIX CRpTHRMKAT...

MoaTeepxasHWS

I Paspewute s3auMogedcTEne ¢ agMuHMcTpaTopom, ecnk LIC obpailaetca k 3akpaimonmy k_mouy.l

Mogpobhes o wndposannM

| < Hazag || [anee » | HacrpouTs Otuena

PucyHok 52. Beibop kpunmonposatidepa npu Hacmpolike ydocmosepsouje2o yeHmpa

6 Ha ctpaHuue MoaTtBep>kaeHne Haxxmute kHornky Hactpouts. Mpu aTom kpuntonposaingep ViPNet
CSP HauHeT co3aHne KOHTeNHepa KAtUein ¢ KOPHEBLIM cepTUHUKATOM LieHTpa cepTudukaLmnm.

7 B okHe ViPNet CSP - uHMumnanusaums KoHTeliHepa Katouen (CM. pUCYHOK Ha cTp. 58) BbinoaHUTe
cnepyroLLne AencTBus:

o Ykaxunte nmsa KOHTeI\/‘IHepa NN OCTaBbTeE 3HaYeHUE No yMOAYaHWKO B COOTBETCTBYHOLLEM Mone.

o YKaxute MecTo pa3MeLleHUs, YCTaHOBMB Nepek/royaTeslb B OAHO U3 3HaueHuit: Manka Ha gucke
unv BeibepuTe ycTponcTBeo.

8 B okHe ViPNet CSP - naponb koHTelHepa Katouen (CM. pUuCcyHOK Ha cTp. 58) BBeanTe 1 noaTBepAnTe
naposib AOCTyNa K KOHTENHePY KAtoUew.

YT06bI COXpaHWUTb Napob ANA NOCAeAYHOLLNX OBpaLLEeHNI K KOHTEMHEPY KNHOYER, yCTaHOBUTE
dnaxxok CoxpaHnTb Napob.

9 T[loABUTCA 31eKTPOHHas pyaeTka (CM. rnoccapui, cTp. 229), eciv OHa elle He 3anyckanacb B paMmKax
TekyLLero ceaHca paboTtbl nporpammel. [NoBoauTe ykasaTenem B npegenax okHa dNeKTpoHHas
pysieTka (CM. pUCyHOK Ha cTp. 59).

10 Ha cTpaHuLe Pe3ynbTaTbl HaxkmMuTe KHOMKY 3aKpbITh.

B pe3ynbTtate LeHTp cepTndrKaL MM MOXET HauMHaTb CBOKO PaboTy.
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DNIEKTPOHHAdA MOAMMCH B
nokymeHtax Microsoft Office

MoanvcaHue gokymeHToB Microsoft Word, Excel n PowerPoint 114
MpocmoTp anekTpoHHoM noanucy B Microsoft Word, Excel n PowerPoint 117
YaaneHve anektpoHHon nognucy B Microsoft Word, Excel n PowerPoint 120
Buanmas ctpoka noanucu B gokymeHTtax Microsoft Word w Excel 121
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[ToanmcaHmne aokymMeHToB Microsoft
Word, Excel n PowerPoint

Mpw paboTe c gokymeHTamMu B nporpamMmax naketa Microsoft Office Bbl MOXeTe ncnonb3oBaTtb

3N1EKTPOHHYHO MoANUCh.

B naHHOM pasgene cogepxntcs uHGopMaLms O TOM, KakK A06aBUTb 3NEKTPOHHYHO MOAMUCH B OKYMEHTbI

Microsoft Word, Excel n PowerPoint B ciydasx ncnonb3oBaHWs pa3nndHbix Bepcuin Microsoft Office.

Microsoft Office 2010

Yto6bl 406aBUTH 31EKTPOHHYH Noanuck B sokyMeHT Microsoft Word, Excel n PowerPoint, BeinosHute
cnesyoLine LencTBus:

1 CoxpaHuTe JOKYMEHT.

2 Ortkpovite Bknagky ®Paiin v Beibepute pasgen CeegeHuns.

3 B rpynne Pa3pelueHnsa HaxxMute KHOMKY 3aluUTuTb AOKYMEHT, 3aWUTUTb KHUTY WA 3almUTuTb

npeseHTauyutko, 3atem Bbl6epI/1Te KOMaHA4y AOGaBVITb LI.I/Iq)pOByPO noannchb. OTKpOETCFI OKHO

MopnucaHwue.

I'Ipmmeqaﬂme. Ecnm AOKYMEHT He 6bin npeaBapuTtesibHO COXpaHEH, NOABUTCA

COO6LLI,EHVIe C npegnoxXeHnem COXpaHuUTb ero nepes AO6aBJ’IeHVIEM noanuncu. B okHe

Co0bLEeHNsA HaXMUTe KHoMKy [a.

4 B okHe I'Iop,nmcaHme Bbl MO>XeTe 3alfoJIHUTb none L',eﬂb noanncaHna AOKyMeHTa. Hwuxxe B 3TOM Xe

OKHE npueBejeHbl KpaTkne cBefeHna o CepTI/ICI)I/IKaTe, KOTOPbIM npegnonaraeTca noanmcatb

AOKYMeHT. MNpy HEO6XOANMOCTN HaxkMuTe KHOMKY MI3MeHUTb 1 BbiGepute Apyroi ceptudukar.

Mognucanne

e JononHuTensHble CEEAEHUA O TOM, YTO NOANMCHIBAETCA. ..

? X

Tema cepTudmkara:
Kem BoiaaH:

B nokymedT ByaeT aobasneHa Wwidposan noankcs. 3Ta NOAMMCE He BYAST BUAHE MpK
NPOCHOTPE COAEPHMMOrD AOKYMEHTE.

|=LEJ'Ib NOAMKMCEHUA A0KYMEHTE:

YTEEMRAEHWE AOrOBOPa

Weatos Hukonai MeaHosuy
KCA_admin

H3MEHHTE. ..

NoanmcaTs OTMeHa

PucyHok 53. [lobasneHue 3nekmpoHHoU nodnucu

5 BblbpaB ceptudukat, Haxmute kHonky Mognucatb. OTkpoetcs okHo ViPNet CSP — naposb

KOHTeWHepa KtoUen (CM. pUcyHOK Ha cTp. 82).
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6 BseauTe naponb u HaxmuTe KHornky OK. MosABunTcA coobleHme 06 ycnelwHoM gobaBaeHunm
3/1eKTPOHHOW MOAMMUCH.

B pazgene CBegeHus byset otobpaxeHa MHGOPMaLMA O TOM, YTO JOKYMEHT MOMeEYEH Kak
OKOHYaTeNbHbIN.

MoanucaHHbIA JOKYMEHT

Pa -
NG, ITOT JOKYMEHT NOAMNWUCEH M NOMEYEH KAK CKOHUYATENEHEIR. Ero pejaktupoeanne
S HeBo3MoxHO. B cnyyae usmeHeHns atoro gokymerTa kem-nubo nognncm
MpocvoTp CTAHYT HEAEACTEMTENBHBIMM,
neanucei
A Pazpewenua
=) =
&5 & ITOT AOKYMEHT NOMEYEH KAK OKOHUSTEMBHEIR 4nA 3anpeTa
= PEAKTUPOBAHMA,
33WNTUTE
BOKYMEHT *

PucyHok 54. ViHghopmayusi 0 mom, 4mo G0KyMeHmM nomeyeH Kak OKOHYamesbHbil

B cTpoke coCTOAHMSA JOKYMEHTa NOSBUTCA 3HAYOK 'i 0603HaYaroLWNA, YTO JOKYMEHT COAEPXKMUT
3NEKTPOHHYHO MOAMUCH.

CoBeT. BO3MOXHOCTb BHECEHMSA NMPaBOK B MOAMWCAHHbIV AOKYMEHT 3ab6/10KMpoBaHa.
Ecnn HeObXOAMMO BHECTM NpPaBKM, CHavyana yaaamnTe 31eKTPOHHYH NOAMUCH

(cMm. YpaneHune anektpoHHon nognucn B Microsoft Word, Excel n PowerPoint

Ha cTp. 120).

Microsoft Office 2013

Y106bl 406aBUTL 3N1EKTPOHHYHO NOANWCE B AO0KyMeHT Microsoft Word, Excel n PowerPoint, BeinoaHute
cnepyrowne AencTBus:

1 CoxpaHute JOKYMEHT.

2 Ortkpovite Bknaaky ®aiin 1 Bbibepute pasgen CeegeHus.

3 HaxwmwuTe KHOMKy 3alimUTa AOKYMEeHTa, 3almTa KHUMY uan 3alumrta npeseHTauum B 04HOVMEHHON

rpynne n Bbibepute KoMaHay flo6aBuTb LMbpPOBYIO NOANNCH.

MpumeyaHue. Ecnv gokyMeHT He 6bln NpesBapuTENbHO COXPaHeH, MOABUTCA
|i| cooblLLeHVe C NpeANoXeHNeM COXPaHUTb ero nepey gobasaeHnem nognucy. B okHe
coobLeHMA HaxXMuKTe KHoMKy Ja.

4 B okHe MoanncaHue Bbl MOXETE BbIMOJHUTL CeAytoLine AeNCcTBUS:
o B none Tun noaTBep>XaeHMA BoIGpaTh OAHY U3 3aJaHHbIX MPUYMH MOAMMUCAHUA AOKYMEHTa.

o B none L',eﬂb nognncaHna JOoKyMeHTa yKa3aTtb Lesib NnoAnncaHuna AOKyMeHTa.
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Huxke B 3TOM e OKHe NMpuBeseHbl KpaTkne CBefeHMsA O cepTrdmKaTe, KOTOPbIM Npearnoaaraercs
nognucatb A4OKyMeHT. [py HeobxoaAnMOCTU A06aBbTe AOMOJAHUTE/bHbIE CBEAEHUS WU HAXMUTE

KHOMKy N3meHnTb, uTo6bI BbIOpaTh ApYron cepTudukar.

Moagnucanne ? e

o L0oNoNHUTEABHEIE CEEAEHWA O TOM, YTO NOANWILIES ETCA..,

B fokymeHT ByaeT qo6aEneHa UM pOoEan NOANKCE, 3Ta NOANKCE HE BYAET EWAHA NPW NpOCMoTpe
COQEPKMMOTD JOKYMEHTA.

TN NoATEEPHAEHNA:
YTEEpAMA JaHHBIA A0KYMEHT
Lenk nognucaHns 4okyMeHTa:
YTBEPHAEHUE JOr0BOPa

YTobBbl A06AENTE CEEAEHKMA O NOAMNWCAEWEM, HAXMKUTE KHONKY «M0ap06HOCTH=., CEeASHMA. .

Tema cepTudukata: MeaHoE Hukonai MEaHOEWY [P -
Kem BbIgaH: KCA_admin =

Nognucate OTMeHa

PucyHok 55. JlobasneHue anekmpoHHOU nodnucu

BbibpaB cepTndukart, HaxxmuTe kHonky Moanucatb. Otkpoetcs okHo ViPNet CSP — naponb

KOHTeliHepa K/toue (CM. pUCYHOK Ha cTp. 82).

Beeante naposb 1 Haxmute kHonky OK. MoseuTca coobuieHne 06 ycnewHoM gobaBneHnn

3/1eKTPOHHOW MOAMMUCH.

B pasgene CBegeHus byaet otobpaxeHa nHbopmaums o TOM, UTO AOKYMEHT NMOMEYUEH Kak

OKOHYaTe/IbHbIN.

@ MoanucaHHbIA AOKYMEHT

3TDT,\'J|DK}'I'\;|EHT NoANUCAH U NOMEYEH KaK OKOHYaTENEHEIA. Ero PEAIKTUPOEIHNE
nPUCMUTP HEBO3IMOMHO, B CAYHEE MIMEHEHWA ITOMD A0 KYMEHTE Kem-nnBo nognuck CTaHYT

nognucei HEAEHCTEMTENBHEBIMM,

3awmTa AOKYMEHTA

} [: 3ToT AOKYMEHT NOMEYHEH KaK OKOHYATENBHBIN ANA 3anperta pefaKTUpOEaHNA.

3awmta
AOKYMEHTE ™

PucyHok 56. VIHghopmayusi 0 mom, 4mo GoKyMeHmM nomeyeH Kak OKOHYamebHbll

-] ~
B CTPOKe COCTOAHMNA JOKYMEHTA NOABUTCA 3HAYOK , O603HaHaI-OLlJ|I/II/I, UTO JOKYMEHT COAEPXUT

3NEKTPOHHYHO NOANUCH.

CoBeT. BO3MOXHOCTb BHECEHMS MPABOK B NOAMNMCAHHbIN AOKYMEHT 3ab610KMpOBaHa.
Ecv HeobXOAVMMO BHECTU NPaBKW, CHavyana yaanaute 3eKTPOHHY NOAMNMCh
(cMm. YpaneHue anekTpoHHon noanucu B Microsoft Word, Excel n PowerPoint

Ha cTp. 120).
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[10OCMOTP 21EeKTPOHHOM MOAMMCK B
Microsoft Word, Excel n PowerPoint

Microsoft Office 2010

s npocMoTpa 3NeKTpoHHOM nognuncy B gokymeHte Microsoft Word, Excel nan PowerPoint Beinoanute

cnesyoLLne AencTBus:

1

2 Ha nanenn HOAI'IVICIA LenKHuTe npa|30|7| KHOMKOM MbILLN CTPOKY nognncu (]'IVI6O Ha>XMuUTE KHOMKY

OtkpoinTte Bknagky ®aiin n B pasgene CeegeHns Haxmute kHonky MpocmoTtp nognucen. OtkpoeTcs

naHenb Mognucn.

Moanucwk v X

— -
Vv DeRcY suYensubie noanNGE

Mopennsil Bruecnas Tixo... 10.06. 20l

=N

Cocrae noanucm...

JAARKTE NOANNCE

Noxyment nognwcan.

Moot Sreeceranst mObuO0 MINEHEISST 3 QOKYMEHT
WIDPOGHIE NOAMMCA CTAHOORTCR

HERCHCTDMT Clnraser,

LONOMHITE Retie COCACIA O NOANMCAX O
aokymesTax Office..

PucyHok 57. lNaHenb «[Modnucu»

I'Ipmmeqaﬂme. Bbl TakXe MoOXeTe Bbi3BaTb NaHesb I'Iop,nwcm, Le/IKHYB B CTPOKe

- COCTOAHMA 3HAYOK 3!'IEKTpOHHOl7l noanncum 'ﬂ' .

BbI30Ba MEHHIO cnpaBa). B meHto Bbl6epl/ITe NYyHKT CoctaB noanncu.

3 B okHe CocTaB noanncu cojep>katca KpaTkme cBeaeHna o nognmcum m CepTMq)I/IKaTe. B HeMm BbI

MOXETE BbINOJIHUTb CeAytoLMe AeNCTBUA:

o YTO6bI OTKPLITL CEepTUPMKAT, HaXXMUTe KHOMKY MpocmoTp.

o Yrtobbl NPOCMOTPETb AONOJIHNTENIbHbIE CBEAEHUNA O NOAMUNCH, LLENKHUTE CCbIIKY
AOI‘IOJ’IHVITEIIbeIe cBejeHunna, KoTopblie 6y,D,yT BKJIKOUEHbI B NOANMUCH.
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CocTas nognucu ? X

[efcTEMTeNEHaA NoANKEL, JaHHSA NoANKCE M NOAMMCSHHOE COASMKMMOS HE
{_.3 W3MEHANKMCE C MOMEHTA NOANMCEHMA.

Tun noanmon: XAJES-EPES

|:|‘EJ'Ib MNoANMCEHWA AOKYMEHTA:

YTEEMHRAEHWE AOrOB0Pa

Tema cepTudikaTa:  MeaHos MeaH MBaHOBMH MpocaTp. .
Kem BoiaaH: Test Center 2

LononHUTENbHEIS CBEAEHWH, KOTODEIE 3EK.DbITb
Efng BKAKYYEHDI B NOANMCb. . .

PucyHok 58. Cocmas nodnucu

|1| MpumeuaHue. Ecnv npy npoeepke cepTrdurkKaTa BO3HMKAN OWNDOKKM, coobLieHe 06 3ToM
6yaeT BbIBEAEHO MOJ, 3aroIOBKOM OKHa.

Microsoft Office 2013

[Ans npocMoTpa 3NEKTPOHHON noagnucy B gokyMeHTe Microsoft Word, Excel unn PowerPoint BeinonHute
cnegytoine AencTBus:

1 CoxpaHute JOKYMEHT.

2 Ortkpovite Bkagky ®aiin 1 B passene CBegeHusa HaxxmuTe kHomnky MpocmoTp noanuceit. OTkpoeTcs
naHenb Mognucn.

MNoanucw v~
JeRcTEMTEABHLIE NOANE KD

Hoanos Huxonad Heanos wa 05080013 |+
COCTAR NOANMCH....

¥aaname nognids

Flowysent noanHcan,
Mpas srecenn ArGoo: WIREHEHINT B A0KIAEHT
UG poisE AOANACH CTAHOEATCA HASERCTENTEABHEMAIL

Sl ric it & bbb ©BESENIES O MCANICEE B 400 IAe R

Odfice

PucyHok 59. MaHene «Modnucu»

. MpumeuaHme. Bbl Takke MoxXeTe BbI3BaTb NaHesnb Moanucy, WwenkHyB B CTPOKe

[
COCTOAHMA 3HAYOK I-)I'IeKTpOHHOl';I noanmcum ..

3 Ha nanenvn Mognucy WwenkHWTEe NpaBon KHOMKOW MbILUW CTPOKY MOAMMUCK (M HaXMUTE KHOMKY
BbI30Ba MeHIO crpaBa). B meHto BbibepuTe nyHkT CocTtaB noAnucu.
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4 B okHe CocTaB Nognncu coepxkartca KpaTkme cBefeHus o noanuncu n ceptudukare. B Hem Bbl
MOXKeTe BbINMOAHUTb CleaytoLine AeACTBUS:

o YTtobbl OTKPLITL cepTrdmKaT, HaxkMuUTe KHonky MpocmoTp.

o YTO6bI NPOCMOTPETL AOMONHUTENBHBIE CBEAEHMSA O NMOAMUCH, LLENKHUTE CCbLIKY
JononHutenbHble CBeAeHMA, KOTOpble 6yayT BKIOUEHbI B MNOAMMUCD.

o UYTobbI noayynTb I/IHCI)OpMaLI,I/I}O O Bhajenbue CepTI/leI/IKaTa, LeNKHUTE CCbIIKY np0CMOTp
CBeAeHMI‘/’I O nognucaeLwiem.

CocTae nognmcu ? x

MNoanucs A2ACTEMTENEHE — NOANMCAHHOE COAEPHMMOS HE MIMEHANDLE W
= cepTUdUEET Al CTENTENEH,

Twn nognuou: XAJES-EPES

TUN NoATEEPXAEHWA:
YTEEPAMA JaHHBIA JOKyMEeHT
Lenk nognucaHns 4okyMeHTa:
YTEEPX¥AEHWE JOr0BOPA

Tema cepTudueara: HeaHoe MeaH MEaHoBWMY OpocMoTp...
Kem BeigaH: Test Center 2
JONonHWTENBHELE NpocMoTp CEEAEHWI O JakphiTs
CEEAEHWA, KOTOPBIE SYayT NOANUCABWEM. .,

BENHYEHB B N0ANHCD...

PucyHok 60. Cocmas nodnucu

Mpumeyanwue. Ecam npv npoBepke cepTndmrkata BOHUKAN OLLNBKM, coobLieHne 06
3TOM 6yJeT BbIBEAEHO MOJ 3aroloBKOM OKHa.
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YaaneHme 31ekKTpOHHOM MOAMMCK B

Microsoft Word, Excel n PowerPoint

Microsoft Office 2010

YTto6bl yAanNTb 3NEKTPOHHYH NOAMNUCL M3 AokymeHTa Microsoft Word, Excel nnn PowerPoint, BbinosHuTe

cnesyoLLne AencTBus:

1 Otkporite naHenb Moanucu. nsa 3Toro otkponte Bkaaaky ®aiin n B pasgene CBefeHUsA Haxmute

KHonky MpocMoTp noanucei.

MpumeyaHue. Bbl MOXeTe Takke Bbi3BaTh NaHesb Mognucy, LWwenkHyB B CTPOKe

COCTOAHNA AOKYMEHTa 3Ha4YOK 3}16KTpOHHOI7I noanmncm "ﬂ 5

2 Ha naHenn Moanucm (cM. pucyHok Ha cTp. 117) WenkHWUTe NpaBoi KHOMKOW MbIlWW CTPOKY NOAMMCY

("MMB0o HaxxmuTe KHOMKY BbI30Ba MEHHO CMpaBa), B MEHO BbibepuTe NyHKT YAanunTb nognmce.

3 B okHe noaTBepXAeHWs HaxXmMuTe KHOMKY Ja. dneKTpoHHas noanvce ByaeT yaaneHa u3 4oKyMeHTa.

Microsoft Office 2013

YT106bl yAaNNTb 3NEKTPOHHYHO NOANUCHL M3 AokymeHTa Microsoft Word, Excel nnn PowerPoint, BbinosHute

cnepyrowne AencTBus:

1 Ortkpovite naHesnb Mognucu. s 3Toro otkpoiTe Bkaaaky ®aiin v B pasgene CBefleHUs HaXXMUTE

kHonky MpocmoTp noanuceii.

. I'IpwmeuaHme. Bbl MOXeTe TakXe Bbl3BaTb NaHes b I'Iop,nmcm, Le/IKHYB B CTPOKe

.

COCTOAHNA AOKYMEHTa 3Ha4OK 3}'IeKTpOHHOI7I noanmcm

2 Ha naHenn Moanucm (cM. pucyHokK Ha cTp. 118) LwenkHMUTe NpaBol KHOMKOW MbIWW CTPOKY NOAMMCY

(7MB0 HaxxMUTe KHOMKY BbI30Ba MEHHO CrpaBa), B MEHIO BblibepuTe NyHKT YAannTb NOANUCH.

3 B okHe noatBepXAeHWA HaXXMUTe KHOMKY fla. dneKTpoHHas noanuck byaeT yaaneHa ns JokyMeHTa.

ViPNet CSP 4.4. PykoBOACTBO nosb3oBatens |
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Bravmada CTpokKa noanmcK B
nokymeHtax Microsoft Word u Excel

MpunoxeHuns Microsoft Word n Microsoft Excel no3sonsitoT BCTaBUTb B JOKYMEHT OfHY UAN HECKONBbKO
BUMAMMBIX CTPOK NoAnucu. Takas CTpoka BbIrAAWT Kak MecTo A/is MOAMNNCY B BYMaXKHOM JOKYMEHTe 1
OAHOBPEMEHHO C BUAUMbIM NpeAcTaBAeHNEM NOAMNUCK B AOKYMeHTe A06aBAsET 31EKTPOHHYH NOANUCH
A5 YAOCTOBEPEHUSA IMYHOCTU NMOAMMCABLUETO.

BcTaBka BMAMMOM CTPOKM MOAMMUCH

YTt0bbl 06aBWTb B AOKYMEHT BUAVMYHO CTPOKY AJsi MOAMMWCH, BBINOAHUTE CIefytoLLMe AeACTBUIS:
1 TMomecTute Kypcop B TO MeCTO AOKYMEHTa, KyAa TpebyeTcs BCTaBUTb CTPOKY MOAMUCK.

2 Ha Bknagke BcraBka B rpynne TekceT HaxxmuTe kKHoMKy CTpoka noanucy. OTKPOeTcsi OKHO
HacTtpoiika nognucw.

Hacrpoiika nognwucm ? *

NpegnoxeHHBIR NOANWCEIEAKWMWIA (Hanpumep: B. A. Benos):
H.W. MeaHos

JonxHOCTE NPEANOXEHHONO NOANWCEIEANIWLETD (HANpUMED: JWpekTop):
AupekTop

Afpec 3NEKTPOHHOR NOYTH NPEAIOKEHHOMD NOANKMCEIEILWErD:
director@ company.com

VIHCTPYKLMM 409 NOAMNMCEIEAOWETO:

Mepea NOANMCAHWEM A0KYMEHTA YEEAMTECE, HTO NOANHCEIEAEMOE
COAEPAUMOE ABNAETCA NPAENAEHEIM,

PazpewnTe NOANWCEIEAID WEMY 4063ENATE NPMMEYAHKWA B OKHE NOANUIH

MNokasueaTe 43Ty NOANWUCK B CTRPOKE No4NMCH

Ommena

PucyHok 61. OkHo «Hacmpolika nodnucu»

3 3anosHuTe noss MNMpeano>keHHbI NoagNUCbIBatoLWniA, [Lo>KHOCTb NPeasoXXeHHOro
nognuceiBatowwero, Agpec 31eKTPOHHOW MOoYUThbl NPeA/I0XKEHHOTO NognucbiBatoLwero. Bel MoxeTe
BBECTM KpaTKMe UHCTPYKLIMW 418 NMOAMMCIBAOLLENO, @ TakxKe pa3peLllnTb NoANMChbiBatoLLEeMY
£06aBNATb NpYMeYaHWA B OKHE MOAMUCU W BKAOUYUTL OToBpaxkeHne aaTtbl NOANUCKU (yCTaHOBUB
COOTBETCTBYIOLME PaxKM).

4 BbINOAHMB HAcTPOKKy noanucy, Haxmute kHonky OK. B gokymeHT 6yseT BCTaBaeHa NycTas CTpoka
ANS NOANUCHK, KoTopas Takxke byaeT oTobpaxkaTbca Ha NnaHenn Moanucw.
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Moanmcw v X

x TpeGyennie MognHCH:
A Bemoe B.A Beaas

o i
Aupeetop

PucyHok 62. Budumas cmpoka nodnucu u ee npedcmasaeHue Ha naHesau «lodnucu» e Microsoft Word
2013

,D,O TOro Kak B CTPOKY noanuncu 6yp,eT ,a,o6aBneHa 31eKTPOHHaA NoANnnCh, Bbl MOXeETE USMEHUTL ee
HaCTpOI?IKI/I. ,ﬂ,flﬂ 3TOro BbINOJIHUTE Caeayrolne Ael\/‘ICTBI/IFIZ

1 LUlenkHnTe NpaBoO KHOMKOW MbILWN CTPOKY MOAMUCU U B KOHTEKCTHOM MEHHO BbibepuTe NyHKT
HacTtpoiika nognucw.

2 B okHe Hactpoiika nognucu (CM. pucyHOK Ha cTp. 121) BHecuTe HeoBXoANMble N3MEHEHMNSA U
HaxkxmuTe KHornky OK.

I'IpmmeuaHme. Mocne nognmncaHna AOKYMeEHTa Bbl CMOXKeTE NPOCMOTPETb CBOWCTBA
noanncum B okKHe HaCTpOI7IKI/I noanncun, HoO BHeceHne N3MEHEHWNN 6y,a,eT HEBO3MO>XHO.

[lobaBneHme 31eKTPOHHOM NOAMNMCK B CTPOKY
NOAMMCH

B npunoxeHusax Microsoft Word u Excel Bbl MOXeTe nognvcaTb JOKYMEHT, UCMOb3YS BUAUMYHO CTPOKY
nognucw.

YTobbI AO6aBI/ITb 3N1IEKTPOHHYHO MOAMUCLb B CTPOKY NOAMNCH, BbINMOJIHUTE CaeaytoLne AEVICTBMHZ

1 LUWenkHnTe NpaBoON KHOMKOW MbILWW CTPOKY NMOAMUCK N B KOHTEKCTHOM MEHIO BblbepuTe NyHKT
Mognucatsb.

2 B okHe MopnucaHne BBeANTe CBOe MMA MO LLeNKHUTE cCbiKy BbibpaTb pucyHOK, 4TobbI BCTaBUTL
rpaduyeckoe n3obpaxeHne noanmcu. Huxe gaHo KpaTkoe onvcaHve cepTudukara, KOTOPbIM
npegnonaraeTca NoanucaTb AOKYMeHT. YTobbl nognucatbe JOKYMEHT ApYrMM cepTUPMKaTOM,
HaXXmMuTe KHOMKy Mi3MeHUTb 1 BbIbepuTe cepTudumkar.

B nporpamme Microsoft Word vnu Excel Bepcum 2013 B aHHOM OKHe Bbl MOXETe TakXXe BbINOJHUTb
cnegyroline AenCcTBus:

o B none Tun noatsep>xxaeHus BbIbpaTh OAHY U3 3afaHHbIX MPUYMH NOANMNCAHMA LOKYMEHTa.
o B none Uenb nognucaHuns pokymeHTa ykasaTb Lie/ib MOANMCAHNA LOKYMEHTa.

o Mpu HeobxoammocTn HaxaTb kHOMNKy CBeaeHns 1 06aBUTb AONONHUTENbHbBIE CBEAEHNS O
noAnucasLUeM.
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Moanucanue ? 4

o JononHWTeNbHBIE CEEAEHWA O TOM, YTO NOANWCHIEIETCA..

Mepes NOANMCAHWEM SOKYMEHTE YEEAUTECE, UTO MOAMNWCHIEIEMOE COAEPXKUMOE ABAAETCA
NpPasHAEHEIM,

EBeegnTe cBOE MMA HHMXE AME0 HAXKMKTE KHONKY "BriBpaTe pUoyHOK™ W BEIBEPUTE PUCYHOK g8
WCNONE30EIHWA B KAYSCTES NOANWCH:

X MeaHoB
BuiBpaTe pUCYHOK..,

H.W. MeaHos
AupekTop

TUN NOATEE PHAEHKMA:

YTEEPAMN JaHHEIR 40KYMEHT ~
Lleab NognvcaHna AoKyMeHTa:

YTEEpX4EHME JOroEopa

YToBE 4063ENTE CEEJEHMA O NOANKMCEEILEM, HaXMWUTE KHONKY =MogpoBHocTns:, CEeneHuA. .

Tema ceprudukata: WeaHoes Mead MeaHosnd
Kem Bbigan: Test Center 2

Wsmenuts...

HNognweaTte OTMmeHa

PucyHok 63. ModnucaHue cmpoku nodnucu 8 npusioxeHusx Microsoft Office 2013

3 TMocne BBOAa MeHM U Bbibopa cepTudumkaTta Haxxmute kHonky Moanucatb. OTKpoeTcs nanorosoe
okHo ViPNet CSP - naponb koHTeliHepa Ktouel (CM. pUCyHOK Ha cTp. 82).

4 BseawuTe NapoJib N HaxmuTe kHorky OK. B cTpoke nognucu nosiBuTcsa Ms NMOAMMCABLIEro UK
rpadmyeckoe n3obpaxkeHve ero NOAMMCH.

Ecan no kakmm-nnbo npunynHam He yaanocCb NpoBepunTb HaJEeXHOCTb CepTI/ICI)I/IKaTa noanuncun, Haj

CTpOKOVI noanncum 6yp,eT CTOATb NoMeTKa Hep,eIZCTBMTeﬂbHaﬂ noanncob.

Z4 HeaeficTeuTensHaA noanvcs  18.10,2016

X A. Ueanoe

A, B, Meamo8
AvpexTop

PucyHok 64. HedelicmsumesibHas nodnuce

MpumeuaHne. CTpoKy C HEAENCTBUTENbHON MNOAMMNCHIO MOXHO NOANUCATH elle pas.
[lns 3TOro WwenkHUTE NPaBoW KHOMKOMW MbILUW CTPOKY NOANUCK (MAK Ha3BaHWe MNOAMNUCK
Ha naHeau Moanucn) n BbibepuTe NyHKT MognucaTb ewwe pas.

MpocmoTpeTb coctaB noanucy (cMm. NMpocmoTp anekTpoHHOM nognucy B Microsoft Word, Excel n
PowerPoint Ha cTp. 117) unu yaanutb NoANKCh (CM. YaaneHne anekTpoHHoM nognucy B Microsoft Word,
Excel n PowerPoint Ha cTp. 120) 13 BUANMOWN CTPOKM NOAMMNCK MOXHO TaK Xe, Kak B Clydae HEBUAMMON
noanuncu.
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DNIEKTPOHHAA MOAMNMCE U
LindpoBaHme B Microsoft
Outlook

Mopsagok opraHun3aunmn obmeHa 3aWwnLLLEHHBIMIU COOBLLEHNAMM

O6MeH cepTudmKaTamMm € noayyaTenem coobLLeHns

HacTtpoiika £ONOAHWTENbHbIX NapaMeTPOB NEKTPOHHOM NOAMUCK U LM POBaHUA
[lobaBneHve 3neKTPOHHOM NOAMNNCK KO BCEM COOBLLEHUAM

[lobaBneHne 31eKTPOHHON NOANUCK K OTAEbHOMY COOBLLEHMIO

MpOCMOTp 31eKTPOHHON NoanNucK coobLyeHms

LLindpoBaHme cOOBLLLEHN 31EKTPOHHOW MOYTbI

MpocMoTp 3awmdpoBaHHbIX COOHLLEHMI

LLndposaHme foKkyMeHTOB 1 daiinoB

ViPNet CSP 4.4. PykoBoACTBO Noab30BaTeNs
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128
130
132
134
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137
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[TopsaaoK opraHm3aumm obmeHa
3ALUNLLEHHBIMW COODLLEHWAMM

B paHHOM paszgene onucbiBaetcs Blaumogelicteue ViPNet CSP ¢ noutosoli nporpammoti Microsoft Office
Outlook (2010 nan 2013). Ans Toro utobbl OpraHmn3oBaTb OO6MeH 3aLLULLEHHBIMU COOBLLEHUAMMN C
nomotybto ViPNet CSP B 310l nporpamme, BbINONHUTE Cleaytowne AencTBus:

1 YcraHoBuTe (cM. Cnocobbl YCTaHOBKYM 3aKPbITOro Katoua 1 ceptudukata Ha cTp. 62) KOHTelHep
Katoueit n ceptuoumkat B nporpamme ViPNet CSP, a Takxxe ceptndukat nsgatens n cnmcok
aHHY/NIMPOBaHHbIX cepTUdPUKaToB (CM. YcTaHOBKa cepTudurkaTa nsgatensa v CNncka aHHYIMPOBaHHbIX
cepTudUKaATOB Ha CTp. 76).

2 ObMeHsaWTeCh cepTUdUKaTaMu € Noayyatenem (oTnpasutenem) coobueHuns (cm. O6meH
ceptudumkaTaMu C nosyyatesemMm coobuieHns Ha cTp. 126).

3 [pw HeOBXOAMMOCTW HaCTPOMTE MOYTOBYHO Nporpammy ana paboTsl ¢ LMbPOBOW NOAMNUCHIO U
3aWmndpoBaHHbIMK COOBLLEHUAMM (CM. HacTpolika AOMONHUTEIbHbIX NapaMeTPOB 3NEKTPOHHOM
noanucy n wndposaHus Ha cTp. 128).

4 B 3aBUCMMOCTY OT TOTO, ABASIETECH /1N Bbl OTAPABUTENEM WM NOJyYaTenem 3awmbpoBaHHOro
Co0bLEeHWS, BbINONHUTE Ceaytolwme AeNCcTBUS:

o MognuwwuTte coobLyeHme 31eKTPOHHOW Noanuckto (cM. JobaBieHne 31eKTPOHHOM MOAMUCK KO
BCceM coobuieHunam Ha ctp. 130, JobaBaeHne 31eKTPOHHON NOAMNUCK K OTAENbHOMY
coobueHnto Ha cTp. 132).

o Co3paiTe 1 oTnpasbTe 3aWMdPpoBaHHoe coobuieHme (cM. LLindposaHme coobuyeHunii
3/1eKTPOHHOW NMouThl Ha cTp. 135).

o Pacwmnopynte nonyyeHHoe coobuyeHure (cM. MNpocMoTp 3andpoBaHHbIX COOBLLEHUN
Ha cTp. 137).

BHumaHwme! Yto6bl NnognunceiBaTe COOBLLEHNS 3NEKTPOHHOM NOYTLI, HEOOXOANMO UMETb
cepTUdUKaT 31eKTPOHHOW NOANUCK, B KOTOPOM YKa3aH ajpec 31eKTPOHHOW NoYThI
BNajesbLia cepTudmKaTa 1 NPUCYTCTBYET pacluMpeHne «3alymiLeHHan SNeKTPOHHasnA
nouta» B nose «PaclumpeHHoe NCnonb3oBaHWeE KtoUa» («YaydleHHbln katou»). Ecan
Takoro ceptudukata HeT, 406aBAEHWNE 3/1EKTPOHHON MOAMUCU K COOBLLEHMIO ByaeT

>

HEBO3MOXXHO.

UT06bI MONYUNTE BO3MOXKHOCTb MOAMMCAHWS COOBLLEHN 3/IEKTPOHHOW MOYTHI,
co3galiTe 3anpoc Ha HOBbIV CEPTUOMKAT, yKaKUTe B HEM afpec 3NEKTPOHHON MOYTbI 1
nepejanTe 3anpoc aZMUHUCTPATOPY BaLLEro YAOCTOBEPSIOLLETO LieHTpa.

Kpome obmeHa 3aimdpoBaHHbIMU COOBLLEHUAMM 31EKTPOHHON MOYTbI, C MOMOLLIO NPOrpamMMmbl
Microsoft Outlook MoXHO WndpoBaTh AOKYMeEHTbI U dainbl (cM. LLndbpoBaHne fokymMeHTOB 1 daliios
Ha cTp. 138).
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ObMeH cepTndmkatTamm ¢
noaydarenem CoobuleHms

YTobbI 3aLIJI/ICI)pOBaTb COO6LLI,eHVIe 3J'IeKTpOHHOI7I nouYThl ANnA onpegeneHHoro nojy4vyarend, Bam
HeO6XO,£I,VIM CepTI/ICI)VIKaT 3TOro noJjiydartens. O6meH CepTVI(I)I/IKaTaMI/I MOXET BbITb nponssegeH oAHUM K3

CneayroLmx cnocobos:

e [lyTeM OTNpaBKM COOBLLEHUS C 3NEKTPOHHOM NOAMNUCHIO (CM. [lobaBieHme 3NeKTPOHHOM MNOANUCHU K
oTAEeNbHOMY coobLeHMto Ha cTp. 132). lobaBass UMs OTNpaBuUTeNsl B KOHTaKTbl, MOAyYaTe/b TeM

cambIM JobaBnisieT cepTudukaT oThpaBUTeNs.

e [lytem oTnpaBku daina ceptmdurkata (C paCclUMPEHNEM . cer) NOAyYaTENO B COOOLLEHUN
3N€KTPOHHOWM NOYTbI, HAa BHELUHEM HOCUTENE UAWN pa3MeLLeHNA ero B obLwea0CTyNHOM CETEBOM
XpaHuavie. 3To AaeT BO3MOXHOCTb noayyatento umnoptuposate CER-dain B KOHTaKT.

e [lyteMm co3gaHus koHTakTa ¢ CER-dannom 1 ero otnpaska.

BHumaHue! CeptndumkaT nonyuatens u Baww ceptndukaTt AOMXKHbI COAepKaTb agpeca

/ﬁ\ 3/IEKTPOHHOW NOYTbLI CBOMX BAasenbLeB (CM. ALpec 3N1eKTPOHHOM NoYThl U3
ceptTndukaTta He HaiZeH B CrMCKe aZpecoB KOHTaKTa Ha cTp. 165).

Yto6bl MMAOPTUPOBaTL CEpTUDMKAT B KAPTOUKY KOHTaKTOB, B nporpamme Microsoft Outlook BeinoaHute

cnesyroLLne LencTBus:
1 Ortkporite npeactaneHne KoHTakTbl (B Microsoft Outlook 2013 — npeactaenerue Jlrogw).
2 [1BOMHbIM LLENYKOM OTKPOMTE HYXXHbIA KOHTAKT.

3 OTKpOVITe OKHO ynpaBJieHUA CepTI/Iq)I/IKaTaMVI noab3oBaTend, Ana 3T0ro BbINOAHUTE caejytouimne

AencTBUS:

o B nporpamme Microsoft Outlook 2010 Ha Bknaske KoHTakT B rpynne MNoka3atb HaxxmMuTe

kHonky CepTudukatbl -,
o B nporpamme Microsoft Outlook 2013 Ha Bknagke KoHTtakT B rpynne Mokas HaXXMuTe KHOMKY
Ceptudukatsbl E.
4 Haxmute kHornky mnopr.
5 B okHe Mouck cepTudukata ykaxnTte nyTb K Gpainny cepTudpukata n HaxmuTe KHONky OTKpbITh.

BbibpaHHbIA cepTudumkat byaet fob6aBaeH K JaHHOMY KOHTaKTY.

BHumaHwme! Ecnv nocne nmnopta ceptndurkata nosBMAOCh COOBLLEHME O TOM, YTO
ﬁ\ aApec 3NEKTPOHHOW NOYTbI U3 cepTUdMKaTa He HallZeH B cnncke (cm. Agpec

3/IeKTPOHHOW MOYTbI U3 cepTUdMKaTa He HalAeH B CNUCKe afpPecoB KOHTaKTa

Ha cTp. 165), TO 3awmndpoBaTh NMCbMO C MOMOLLBIO AAaHHOTO cepTudurKaTta He yaacTcs.
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6

YTo6bl ybeanTtbes, 4To fobaBaeHHbIV cepTUdUKaT ABNSETCA AOBEPEHHBIM, BbIGEPUTE €r0 N HaXXMUTE
kHonky CBOMCTBa.

Ecnv B okHe CBoiicTBa cepTuduKarta Ha Bkaagke Obwme otobpaxaeTcs 3Hauok =8/ vam A&, 10
cepTMdUKaT He ABNAETCA AOBEPEHHBIM.

Ecnn ceptndukat He siBaseTcs AoBepeHHbIM, B OkHe CBOMCTBa cepTudmMKaTa OTKPOMTE BKAAAKY
[Josepue v B rpynne NameHeHne npaBua gosepusa Bbibepnte BapnaHT ABHO J0BepATb 3TOMY
ceptudukarty. 3atem Haxxmute kHonky OK.

YTobbI OTNPaBNTb KaPTOUKY KOHTaKTa C CepTVIq)VIKaTOM, BbINOAHUTE Caeayrowme AelzCTBMﬂZ

1
2

B nporpamme Microsoft Outlook co3aaiiTe HOBbI KOHTAKT 1 3aNOAHWUTE KaPTOUKY CBOUMU AAHHBIMW.
NMnopTupyiiTe B KOHTaKT Ball cepTudmkar.
B KOHTEKCTHOM MeH}0 KOHTaKTa BblibepuTe NyHKT Mepecnatb KOHTAKT U 3aTeM Kak koHTakT Outlook.

B okHe nucbMma ykaxute agpec noaydatens, 4o6aBbTe CONPOBOANUTENLHBIN TEKCT U HAXXMUTE
OTnpasuTsb.

Mocne Toro Kak Bbl 0O6MeHsANNCh cepTrdmrKaTaMm C NosyyaTeseM, MOXHO MPUCTynaTh K OTrpaBke
3alnppoBaHHbIX COOBLLEHWA.
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HacTponka A0NONHUTENBHbIX
NapPaMeTPOB 3/1EKTPOHHOM MOAMMCH

M LWNDPOBaAHUA

B nporpamme Microsoft Outlook ans Beibopa cepTndurkaToB nognucy n wmpposaHunsa, Gopmarta
KpunTorpaduu N HaCTPOMKM APYrMx NapaMeTpOB BbIMOAHUTE CedytoLime AeACTBUSA:

1 Bbi3oBuTe OKHO M3MeHeHUs HacTpoiikm 6e3onacHOCTH, 415 3TOrO OTKPOMTe Bkaaaky dain u
BbI6epuTe NyHKT MapameTpbl. B okHe MapameTtpbl Outlook BeibGepuTe pasgen LieHTp ynpaBaeHus
6e30nacHOCTbIO 1 HaxkmuTe KHomnKy MapameTpbl LieHTpa ynpaBaeHus 6e3onacHoOCTbO. B okHe

LleHTp ynpaBsiieHUs 6e30MacHOCTbIO BbIbepuTe passen 3almrta I1eKTPOHHOM NOUTbl U HaXXMUTe

kHonky MapameTpbl.

2 Yb6epguTtecsb, uTto B cnucke ®opmat kpuntorpadum BeibpaHo 3HaveHe S/MIME (cm. rnoccapuin, cTp.

226).

3 HaxwmwuTe BbibpaTb HanpoTue noas CepTudukaT NOANUCK 1 yKaXKNUTE HY>KHbIN cepTudukar.

WM3merenmne HacTpolk BesonacHooTk

HacTpaoiika GezonacHocTi

MMA KoHGKME ypaLm:

X

| YcraHosku SMIME (ivanov @company.com)

DOPMET KPMNTorpadiu; SMIME
[#]HacTpoiika GesonacHocT No yMORYEHMIO AN STOrD hopMaTa
HacTpaiika no yMoNUaH1ko ANA Bcex coobleHui

MeTki BesonacHocT. .. CosnaTh Yaanite

CepTHdMKaTEl M aNropHTHEI

CepTrdMKaT Noanuol; WeaHos Hukonai MeaHosmy
ANroprTM XEWWPOBaHWA: GR 34.11-12(512 e
CepTuduKkaT whbposana:  |VEaHoE Hikonai MeaHosmy
ANropUTH LWMBPOBIHUA: GOST 28147-89 e

[“INepenasate cepTidmkaTel © coobluermen

Napone. ..

BrIbpaTh...

BeIbpaTe...

OTMeHa

PucyHok 65. Bbibop cepmugpukamos 0515 nodnucu u wugposaHus

4 HaxwmuTe KHOMKy BbibpaTb HanpoTve nois CepTndukart WNGpPoBaHUA 1 YKaKUTE HY>XKHbIN

ceptndukar.

BHumaHue! Ecnv BbIBpaHHbIA 4N CO34aHNA 3/1eKTPOHHON NOANUCK cepTUdUKaT He
/f\g COAEPXUT aZpeca 31eKTPOHHOW NOYTbI UV ajpec He COBMAJAET C afpecoM OTnpaBKu
COO0bLLEHUA 31eKTPOHHON nouTkl, Microsoft Outlook He Mo3BoauT BbIGPaTL AaHHBbIV

cepTudUKaT B KayecTBe cepTrdmKaTa 3N1eKTPOHHON MOAMMCH.
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Ecnv BbIBpaHHbIN cepTudUKaT HE COAEPXKUT INEKTPOHHOIO ajpeca OTNpaBk COOBLLLEHNS,
BO3MOXHbI C/iefytoLLme CLieHapum:

o B xpaHunnuwie onepaumoHHON cucTeMbl MMeEeTCa APYron cepTudumKaT C afpPecoM SNEKTPOHHOM
NoYTbl, KOTOPbIA COBMNajaeT C aApPecoM OTNPaBKMN COOBLLEHNS SNEKTPOHHOM NoYThl. [pn
NOAMNNCaHNN COOBLLLEHNS 3NEKTPOHHOM MOYTbI SNEKTPOHHAs NoAnMcb ByaeT co3gaHa ¢
MOMOLLLbIO 3TOro cepTudmKaTa, a He yKa3aHHOro paHee.

o B xpaHuavLLe onepaLMOHHON CUCTEMbBI HET APYTUX CEPTUPMKATOB C aAPECOM SIEKTPOHHOM
MouThl, KOTOPbIV Bbl COBMaAan c apPecomM oTnpaBku coobueHus. Mpu NonbITke NognvcaHms
COOBLLEHNS 3/1eKTPOHHas Noanuch gobasieHa He byaerT.

UT06bl NOAYYMTL BO3MOXKHOCTb NMOAMUCAHUA COOBLLEHWNI 3NEKTPOHHOW NOYUTLI CEPTUPUKATOM,
co3zaliTe 3anpoc Ha HOBbIV CepTUDMKAT, YKaXKMNTe B HEM KOPPEKTHbIN aapec 3eKTPOHHOW NOYUThI 1
nepegaiTe 3anpoc aMUHUCTPATOPY Ballero y40CTOBEPSHOLLETO LIEHTPA.

5 Ecan Tpebyetcs, HacTponTe OCTabHble NapaMeTpbl U HaxxmuTe kHonky OK.
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[lobaBneHme 31eKTPOHHOW MOAMMUCH
KO BCEM COODLLEHMAM

Mporpamma Microsoft Outlook no3ssonsieT 06aBAATE B COOOLLEHNSA 31EKTPOHHON MOYTbI 3/1EKTPOHHYHO
noAnunch, UTobbl rapaHTMPOBaTh MNOA/JMHHOCTL U LLeJIOCTHOCTb COOBLLEHMS, a TakKe obecrneynTb
HeoTpekaeMoCTb. YTo6bl 06ecneunts KOHPUAEHLNANBHOCTb COOBLLEHMS, €F0 HYXHO 3amndpoBaTb
(em. WndposaHme coobLLLEHNI 3N1eKTPOHHOM NoYThl Ha cTp. 135).

MprMeuaHue. bonee NogpobHble CBeAEHVWS O 3aLLUTe 3/1EKTPOHHON MOYTLI CPEACTBaMM
KpunTorpadun MOoXHo noayunte Ha Be6-y3ne Office Online
(http://office.microsoft.com/ru-ru/outlook-help/HA102748945.aspx?CTT=1).

Huxe onncaHo, Kak HaCTPOUTb A06aBAEHME INEKTPOHHOM NMOAMUCK K UCXOAALLMM COOBLLEHNAM B
nporpamme Microsoft Outlook.

BHumaHue! Y1066l nognuceiBaTh COOOLLEHWUS 3NEKTPOHHOM NMOYThl, HEOBXOAMMO UMETb

cepTMduKaT 31eKTPOHHOWN MOAMMNCH, B KOTOPOM yKa3aH ajpec 3/1eKTPOHHOW MoYThl

BAajesbLa cepTudukata v NPUCYTCTBYeT pacluMpeHmne «3allyileHHas 31eKTpoHHan

nouta» B nose «PaclumpeHHoe NCnoab3oBaHWeE KtoYa» («YaydleHHbIn katou»). Ecan
//A\ Takoro ceptudukata HeT, Lo0baBAEHNE NEKTPOHHON NOAMNUCU K COOBLLEHUIO ByaeT
~ HEBO3MOXHO.

YTobbI NONYy4YNTb BO3SMOXHOCTb NOANMCaHuA COO6LLI,EHVIVI 3.I'IeKTpOHHOI‘/JI noYThl,
co3p,a|7|Te 3anpocC Ha HOBbI CepTVI(I)VIKaT, YKaxute B HeEM ajgpec 3ﬂeKTpOHHOVI no4yTbl N
nepep,aﬁTe 3anpoc aAMUHNCTPATOpPY Ballero yaoCcTtoBepAarolero LeHTpa.

UTt06bl £06aBAATL 31IEKTPOHHYIO MOAMMUCH KO BCEM COODBLLEHMAM, BbIMOJIHUTE CEAYHOLWMNE AECTBUSA:
1 OTKpoWiTe OKHO ynpaBaeHWs 6e30MacHOCTbHO 31EKTPOHHOM NOYTHI:

o Otkporite Bknagky ®ain n Boibepute nyHKT MapameTpbl. B okHe Mapametpbl Outlook
BblbepuTe pasgen LieHTp ynpaBieHna 6e30nacHOCTbIO 1 HaXMUTe KHOMKy MapameTtpbl LieHTpa
ynpaBiieHna 6e30nacHOCTbIO.

o B okHe LleHTp ynpaBneHunsa 6e3onacHOCTbIO NepenanTe B pasgen 3awmra 31eKTPOHHOM
noYThbl.

2 B rpynne lUndposaHHasa 3neKTpoHHaa nouta yctaHoBuUTe diaxkok flobaBaatb Linpposyo NoANUChL
K UCXOAALLMUM COOBLLEHNAM.
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Wk posarnan INEKTDOHHIR NOUTS

9.‘ Wnposate COALPAHMOE H BAOKEHNI HCXOAZWMX COOBWEHMA
1) 7| A06a8aATY UHOP OB NOANKIE K KOOZRWMM COOBEHHEM
7| OTNPABAATE NOANKIAHMEIE COOGEHMA OTKPEITHM TEKCTOM

Janpawnears yeezomaenne S/MIME 300 scex nognucanmux coobugermst S MIME

NapameTpyt...

PucyHok 66. [pynna «lLlugppoeaHHas snekmpoHHas nouma» 8 okHe ynpasJ/ieHus 6e30nacHocmeoto

3 Y6eautechb, Uto ycTaHOBAEH paxkok OTNpaBAATb NOANMCAHHbIE COOBLLEHNS OTKPbITHIM TEKCTOM
(MHaue nonyyaTenu, He ncnosbsyrowwme npotokon S/MIME, He cMOryT NpoYecTb COOBLLEHNE).

4 Haxmute kHonky Mapametpbl. OTkpoeTcs okHO MI3MeHeHue HacTpoiiku 6e3onacHocTu
(Ha cTp. 128).

5 3anosnnute none ma koHpurypaumw.
6 Haxwmwute kHonky BbibpaTb HanpoTtne noas Ceptudukat nognucu.

7 B okHe Bbibop cepTudukata Boibepute ceptndumkat n3 cnmcka. Ytobbl NPocMoTpeTb BblbpaHHBbIN
ceptudmkart, wenkHuTe ccoiky MpocmMoTpeTb cBolicTBa cepTudmKarTa.

BbibpaB ceptudumkat nognucy, Haxmute kHonky OK. ToT xe cepTudurkaT aBToMaTMyeckm byaeT
3agaH Ans WndpoBaHUa COOBLLEHNI.

BHumaHue! Ecv BbIOpaHHbIA 415 CO34aHUA 3/1eKTPOHHON NOANUCK cepTudmKaT He

,/A\\ COAEPXUT aZpeca 31IeKTPOHHOW NOYTbl UK agpec He COBMAAAET C afpecoM OTrpPaBKu
coobLeHMs 31eKTpoHHON nouTkl, Microsoft Outlook He mo3BoAUT BbIGpaTh AaHHbIN
cepTdUKaT B KauecTBe cepTMdMKaTa 31eKTPOHHON NoANUCHU.

Ecnv BbIOpaHHbIN cepTUdUKaT He COAEPXKUT IIEKTPOHHOTO ajpeca OTNpaBKM COObLLEHMS,
BO3MOXHbI CleytoLLie CLieHapumu:

o B xpaHuauLe onepaLMOHHOW CUCTEMbI MMeeTCA Apyron cepTndurkaT C ajpecoM 3NeKTPOHHOM
MouYTbl, KOTOPbIN COBNaAaeT C afpecoM OTMNPaBKMN COOBLLEHNSA INEKTPOHHOM NouYTbl. [Mpu
noAnMcaHUmM CoobLLLEeHNs 3NEKTPOHHOM NOYTbI SINEKTPOHHAaA MNOAMUCH DyAeT co3faHa ¢
MOMOLLIbIO 3TOTO cepTUdUKaTa, a He YKa3aHHOro paHee.

o B xpaHunauLLe onepaunMoHHOM CUCTEMbBI HET APYTUX CEPTUDMKATOB C aPECOM INEKTPOHHOM
NnouTbl, KOTOPbIN Bbl cOBMaan c aapecoM oTnpaBku coobuueHus. Mpu NonbiITke NoAnMcaHms
CoO0bLLeHMSA 31eKTPOHHas noagnuce gobaBneHa He byaerT.

Y106bI NONYUNTE BO3MOXKHOCTb NOAMMUCAHNA COOBLLEHWI INEKTPOHHOM NOYTbI CepTUhUKaTOM,
co3jaliTe 3anpoc Ha HOBbIV cepTUdMKAT, YKaXnTe B HEM KOPPEKTHbIN ajpec 31eKTPOHHOW NOYTbI U
nepegarite 3anNpoc agMUHUCTPaTOPY BaLLEro YA0CTOBEPSIOLLEro LieHTpa.

8 UYT0bbl COXpaHWTL HAaCTPOWKK, ABaXAbl HaxXMuTe KHOMKy OK.
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[lobaBneHme 31eKTPOHHOW MOAMMUCH
K OTAENbHOMY COODLIEHNHO

YTobbI AO6aBI/ITb 3N1IEKTPOHHYHO MOAMUCE K OTAE/IbHOMY COO6LLI,eHVII-O, BbIMONHNTE Ael‘/’ICTBVIﬂ, OnncaHHbIE

HWXe.

BHumaHue! Y1o6bl nognuceiBaTh COOOLLLEHUS 3NEKTPOHHOM NOYThl, HEO6XOAMMO UMETb
cepTMduKaT 31eKTPOHHOWN MNOAMMNCH, B KOTOPOM yKa3aH afpec 3/1eKTPOHHOMN MoYThl
BNagenbLia cepTudukata 1 NpUCyTCTBYeT paclumpeHme «3aluileHHas 31eKTPpoHHas
nouta» B nose «PacluiMpeHHoe NCcnonb3oBaHme Kkoua» («YnyulleHHbIN Katou»). Ecan
Takoro ceptudukata HeT, oHaBAEHNE NEKTPOHHON MNOAMMUCU K COOBLLEHUIO ByaeT
HEBO3MOXHO.

UYT06bl MNOAYYMNTb BO3MOXHOCTb MNOANUCAHUS COOBLLEHNI 31IEKTPOHHOW MOYTbI,
CO3/aiTe 3anpocC Ha HOBLIN CEPTUOUKAT, YKaKUTE B HEM aZpeC SNEKTPOHHOMN MOYTbI U
nepegarTe 3anpoc agMUHUCTPATOPY BaLLErO YA0CTOBEPAIOLLErO LLEHTPA.

YTobbI noanuncaTb coo6|.|.|,eH|/|e 3J'|eKTpOHHOI\/'I noAnncbro, BbINONHUTE Caeayroune AeVICTBI/IFIZ

1 Co3paiiTe HOBOe COOBLLEHUNE U B 3aBUCMMOCTM OT Bepcum nporpaMmmbl Microsoft Outlook

BbIMOJIHUTE OJHO U3 AENCTBUN:

o

B nporpamme Microsoft Outlook 2010 oTkpoiiTe Bknaaky MapameTpsbl 1 B rpynne PaspewweHne

LE
Ha>XMUTE KHOMKY I'Io,qnwcaTb "

B nporpamme Microsoft Outlook 2013 oTkpoiiTte Bknaaky MapameTpsbl 1 B rpynne PaspeweHne

4]
Ha>XMUTE KHOMKY I'Io,qnwcaTb A,

. i <
Mpumeyanue. KHonka CoobuieHune ¢ umdpposoi nognuckto uam Moanucatb = ()
MO>EeT OTCYTCTBOBaTb Ha NaHeNV MHCTPYMEHTOB, eC/IV NpeABapUTENbHO B OKHe

M3meHeHMe HacTpoek 6e30nacHOCTU He 6bin BbIbpaH cepTidUKaT 3N1eKTPOHHOMN

MOAMUCH, UCNOJIb3yeMbI MO yMoAYaHWIo (CM. [JobaBieHne 3N1eKTPOHHOM NOoAMNMNCU KO
BCEM co0bLLeHMAM Ha cTp. 130).

< ]
2 Ecan Ha naHenmn MHCTPYMEHTOB HET KHOMKU C006LIJ,6HVIe C LI.I/ICI)pOBOVI noanncbio = (I/IJ'II/I KHOMKW

Q o
Moanuncatb L= (Mopnucatb ™)), BbINOAHUTE CiedyloLmMe AeUCTBUA:

2.1 Ortkpolite okHo CBolcTBa 6e3onacHocTu. [ns 3toro B nporpamme Microsoft Outlook otkpoite

BKnaaky Mapametpbl v B rpynne [,ONoAHUTENbHbIE NapaMeTpbl HaXXMUTE KHOMKY BbI30Ba
Ananoroeoro okHa CBonctBa '*. B okHe CBoicTBa HaxXmuTe KHoMky MapameTpbl
6e3onacHocTN.
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2.2
2.3

CeoiicTea BE3oNacHoCTU

|:| LN poEaTE COAEPHUMOE 1 ENOXEHWNA CO0GLEHMI
,.-J,oﬁaBMTb E COOBLWEHWE LM P OBy NogNHis

He W poEaTe NOANKWEE COOBWEHWA

|:| 3anpalKnEaTe YEe4omneHHe S/MIME Ana 3Toro Co0BWeHua

MapameTpel Be30NACHOCTH
HacTpolika Be30nacHo T

<ABTO> e

MeTka BesonacHocTk

Mogyne noanTHKN: <HeT> “

VISMEHWTE NapamMeTpe. .

HacrpouTe...

OTmeHa

PucyHok 67. OkHo «Csolicmea 6e3onacHocmu»

YctaHoBwuTe dnaxok flobaButb B cooblueHne LmdpoByo NOAMUCH.

an HeO6XOAI/IMOCTI/I B Crnncke HaCTpOVIKa 6e3onacHocTn Bbl6epI/1Te npejgycraHoBJ/IeHHbIE
napamMeTpbl 3neKTpOHHOI7I noanncm mn LIJVICI)pOBaHMFI.

Mo ymonuaHuto B cnncke Hactpoiika 6e30nacHOCTM YCTaHOBAEHO 3HaveHne <ABTO>. 3TO

3HA4unT, UTO CepTI/Iq)I/IKaT 3I'|eKTpOHHOIz noannmcum 6yp,eT Bbl6paH aBTOMaTLyeckn. Ytobbl Bbl6paTb

cepTudmKaT CaMOCTOATENbHO, HaXkMuTe KHOMNKy VaMeHUTb napametpsl (cM. HacTpolika

AOMOHUTE/bHBIX MAapaMeTPOB INEKTPOHHOW MOANMCU U WdpoBaHus Ha cTp. 128).

2.4 YT0b6bI COXPaHWUTb HaCTPOWKM, HaxkMuTe kHornky OK.

(cm. pucyHoK Ha cTp. 82).

5 BaeguTe naponb 1 HaxmuTe KHonky OK.

3 BBEAI/ITG TEKCT COO6LLI,eHVIF|, YKaXunte TeMy U agpecarta. Ecan Tpe6yeTc;|, ,D,O6aBbTe BN1IOXKEHWA.

4 Haxmute kHonky OtnpaButb. OTkpoetcs okHO ViPNet CSP — naponb koHTeliHepa katouei

I'Ipwmeanme. B HEKOTOPbIX CNyHaaX MOXeT I'IOTpe6OBaTbCFI BBECTU NapOJib HECKONIbKO pas.
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[100CMOTP 21EeKTPOHHOM MOAMNCH
COODLLEHMS

[ns npoBepKM 31eKTPOHHOW noanucy cooblieHmns B nporpamme Microsoft Outlook BeinosHuTe
cnesyoLLne AencTBus:

1 OrtkpoWiTe coobLieHne ¢ 3NeKTPOHHOM NOAMUCHIO.

2 B ctpoke MognucaHo npoBepbTe agpec 31eKTPOHHOM NOoYThl MLA, NognuncasLlero coobLueHwe.

Cp 29.11.2017 1951
lvan

OnogeuieHmne

Komy notes@infotecs.ru

Moanucano  lvan@infotecs.ru 2

PucyHok 68. lposepka 3nekmpoHHOU nodnucu 8 coobujeHuu

BHumaHwme! Ecnv agpec anekTpoHHON nouTsl B cTpoke MoanucaHo He coBnajaet ¢
/A\ aApecoM OTnpaBuTeNs, TO UCTVHHBIM OTNPaBUTENEM COODLLIEHMS CneayeT cunTaTb
nognucasluee ero AnLO.

Ecam npw npoBepke 3neKTPOHHOM NMOAMNCK BO3HUKAN Kakne-1mbo npobaemsl, ctpoka MoanncaHo
noyepKHyTa KpacHOM IMHWEN.

3 Y7066l NOAYUNTb BONEE NOAPOGHYO MHOPMALMIO 06 31EKTPOHHON MOAMMNCH, HAXMUTE KHOTKY

LUundposasa noanmco -ﬂ Otkpoetcsa okHO Linpposasa nognuce: npasuabHas. Eciv snekTpoHHas
NoANuCh, CoepXKallanca B COOBLLEHNY, HeAeNCTBUTEbHA, OTKPOeTca OKHO Lindposas nognuce:
HenpaBuWibHas.

LUwndpoeas nognuce: npaemnsHas X

Tema:
om lvan
Moanucano:  Ivan@infotecs.ru

Undposan Nognuce C006WEHWA ABNASTCA
AEACTEMTEABHOW 1 JOEEPEHHOI.

na NpocMoTpa CEEAEHMEA O CEPTUGMKATE,
NpHMEHAEMOM B LD POBOM NOANMCH CO0BLIEHMS,
Ha¥MWTE KHONKY “CEegeHuna’.

CEegeH ..,

[INpeaynpexaats 06 ownbkax & NOAMMCAHHEN 00 0BLEHMAX 40 OTKPETHA.

PucyHok 69. CaedeHus o delicmsumenbHOCMU 3/1eKmpoHHOU nodnucu

4 Ytobbl nonyunTb MHOOPMALMIO O cepTUdMKaTE NOAMNCH, HaxXMUTe KHOMKY CBegeHuns.
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LLInpposaHme coobLleHnI
S/1EKTPOHHOM MOUYTh|

Ans wmpposaHus otaenbHOro cooblyeHus B nporpamme Microsoft Outlook BeinonHuTe crnegytowme
JencTeus:

1

Co3pgaiTe HoBOe COObLLEHNE U YKaXKMUTE HYXKHOTO MosayyaTens.

2 YcraHoBWTe GYHKUUIO WNdPOBaHMSA OAHUM U3 CMOCOOOB:

o

B okHe cooblieHuns oTkponTe BKkagky MapameTpbl 1 B rpynne PaspeweHns HaxMuTe KHOMKY
LLndposatb 4 (lUnpposatb )-

B okHe coobuyeHus oTkpoliTe Bkaaaky MapameTpbl 1 B rpynne JonosHUTebHble NapameTpbl
HaXXMUTe KHOMKY BbI30Ba AManorosoro okHa Ceoncrea . B okHe CBOWMCTBA HAaXXMWTE KHOMKY
MapameTpbl 6e30nacHOCTMY.

B okHe CBolicTBa 6e3onacHocTM ycTaHoBUTE daaxok LLndpoBaTtb cogep>knmoe n BAOXEHNA
CcoobLeHnA.

Y106bl NI3MEHUTL AONONHUTENbHbIE MapaMeTPbl HACTPOKKM (CM. HacTpolika 4oNOAHUTENbHBIX
napameTpoB 3JIeEKTPOHHOW MOAMUCK 1 WndpoBaHus Ha cTp. 128), Takune Kak BbI6OP
nepcoHanbHOro ceptTudukaTa U3 HECKONbKNX YCTaHOBAEHHbIX, HAXMUTE KHOMNKY M3mMeHnTb
napameTpsbil.

3 OtnpaebTe cooObLeHME.

ﬂ'ﬂﬂ LLIIACI)pOBaHMFI BCEX OTNpaBaAd€MbIX COO6LLI,eHI/II7I BbINOJIHUTE Caegyrolne AGIZCTBMHI

1

B rnaBHoM okHe nporpammbl Microsoft Outlook oTkpolite Bknagky ®Paiin 1 BbibepuTe NyHKT

Mapametpsl.

B okHe Mapametpbl Outlook nepelignte B paszen LleHTp ynpaBaeHnss 6€30MacHOCTbIO Y HaXMUTe

KHOTMKY I'Iapameprl LeHTpa ynpaBseHnsa 6e30nacHOCTbIO.

B okHe LieHTp ynpaBneHusa 6e30nacHOCTbIO NepeiianTe B pa3zen 3awuTa 31eKTPOHHOW NouThl 1 B

rpynne lWndpoBaHHas anekTpoHHas nouta yctaHoBuTe daaxok Lndposatb cogepxmmoe u

BJOXKEHUNA NCXOAALLNX COOBLLEHWN.
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Lientp ynpaenenns GesonacHocTee

HaaeskHele n3gatenn

Mapamerpbl KoHGWMAEHLMANBHOCTI
33LLNTa INEKTPOHHOMA NOYThI
OBpabBoTka BNOMEHNA
ABTOMAaTUYECKAA 3arpysKa
Mapamerpel Makpocos

Mporpammublii goctyn

lingpoeannan 3neKTPOHHAA NoOYTa

9&, I WndpoeaTe cogepMMOE M BNOHEHNA MCXOAALLMY cooBLLEHME I
t
] AoBaenate U poEYID NSANMCE K MCXOALLMM cooBLULeHnAM
OTnpaenaTe NoANMCAHHBIE COOBLLEHNA OTKPBLITEIM TEKCTOM

[] 3anpawmears yeegomnenne S/MIME gna ecex nognucanHer coobiyenmii S/MIME
Mo ymonqanuto: | Ycranoskn S/MIME (ivanov@company.com] |~ MapameTpel...
Lndpoewe ypocroeepenma (ceprupurars)

— | LUwnbposbie yACCTOBEPEHNA MK CEPTUNKATEI ABNAIOTCA AOKYMEHTAMM, KOTOpbIE OBecney
BEIONACHOCTE BALLWX 3NEKTPOHHbBIX TRAH3AKLMA,

Ony6ankosats B rNoGansHOM CMINCKE 3APECOB... WMmnopt/akcnopt... Donyunts

Yurate kak obp1uHBIR TEKCT

[] Mwrate oBeiunbie nucema kak oBeidHeli TekcT

YuTtaTe NMCEMa C UM poBoi NoANWCEHD Kak 0BbIYHBIR TeKcT

CI.[EHEPHH B nankax

[ Paspewmte cuenapum B oBLuwx nankax

[ PazpewunTs cugHapin B oBLLesoCTyHEX Nankax

PucyHok 70. YcmaHoska napamempa 0415 wiugposaHusa ecex coobujeHuli

YT06bl M3MEHUTb JOMOJHUTE/IbHBIE MapaMeTpbl HACTPOKKK (CM. HacTpolika JONMONHUTENbHBIX

napameTpOB 3/IeKTPOHHOW MoANnUcK 1 WwWndposaHus Ha cTp. 128), Takmne kak BbIGOP NepCcoHaibHOro

CepTI/Id)VIKaTa M3 HECKONIbKNX YCTAaHOBJNIEHHbIX, HAOXKMUTE KHOMKY I'Iapameprl.

5 /[lBa pa3a HaxxmuTe kHonky OK.

6

Mocne 3Toro Bce oTnpasasieMble COOBLLEHMA BYAYT 3alndPOBaHbl, €CAN A5 UX NOJyYaTenel B

KapTo4yke KOHTaKTOB AO6aBﬂeHbI CepTI/ICI)I/IKaTbI.
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[TooCMOTP 3aLMPPOBAHHbIX
COODLLEHNM

B nporpamme Microsoft Outlook nonyueHHoe 3awmdpoBaHHOE COOOLLEHUNE B CNINCKE COOBLLEHNA

OTMEUEeHO 3Haukom 2.

I'Ip|/| Bbl60pe 3aLLII/I¢)pOBaHHOFO COO6LLI,eHI/IFI B 06/1aCTV UTEHMSA NOSABMUTCA npegynpexaeHune:
«HeBO3MOXHO OTO6pa3I/ITb 371eMeHT B 061acTn UTeHus. OTKpOI‘/’ITe /1EMEHT A/14 YTEHNA ero
COLAEPXKNMOTO».

g BHumaHme! Ana npocmoTtpa 3awmndpoBaHHOro coobLieHns HeobxoarMa nporpamma
ViPNet CSP.

Y106bI NpOCMOTpPETh 3aWNPpoBaHHOE COObLLEHME, BLINONHUTE CleaytoLLne AeACTBUSA:
1 /[Baxabl LIeNKHNTE HY>XHOE COObLLEeHMe B CNINCKE.

2 B okHe ViPNet CSP - naposib KOHTeHepa K/rUen (CM. pUCyHOK Ha cTp. 82) BBeAMTe Napob,
KOTOPbIM 3aLLUMLLEH BaLl 3aKPbITbIA KJIHOY.

Mocne 31010 coo6u.|,eH|/|e CO BCEMU BJIOXKEHUNAMMU 6yp,eT paCLLII/ICI)pOBaHO M NOKa3aHO Ha 3KpaHe.
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LLIndpoBaHMe 40KYMEHTOB U hanioB

Ecnn Bam HeobxoaMMO 3alimbpoBaTh ONpeAesieHHbIe JOKYMEHTbI UAK Galisibl, BOCMONb3YATECH
cnegyroLmm cnocobom:

1 Co3pante 3awmdpoBaHHoe coobuyeHune (cM. LLindpoBaHre coobLLeHNn 31eKTPOHHOW NoYThI
Ha cTp. 135).

2 B kauecTBe BAIOXEHWUN YKaXKnTe HY>KHble AOKYMEHTbI AN Galinbl.

3 OrtnpaBbTe cOObLEHME Ha aapec NoayyaTens uam Ha cBov agpec. B nepsom cnyuae
3aWndpoBaHHble JOKYMEHTbI CMOXET MPOCMOTPETH TO/IbKO YKa3aHHbIM BaMu Mosay4aTesb, BO
BTOPOM — TOJIbKO Bbl.
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DNIEKTPOHHAdA MOAMMCE
MakpOCOB, GOPM M 6a3
NAHHbIX

SnekTpoHHas noanuck B Microsoft Office InfoPath 140
DNEeKTPOHHasA NOAMNNUCb MakpOCOB 144
MoanwncaHune 6a3bl AgaHHbIX Microsoft Access 146
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DNEeKTPOHHAas NOAMMCL B MiCrosoft
Office InfoPath

PaspelueHme noanmcbiBate Gopmy InfoPath
SN1EKTPOHHOW MOAMMUCHHD

Mpw cozpannm wabnoHa opmel Microsoft Office InfoPath Bbl MoXeTe pazpewwnTs fgobaBneHne K popme
3NEKTPOHHOM nognucy. 3anosHmMB GopMy, NoNb30BaTENM CMOTYT NOANNCaTb BCHO GOPMY AN OTAE/bHbIE
ee vactu.

YT0bbI paspelwmTb Nonb3oBatensaM nognuceisate popmy Microsoft Office InfoPath 2010 1 2013,
BbINONHUTE CefytoLLme AeNCTBUS:

1 B npunoxenumn Microsoft InfoPath Designer co3gaite nau otkporite WwWabaoH popmel.
2 Ha Bknaake ®ann B pasgene CBegeHUs Haxmute KHonky Mapametpbl dopmbl.

3 B okHe MapameTpbl popmbl OTKpoiTe pasgen Lindposbie nognucu.

LUndpoBse nognncm

(O He UCNonE30BaTE NOANKMEM & hOpME

MoANUCEIEAEMEIE A3HHEIE B DOPME:

HaBop NognWUibIEae M JaHHBLX | A06aBnTb... |

Mame

¥aanuTe

MzmeHKTE...

PucyHok 71. Bknadka «ugposele nodnucu»
4 Y106bl yKa3aTb NoANMCbIBaeMble JaHHblE, HAXMUTe KHOMKY [lo6aBuTb.
5 B okHe Habop nognucbiBaeMbiX AaHHbIX BbIMOAHUTE CAeaytoW e 4eACTBUA:
o Beeaute nma ana nognmMcbiBaeMbIX JaHHbIX B COOTBETCTBYOLLLEE NOJe.
o Haxwmute kHonky Beibpatb XPath pagom c nonem MognucbiBaemble NOAA M rpynMnbl.
o B okHe Bbibop nona uam rpynnbl BoibeprTe NOAMMCLEIBaEMOe NoJe 1 Haxxmute kHornky OK.

o Bbl Takke MoXeTe yKa3aTb TUM B3aMMOCBSA3M MeXY HECKOIbKMMUN MNOAMUCAMMU, YCTAHOBUB
nepeksitoUaTesb B XesaeMoe nosioxeHve (Mo ymoadaHuto Jonyckatb UCNOAb30BaHUE TONbKO
OAHOW noanuck) 1 2o6aBnTb COOBLLEHNE A1 MOATBEPXKAEHMS MOATUCK.

o BbinonHWB HeobxoavMble HAaCTPOWKK, HaxkmuTe KHonky OK. BeibpaHHOe noJsie nosBuTCA B
cnvcke Habop nognucbiBaembixX faHHbIX.

ViPNet CSP 4.4. PykoBoactBo nonb3osatens | 140



6

HaBop noanucelBaemenx 4aHHbIX ? x

BEEAMTE MMA ANA NOANKMCEIEAEMEIX JAHHEDE
Mame
MognuceiEaEMele NOAA W FPYNGE

/my:monlana/my:nonel E

[HOEAA rpynna nognucei)

MapameTpel NoOANHCK

(®) AonyckaTe MCNOAEI0EAHWE TOABKO 0AHON NOANKMCH

() Bee Noanwcy AENAIOTCA HEIABMCUMEIMK (COBMECTHOE NOAMMCHIBAHMNE)

() Kaaan NoANMEE NOANNCHIEAET NP EAWECTEYIOWNE NOANKMCH (CKPENAAKWEE NOANMCEIBAHIE)
CooBIEHNE 419 DOATEEPHXAEHNA NOANMCH:

Mpexae Yem NoANHEaTE hopPMY MAKW PasAen, NPOBEPETE UX, 3 TAKKE A0NONHWUTENBHYIO
WHG OPMALIMID, KOTOPAA 4ONHHE XPEHWUTECA EMECTE € NOAMUECEHD,

Ormera

PucyHok 72. OkHo «Habop nodnucsieaembix 0aHHbIX»

YT10ObI COXPaHUTL HACTPOWKW, HaxxmuTe kHonky OK.

[ToanncaHve dopmsbl InfoPath

Ecav npu co3gaHnm dopmbl Bblna npeaycMOTpeEHa BO3IMOXHOCTb ee NOoANUcaHns, Noab3oBaTeb CMOXeT

£,06aBUTb K GOPMe CBORD INEKTPOHHYHO NOAMNUCL. YTObbI noanucate GOpPMY, BbINOJHUTE CleaytoLme

AencTBus:

1
2

Ortkpolite dopmy nnu wabaoH popmbl B nporpamme InfoPath Filler 2010 nau InfoPath Filler 2013.

Ortkpolite Bknagky ®ain v B pasgene CeegeHus Haxmute kHonky Moanucate popmy. OTKpoeTcs
okHO Lindpposbie nognucu.

Haxxmute kHonky lo6aBuTb. OTKpoeTCcs OKHO BbIBOp AaHHbIX A5l NOANMUCaHUS.

Ecan 3N1eKTPOHHaaA Nognncb NpMeHAeTCca AnA BCeMn CI)OprI, Bbl6epMTe eAMHCTBeHHbIIZ NYHKT CNKCKa
— Bcn_q>opma. Ecan noaAnncCb NPUMEHAETCA ANA OTAENbHbIX JaHHbIX, Bbl6epMTe M3 Cnncka
noanuncbliBaemMble AaHHbIeE.

Haxxmute kHonky OK, oTkpoeTtcs gnanorosoe okHoO MognucaHue (CM. pucyHOK Ha cTp. 123).

Eciv BBl mognucbiBaeTe OTAE/bHbIE AaHHbIE, BBEAWTE CBOE UMSA B MOJie PALAOM C KPECTUKOM WK
LeNKHWTe CCbiiKy BbibBpaTh pucyHOK, UTObbI BCTaBUTb rpaduryeckoe n3obpaxkeHne nognmcu.

Mpu HeobxoaMMoOCTH 3anonHuTe noe Lienb nognucanus gokymeHta. B nporpamme InfoPath Filler
2013 B 3TOM OKHe Bbl TakXe Npu HeOHXOANMOCTU MOXeTe BblOpaTb MPUYMHY NOAMUCAHNA 13
HeCKOJIbKMX 33/laHHbIX BapMaHTOB B crivcke Tun noaTBep>XAeHMA.

B HuxHel vacTv okHa MoanucaHme npvBeseHbl KpaTkne CBeAEHUs O cepTudmKaTe, KOTOPbIM
npeAnosiaraeTca NoAnucatb AaHHble. ECAN Bbl XOTUTE MOAMNUCATLCA APYTUM CePTUOUKATOM, HAXKMUTE
KHOMKY MI3MeHuUTb 1 BbibepuTe cepTrdumkar.

Haxxmute kHonky Mognucatb, otkpoetcs okHo ViPNet CSP — naposib KOHTelHepa katouei
(cm. pucyHOK Ha cTp. 82).
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10 Beegute naponb 1 Haxmute kHonky OK.

Mocne noAnncaHWa BHeCeHWE U3MeHeHnn B Gopmy (Man B Nons) byseT HEBO3MOXHO.

[IpocmoTp noanmck B popme InfoPath

Y1066l NpocMOTpeTh Nognuce B popme Microsoft InfoPath, BeinoaHuTe cnepyrowme gericteums:

1 Ortkpovite Bknagky ®Paiin n B pasgene CeegeHna Haxxmute kHornky MpocmoTp nognucein. OTkpoeTcs

OkHO Lindposbie nognucwy.

Undppossie nognuncu ? X

3T0 OKHO NO3EONAET AOBABHTE MAKM YAANWTE MG P OBV NOANKMCE, A TAKKE NPOCMOTRETE
CEOICTEA CYLLECTEYHILN LMD POELIX NOAMNWMCEN,

37a dopMa NoanKcaHa Lud poSEIMKM NOANWCAMK CNEAVIOLMY NMLE

Mognuean CocToAHME Mognuc.. 3aMETEN JoBasuTb...

WE3HOE ... [edcTEMTEAEHA Mame ¥TeepxeHue

YaanuTe
MpocMoTPETE NOANNCE..

< > MpoCMOTRETE CEPTHOMEKAT. .,

PucyHok 73. lMpocmomp nodnucu 8 gpopme

2 Ecan Bbl ucnonbsyete Microsoft InfoPath Filler 2010, BbibepuTe 31€KTPOHHYIO NOANUCH M3 CAMCKA U

HaxmuTe KHonky MNMpocmoTpeTb nognucaHHyto popmy. OTkpoeTcs okHo CocTaB NoANMcK
(cm. pucyHok Ha cTp. 118).

Ecam Bbl ucnonbsyete Microsoft InfoPath Filler 2013, BbibepuTe 31€KTPOHHYIO NOANNCH M3 CAMCKA U

HaxmuTe KHonky MNMpocmoTpeTb nognuck. OTkpoeTcs okHO CocTaB NOANUCK (CM. PUCYHOK
Ha cTp. 118).

o B okHe CocrtaB noanncu cogep>kaTtca KpaTtkme ceeaeHna o noanmcum m CepTI/Iq)IAKaTe. Ecanm npm

npoeepke CepTM¢)MKaTa BO3HUKN OLINOKM, coo6u.|,eH|/|e 06 3TOM 6y,£l,ET BbIBE€AEHO MNMoA
3arosn10BKOM OKHa.

o YTO6bI OTKPLITL CEpTUPUKAT, HAXXMUTe KHOMKY MpocmoTp.

YnaneHve noanmcn us ¢opmbl InfoPath

Yrtobbl yaannte nognuce n3 popmel Microsoft InfoPath, BeinosHuTe crneayrowne gencrems:
1 Otkpovite Bknagky ®ann n B pasgene CeegeHnsa HaxxmumTe KHonky MpocmoTp noanucu.
OTtkpoetcs okHO Lindposbie nognucu.

2 BbibepuTte 31eKTPOHHYHO NOANUCE U3 cnncka. YTobbl NpoCcMOTPeTL NOANUCH Nepes, yAaNaeHUEM,
HaXXmuTe KHonky MpocmoTpeTb NnoAnNuUCh.

3 BbibpaB a3neKTPOHHYIO NOANWCH, HAXXMMNTE KHOMKY YAaauThb.
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4 B oKHe NOoATBEPXXAEHUA HaxXMuMTe KHoMNKyY [Jla. n1ekTpoHHas noAnunce byaeT yaaneHa 13 popmbl.
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EHGKTDOHHaFI NoANMnCb MakKpOCOB

[loanncaHme MakpOoCoB

Co3aaB Makpoc B npuioxeHusx Microsoft Office, Bbl MoXeTe 3aBepPUTb €ro 31EKTPOHHOWN MOAMMCHIO.
JNeKTPOHHas NoAMNMCh NO3BOJIAET MOATBEPAMTL NMPOUCXOXAEHME MaKpoca 1 ero besonacHocTb. Co3aatb
M NoAnuncatb Makpoc No3BoastoT Npuaoxenus Microsoft Word, Excel, Outlook, PowerPoint, Publisher un
Visio.

BHumaHme! YTo6bl MOAMMCaTb MaKpOC, HY>XHO UMeTb cepTudUKaT C paclimpeHmnemM
«[MoanucbiBaHWE Koda» B noJie «PaclumpeHHOe UCMob30BaHWe Karoua» («YayulleHHbIN
kntou»). Ecam Takoro ceptudurkaTa HeT, Bbl HE CMOXeETe 400aBUTb 31EKTPOHHYHO
/A\ noAanuck K Makpocy. [lns noayyeHuns HyxxHoro ceptudurkata obpatutech K
 aaMuHucTpaTopy nporpaMmbl ViPNet YA0CTOBepsOLLMiA U KNKOUEBOIA LIEHTP
(cm. gokymeHT «ViPNet YgocToBeparowmin 1 katoueBor LeHTp. PykoBoACTBO
afMUHUCTPaTOpa»).

UTtobbl NognuncaTb Makpoc, BbIMOJHUTE CIEAYIOLLNE AEACTBUS:

1 Ortkpovite pegaktop Microsoft Visual Basic. as atoro B npunoxenunn Microsoft Office Outlook,
Publisher, Visio, Word, Excel unn PowerPoint Ha Bknagke PaspaboTumk B rpynne Kog Haxmute
kHonky Visual Basic.

Mpumeyanue. Bknagka PazpaboTumk no ymoauyaHuo He otobpaxaetcs. YTobbl OHa
nosiBuiack, B MeHto ®aiin Boibepute NyHKT MapameTpbl U B OTKPLIBLUEMCS OKHE B pasgene

Hactpoutb neHty fob6aBbTe Bknaaky PaspaboTumk.
B 1t060M 13 nepeuncieHHbIX MPUAOXKEHU Ans Bbi3oBa peAakTopa Microsoft Visual Basic
MO>HO Tak>Ke BOCMO/Ib30BaTbCA coyveTaHeM knasuw Alt+F11.

2 B okHe pegakTopa Microsoft Visual Basic B MmeHto Tools (CepBuc) Boibepute nyHkT Digital Signature
(Lindpposas nognuck). OTkpoeTtca okHo Linpposas noanuce.

Lndpoean nognuce ? X

Tekywan Noancs NpoekTa VBA:

WMma cepTudwkaTa:  [HeT cepTudmkaTa)

MNoanmce:

WmA cepTudmkaTa:  Petrov

OK OTMeHa

PucyHok 74. [lobasneHue anekmpoHHOU nodnucu

3 HaxmuTe kHOMKy BbibpaTh, B OTKpbIBLLIEMCS CNMUCKe BbibepuTe cepTUdumKaT 3NeKTPOHHOW NOAMNCK U
HaxkmuTe kHonky OK. dnekTpoHHas nognuce byaet gobasieHa K Makpocy.
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[ lpoBepka NoAnMcKM Makpoca

YT06bI NPOBEPUTL 3IEKTPOHHYHO MOAMMCh MaKpOCa, BbIMOJHUTE CeAyHoLLNe feNCTBUS:

1 B okHe pegakTopa Microsoft Visual Basic B meHto CepBuc BbibepuTe nyHKT Lindpoeas nognuce.
Otkpoetcs okHO Lindposas nognuce.

2 B okHe LindpoBas noanunck ykasaH TekyLwuii ceptudumkat nognmcu. Ytobsl npocMoTpeTsb
ceptTudukat, Haxmute kHonky MoapobHocTw.

Ecam ceptndumkat HeHazexeH, To Ha Bkiagke Obuwee B okHe CepTudukar byseT BbiIBEAEHO

coobLeHre 0 BO3HUKLLEN NpobieMe. HeHagexHbI cepTudumkaTt nomeyaeTcs KpacHbIM KPecTOM.

YaaneHune noanmcy Makpoca

YTobbI YAANNTb SNEKTPOHHYHO NOANNCb U3 NMPOEKTa MakpocCa, BbINOAHUTE cheadyrouimne ,Cl,el?lCTBMﬂI

1 B okHe pegakTtopa Microsoft Visual Basic B meHto CepBuc Bbibepute nyHKT Lindposas noanuce.

OTtkpoetcsa okHo Lndposas nognuce.

2 YT0bbl YAanuTb 31€KTPOHHYHO MOAMUCH, HAXMUTE KHOMKY YAanuTb. I1eKTpoHHas noanuce byaet

y4aneHa 13 npoekTa.
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[NoanmncaHme 6a3bl AaHHbBIX Microsoft
Access

B npunoxeHuun Microsoft Access npesycmMoTpeHa BO3MOXHOCTb NoAnuncaHus 6asbl AaHHbIX Npu
nybankaumn. Mocne cozgaHmsa dalina 6a3bl gaHHbIX B popmate Microsoft Access ero MoXKHO ynakoBarb,
[,06aBUTb 3/IEKTPOHHYHO NMOAMMWCh, @ 3aTEM PacNpPOCTPaHUTb NOAMMUCAHHbIV NakeT Cpeamn Apyrmx
nonb3oBaTenel. [onb3oBaTeny, NONyUMBLLME NAKET, MOTYT U3BJIeYb U3 Hero 6asy AaHHbIX U Janee
paboTaTb C Hell.

Yto6bl ynakoBaTb 1 nognucaTb 6a3y gaHHbIX Microsoft Access, BbINosHUTE Cieaytolme AeACTBUS:

1 B nporpamme Microsoft Access 2010 namn 2013 oTkpoiite Bkaaaky Pain v Boibepute passgen
CoxpaHuTtb Kkak (B Access 2010 —CoxpaHuTb 1 onybankosatsb). B rpynne CoxpaHuTb 6a3y AaHHbIX
KaK LLe/KHUTe 3N1eMeHT YnakoBaTb U Nognucathb, a 3aTeMm — CoxpaHUTb Kak.

OTkpoeTcs OKHO Bblbopa cepTudmKaTa.

2 Bbibepute ceptrdurKaT 3NEKTPOHHONM NoanncK n HaxmuTe kHonky OK. Otkpoetcs okHo Co3aathb
nognucaHHbi naket Microsoft Office Access.

BHumaHwme! [1ns nognuncanms 6asbl faHHbIX 31EKTPOHHON NOANMUCHI0 HEOBXOAMMO
BbI6paTh cepTndmKaT, KOTOPLIN UMeeT paclumpeHune «ognncbiBaHne Koga» B none
«PaclwmpeHHoe ncnosib3oBaHme Karoua» («YaydlleHHbI Katoy»). Ecin B ceptndukate B
/ﬁ.\ nose «PaclumpeHHoe 1Cnoab3oBaHMe Katoua» He f0baB/eHO JaHHOe pacluMpeHme, Bbl
~ He cMoXeTe cO3/4aTb NOAMMCaHHbIN NakeT. 3a HEO6XOAMMBIM CepTUdUKATOM
obpaTnTech K aAMUHUCTPaTOPY YA0CTOBEPAOLLLEro LieHTpa (cM. JokymeHT «ViPNet
YAOCTOBEPAOLWMIA U KNHOUEBON LIEHTP. PYKOBOACTBO afMUHUCTPATOPa»).

3 BblbepwuTe manky Aas COXpaHEHUs MOAMMCAHHOIO MakeTa.
4 B none Nmsa daiina BBeaMTe UMS A5 NakeTa U HaxxmuTe kHonky Co3aartb.

MoanuncaHHbIM NakeT 6a3bl AaHHbIX OyAeT COXpaHeH B yKa3aHHOM narke.
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OpraHmsaumsa 3aLmiLeHHOoro
coeanHeHnsa TLS

OpraHu3auma JocTyna K 3awmiLeHHoMy Beb-cepBepy 148
HacTtpoiika Beb6-6pay3epa Internet Explorer ans pabotbl no npotokony TLS 151
MpoBepka JOCTYNHOCTM Be6-y31a NO 3awuiieHHoMy npoTtokony HTTPS 152
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OpraHmsauma AoCTyna K
3alLUMLIEHHOMY BEDO-CepBepy

YT06bI € nomoLsto kpunTonpoangepa ViPNet CSP opraHv3soBaTh 4OCTYN K 3alMULLEHHOMY

Beb-cepBepy, NOCNef0BaTENbHO BbIMOJAHUTE HACTPOIKY CEPBEPHOW U KNNEHTCKOM YacTel:

Tabauya 5. MNopadok opaaHuzayuu docmyna K 3auuuyeHHoMy seb-cepgepy

JeiictBne Ccbika

Hactpotite cepsep IIS. Hactpolika cepBepHoOi Yactn
(Ha cTp. 148)

YcraHosute kpuntonposanigep ViPNet CSP.

YcTaHOBWTE B XpaHWUIVLLLE cepTUPUKaTOB
KOoMMbloTepa cepTudukaT noab3osaTens (cepeepa),
cepTndukat nsgatens n aktyanbHblli cnmcok CRL.

YcraHosute kpuntonposangep ViPNet CSP. HacTpolika KnneHTCKon yactu
(Ha cTp. 149)

YcTaHOBWTE B XpaHWIVLLLE CepTUPUKATOB
nosb3oBaTtens cepTudukaT nonb3oBaTens (KAveHTa),
cepTmdukat nsgatens n aktyanbHblli cnmcok CRL.

Mpw HeobxoaMMocTM HacTporTe 6pay3ep Internet
Explorer ans pabotbl no npotokony TLS.

Cosert. Mbli pekomMeHayeM pacnedaTtatb CNUCOK U OTMeEYaTb B HEM Larn no Mepe nx
BbIMOJIHEHUA.

HacTtpomka cepBepHOM YacTu

[N HaCTPOWMKM CepBEPHON YacTV BbINOJHUTE Clefytolne AenCcTBUS:

1

Hactpowrte cepBep IIS (cMm. «[MpakTnueckoe pykoBoactso. Co3gaHune yaaneHHbix Beb-y3nos 1I1S» B
6ubamoreke MSDN (https://msdn.microsoft.com/ru-ru/windows/apps/25fz9ck5(v=vs.110)).

YcraHoBuTe kpuntonpoBangep ViPNet CSP (cM. YcTaHOBKa U 3amyck nporpamMmMbl Ha cTp. 26).

CosganTe 3anpoc Ha cepTudmkar ana seb-cepsepa IIS (cm. Co3zaHme 3anpoca Ha cepTudukat u
bopmMupoBaHme 3akpbITOro kito4va Ha cTp. 55) (ncnonb3yiite wabnoH ceptudukata Beb-cepsep) n
OTMNpaBbTe €ro B yA0CTOBEPAIOLLNIA LIEHTP.

MonyunTe y agMMHUCTPaTOpPa YAOCTOBEPSAIOLLEro LieHTpa cepTudukaT ans cepeepa IS, n3gaHHbIA no
3anpocy, a Takxe cepTudukaTt nsgaTtens n CnMcok aHHyAMpoBaHHbIX ceptudukaTtos (CRL).
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BHumaHwme! CepTudukaT nonb3oBaTensa Ans cepBepa AOMKEH MMeTb paclUpeHne
«WLndposaHne gaHHbIX» B none «/lcnonb3oBaHune kntova» n pacwmpenmne «lposepka
NOAJIMHHOCTW cepBepa» B NoJe «PaclumpeHHoe NCNoJib30BaHMeE KNtoYa»
(«YNyuULLeHHbIN KNtoU»).

>

5 YcraHoBWTE NOAyUeHHbIV cepTUdUKaT AN cepBEPa B KOHTEMHEP Katoyel (CM. YcTaHoBKa
cepTndukaTa B KOHTENHeEpP KAtoUen Ha cTp. 67).

6 CoxpaHuTe Naposib JOCTyrNa K KOHTENHePY KAtouen (M. [TpocMOoTp 1 HacTpolika CBOMCTB
KOHTelrHepa katoyel Ha cTp. 80).

7 YctaHOBWUTE B XpaHuauLe cepTMdMKaTOB NOKabHOrO KOMMbOTEpPa cepTudumkat cepeepa
(cm. YcTaHoBKa cepTudumkaTa B cucteMHoe xpaHuaviwe Windows Ha cTp. 69), a Takke ceptudukar
nsgatens n cnmcok CRL (cm. YctaHoBKa cepTrdumkaTa U3AaTens u Crnucka aHHyAMpOBaHHbIX
cepTudUKaATOB Ha CTp. 76).

8 HactpoiTte npaBa focCTyna K KOHTENHepy katoven (cM. HacTpoiika npae f0CTyna K KOHTenHepy
Kato4ven Ha cTp. 83). Mbl pekoMeHayeM 3ajaTb crejytolime npaBa:

o [Ansa rpynnbl SYSTEM — MonHbik goctyn, YteHne.
o Ana rpynnel Administrators — MoaHbI goctyn, YteHue.

o [Ana BCTPOEHHOW y4eTHOW 3anucu, nog kotopon pabotaet npunoxeHne (LOCAL SYSTEM, LOCAL
SERVICE, NETWORK SERVICE naun IS AppPool\Vms nyna), — MonHbiii goctyn, YteHne.

9 T[lpoBepbTe JOCTYNHOCTb Be6G-y3na No 3awwmeHHomy npoTtokoay HTTPS (cm. [NpoBepka
A[OCTyNHOCTM Beb-y3na no 3awmweHHoMy npoTtokony HTTPS Ha cTp. 152).

HacTtporika KNIMEHTCKOW YacTm

[JNs HaCTPOWKM KIMEHTCKOW YacTW BbIMOJHUTE CeAytoLLne AeNCTBUS:
1 Ycranoswute nporpammy ViPNet CSP (cm. YcTaHOBKa 1 3anyck nporpaMmebl Ha CTp. 26).

2 CospaiiTe 3anpoc Ha cepTudmKaT noab3oBatens (cm. Co3gaHune 3anpoca Ha cepTudukaT 1
dbopmMMpoBaHME 3aKPbITOTrO KJtoYa Ha CTp. 55) 1 oTnpaBbTe ero B yAOCTOBEPSAIOLWMIA LIEHTP.

3 Monyunte y agMMHMCTPaTOpPa YAOCTOBEPAIOLLErO LieHTpa cepTuduKaTt 418 BeO-KANEHTa, N34aHHbIN
no 3anpocy, a Takxe ceptndukar nsgarensa n cnncok CRL.

BHumaHue! CepTudukaT nonb3oBatens 415 Beb-KANEHTa JOMKEH UMETb pacLuMpeHme
«[poBepka NOANMHHOCTU KAWEHTa» B Nose «PaclumpeHHoe Ncnoab3oBaHme Karoua»
(«YNyuULLEHHbIN KNHoU»).

4 YcTtaHOBMWTE NONYYEHHbIN cepTUdUKAT AR KNVEHTA B KOHTENHEpP KAtoUen (CM. YcTaHOBKa
cepTudukaTa B KOHTENHEpP KAtouel Ha cTp. 67).
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5 YcraHoBuWTe B XxpaHuauLe cepTUdMKaToB TeKyLLero noab3osartens ceptudukar Ans Beb-kaneHTa
(cm. YcTaHoBKa cepTtudukata B cuctemHoe xpaHunmige Windows Ha cTp. 69), a Takxe cepTudukar
n3gatensa n cnucok CRL (cm. YcTraHoBka ceptudumkarta nsgatensd v crnvcka aHHYIMPOBaHHbIX
cepTndurKaToB Ha cTp. 76).

6 BbinonHUTe HacTpoiiky Be6-6pay3epa Internet Explorer ans paboTbl NO 3alLMLLEHHOMY NPOTOKOY
(cm. Hactpovika Be6-6pay3epa Internet Explorer gns pabotbl no npotokony TLS Ha ctp. 151).

7 TlpoBepbTe 4OCTYNHOCTb BeH-y3na No 3almieHHoMy npoTtokony HTTPS (cm. Mposepka
AOCTYNHOCTM Beb-y31a No 3awmieHHoMy npotokony HTTPS Ha ctp. 152).
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Hactporka Beb-bpay3epa Internet
Explorer ana paboTbl MO NPOTOKOY
TLS

MpumeuaHue. B Beb-6payzepe Google Chrome 26 1 6onee No3aHMX Bepcumii
OpraH13oBaTh 3alluileHHoe coeAnHeHne TLS ¢ nomolubto kpuntonposangepa ViPNet
CSP HeBO3MOXHO.

Hacrtpoiiku Beb6-6pay3epa Internet Explorer no ymonuanuto nossoastot pabotate no npotokosy TLS.
Ecnn HacTpolikn Bpay3epa OTAMUHBI OT NMepBOHaYabHbIX UAN COEANHEHWE C CEPBEPOM HE MPOUCXOANT,
BbINONHNTE CiefytoLLmMe AeNCTBUS:

1 B meHto CepBuc Beb6-6pay3epa Internet Explorer Boibepunte nyHkT CBOMCTBa 0603peBaTens
(CBoiicTBa bpay3epa).

2 B okHe CBolicTBa obo3peBaTtens (CBoicTBa 6pay3epa) BbINOAHUTE CefyroLLne AeNCTBUA:

o OtkponTe Bknagky besonacHoctb 1 ybeamTech, Uto daaxkok BkAOUUTB 3alUMLLEHHBIN peXuM

CHAT.

o Ortkpolite Bknaaky JonoaHUTeNbHO 1 ybeantech, Yto yctaHoBAeHbl Gaaxku TLS 1.0 n
Wcnonb3sosatb TLS 1.2.

3 [poBepbTe AOCTYNHOCTb BeO-Yy3/1a Nno 3awmiieHHoMy npoTtokoay HTTPS (cm. MNposepka
[OCTYNHOCTM Beb-y31a no 3awmweHHomMy npoTtokoay HTTPS Ha cTp. 152).
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[1poBepKa AOCTYMHOCTM BED-Y3/13
Mo 3aluileHHoOMY npoTokoay HTTPS

Ana poctyna k Be6-y3ny no npotokony HTTPS BbinonHUTe cegytolume AencTBus:
1 B agpecHol cTpoke obo3peaTtens Internet Explorer BBeanTe https://mua_cepsepa.

2 [pw ycnewHom coeamHeHnmn 1 ayTeHTMduKauum noib3oBaTtess OTKPOETCs CTpaHuLa Beb-cepaepa.

Ecaun coegmHeHne c Beb-cepBepOM YCTaHOBUTL He yAanock, obpatutecsk kK pasgeny Het coeanHeHns ¢
cepeepom no npotokoay TLS (Ha cTp. 170).
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B3anmoaenctame ¢ [1AK
VIPNet HSM

O6uwme ceeaeHns o ViPNet HSM 154

Hactpoika B3anmogenctaus c MNAK ViPNet HSM 155
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Oobwwpe ceeaeHusa o ViPNet HSM

ViPNet HSM (https://infotecs.ru/product/vipnet-hsm-1-0.html) npeacraBnseT cobon
nporpamMmHo-annapatHblin komnaekc (MAK), npegHazHauveHHbI 415 BbINOAHEHUS KpUNTOorpaduueckimx
onepaumii No 3anpocamM KINEHTOB, a TakXXe A1 3aLUMLEHHOrO XpaHeHNsa Katoyelr U KOoHPUAeHLManbHbIX
AaHHbIX knneHToB. O HasHaueHun MAK ViPNet HSM 1 pabote ¢ HUM CM. B JOKYMeEHTe
«[porpamMmmHo-annapaTHblin komnaekc ViPNet HSM. PykoBoacTBO agMuHMCTpaTopa».

C nomoubto ViPNet CSP Bbl MmoxeTe noakntovatbes K NMAK ViPNet HSM 1 ncnonb3osatb ero ana
3alLMLLEHHOrO XpaHEeHMWs KAKYel U BbINOJHEHUs KpunTorpadpuueckmx onepawmii. ns storo Mexay
ViPNet CSP 1 MAK ViPNet HSM Heobx0AMMO HacTPOUTb COeMHEHME.
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HacTtpownka B3ammoaenctama ¢ MAK
VIPNet HSM

Ana HanpaBnenusa MAK ViPNet HSM (cm. rnoccapui, cTp. 226) 3anpocoB Ha BbIMOJHEHWE
KpunTorpapuyecknx onepauuii 1 NoayYeHUs pesybTaToB X BbINOAHEHMA, a Takxke And paboTsl C
kntodamu, xpaHawmmmncs Ha NMAK ViPNet HSM, npeaBapuTensHO BbINOAHWUTE CeaytoLme JeACTBUSA:

1 YcraHosute mogynb ViPNet HSM SDK cornacHo gokymeHTy «[TporpammHo-annapaTHblii KOMaekc
ViPNet HSM 2.9. PykoBoacTBo pa3paboTumka NpuKAagHOro cepamca.

2 B okHe ViPNet CSP B pa3gene MNoakntovaeMblie yCTPOCTBa Y6eaMTECh, UTO ONPOC YCTPOMCTB
ViPNet HSM BkatoueH (cMm. HacTpoiika crnivicka onpallivBaeMbiX YCTPOUCTB Ha CTp. 93).

3 TMpowuzseaunte HacTporiky Mmogyns ViPNet HSM SDK cornacHo gokymeHTy
«[porpammHo-annapaTHbii komnaekc ViPNet HSM 2.9. PykoBogacTBo pa3paboTumka NnpuknagHoro
cepBuca».

MpeaBapuTenbHas HacTpoika ansa B3aumogericteus ¢ NMAK ViPNet HSM BeinonHeHa. Tenepb Bbl MOXeTe
paboTaTb ¢ katouamu, xpaHswmmucs B MNMAK ViPNet HSM, kak eciv 661 OHU HaxOAWAUCH Ha BHELLHEM
YCTPOWCTBE, MOAKNOUYEHHOM K BalleMy KomrbtoTepy (cM. OnepaLmmn ¢ KOHTelHepamMu Kitouei

Ha cTp. 79).
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A

BO3MOXHbIE HEMOAAAKN U
CNOCODbI UX YCTPaAHEeHUS
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TpeboaHme obHosaeHMd Windows
npu yctaHoske ViIPNet CSP

B npouecce yctaHoBkuM ViPNet CSP MoxeT 6bITb BblAaHO cO0bLLEHNE O HEOBXOANMOCTN OBHOBAEHUS
Windows.

3anyctute LleHTp o6bHOBAeHMs Windows 1 ycTaHOBUWTe BCe NocieHe 0OHOBAEHMA. ITO obecneunt
npasuabHyto paboty nporpammbl ViPNet CSP 1 3awumTy Balero komnetotepa.
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He yaaetca 3anyctmtb ViPNet CSP
13-3a HapYyLIEeHMA LeN0CTHOCTM
GanaoB MPOorpaMmbl

Mpoeepka UENOCTHOCT MCNONHAEMBI MOy X

LlenocTHooTE McnoAHAEMBX Gaiinoe HapyLULEHa,

MepeycranosuTe nporpammy ViPNet C5P,

PucyHok 75. CoobujeHue o HapyuweHUU yesocmHocmu ¢galinos npoepammesi

Y1066l BEpHYTb paboTocnocobHocTb ViPNet CSP, 3anycTtute yctaHOBOYHbIW daiin 1 BOCCTaHOBUTE
YCTaHOBJ/IEHHbIE KOMMOHEHTbI NporpaMmbl (cM. lobasneHue, yaaneHve 1 BOCCTaHOBNEHMeE
KOMMOHEHTOB MPOrpaMmbl Ha CTp. 32).

Mocne nepesarpysku nporpamma ViPNet CSP 6yaeTt noaHocTbio pabotocnocobHa. Ecim nporpamma
6blaa 3aperncTprMpoBaHa, MOBTOPHas perncTpaLms He Tpebyercs.
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He yaaeTca NoayynTb KOA
perncTpaunm yepes VIHTepHeT

Ecav npu nonbiTke NoayunTb Kog perncrpaummn yepes VIHTepHET coejuHeHne C cepBepoOM perncrpaLmm
OAO «NHPoTeKC» ycTaHOBUTbL He yAaeTCs B TeYEHWE 3 MUHYT, MOABUTCA OKHO C NpegynpexaeHnem.

Peructpauma ViPNet CSP X

He yaanocs nogkniounTsc K CEPEERY CHCTEMBI PETMCTPALIMK.
! MeonpoByliTe 3aperncTPUPCEaTECA NO3XE WKW BOCNOAL3YATECE
ApYTUMKM CnocoGamn perncTpaumn,

PucyHok 76. He ydanoce coeduHumescs ¢ cepgepom pezucmpayuu OAO «MHgpoTeKC»

B 3TOM c/lyyae NpoBepbTe HACTPOMKM BaLLero ceTeBOro skpaHa. Jloctyn k cepsepy pernctpaumm OAO
«NIHPoTeKC» http://regboxproduct.infotecs.ru no npotokony TCP, nopt 80 He gosxeH 6bITb
3ab10knpoBaH.
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[1pobaeMbI NPU NCNONB30BAHNMN
anrapaTHoOro Moy s 0BEPEHHOM
3arpy3kn «Akkopa-AM/3»

Ecav Ha KoMMblOTepe yCcTaHOB/EH anmnapaTtHbIl MOAY/b JOBEPEHHON 3arpy3ku «Akkops-AM/3», Ho ero
He yAaeTca ncnonb3osats B nporpamme ViPNet CSP B kauecTBe faTumka CayyaHbIX Yncen, BbINOAHUTE

cnesyroLine LencTBus:
1 Yb6eaunTech, UTO Ha KOMMbIOTEPE YCTaHOBEHBI ApanBepbl «AKkopA-AM/3».

2 13 manku yCcTaHOBKM ApaiBepoB (M0 YMOAYaAHUIO C: \Accord) ckonupyinte ¢ain tmdrv32.dll B
CneAyroLLyo Mmarky:

o Mpw ncnonb3oBaHum 32-paspsgHolt Bepcmm Windows — C: \Windows\System32.
o Mpu ncnonbsoBaHmm 64-paspsgHon Bepcun Windows — C: \Windows\SysWOW64.

3 B nporpamme ViPNet CSP Bbibepute «Akkopa-AM/A3» B kauecTBe gaTumka CiyyanHblx Ymcen
(cm. Nicnonb3oBaHme gatumka cayyanHbix Ymcen Ha cTp. 98).
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[1pobaeMbI NPU NCNONB30BAHNMN
ycTpomncTBa TMna SafeNet eToken
(eToken Aladdin)

Ecau Bbl ncnonb3yete yctpoiicteo Tuna SafeNet eToken (eToken Aladdin), n npu popmupoBaHum
3anpoca Ha cepTndumKaT Ball KOMMbIOTEP 3aBUCaeT, ybeamTech, YTO YCTaHOBAEHO NPOrpaMMHoOe
obecneueHmne eToken PKI Client 5.1 SP1 nan SafeNet Authentication Client.
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CepTnodmKaT aBTOMaTUYECKM
HEKOPPEKTHO YCTaHAB/IMBAERTCA B
XPaHWAWLLE MPU MOAKTHOUEHM
BHEUWHero ycTpoucTBa

Mpy NOAKAOUEHMIN K KOMMbHOTEPY HEKOTOPBIX BHELLIHUX YCTPOWCTB, HanprMep YCTPOWCTB CEMENCTBA

ESMART Token, ceptudukaTbl, XpaHALLMECA Ha HMX, YCTaHABANBAIOTCA B CUCTEMHOE XpaHUanLLEe

aBToMaTuuecku. [ocne Takon yctaHoBkM paboTta nporpammbl ViPNet CSP ¢ stumun ceptudukatamm byaer

HEeBO3MOXHa. YTo6bI OTKIFOUMTL aBTOMATUYECKYHO YCTaHOBKY CepTUdMKATOB NPU MNOAKIHOUEHWM
YCTPOWCTBa, MPeABapUTENbHO BbIMOJHUTE CleAytoLine AeNCTBUS:

1 Ortkporite koHCcoAb MMC:
o Haxmute couyetaHume knaeuw Win+R.
B meHto Myck Takxke MOXHO BblI6paTb MYHKT BbINOAHWTE.
o B none OTkpbITb BBEAUTE mmc M HaxXmuTe KHomky OK.

2 B meHto Daiin okHa KOHCONM BbibepuTe MyHKT flo06aBUTb AN YAaNUTb OCHACTKY.

B okHe [lobaBneHuve 1 yaaneHme ocHacTok B cnvcke JocTynHble OCHacTKU BbiGepuTe OCHaCTKY
PepakTop 06bEKTOB FPyNMNOBOM MNOANTUKN U HAaXKMUTE KHOMKY [,06aBuUThb.

B okHe Bblbop 06beKkTa rpynnoBoi NOAUTUKM BbibepunTe 06bekT JlIokanbHbI KOMMbloTeEp. B
pe3ynbTate byaeTt sobaBneHa ocHactka MoanTtuka "JlokanbHbIN KOMMbLOTEP".

Ha neBow maHenn okHa KoHcoan BbibepuTe pa3sen KopeHb koHconn > MoanTtuka "JlokanbHbin
komnbtoTep” > KoHdurypauus komnbrotepa > AAMUHUCTPaTUBHBIE WabaoHbl > KOMMOHEHTHI
Windows > CmapT-kapra.

Ha npaBoli naHesv okHa KOHCOM ABaX/b! WeAKHWTE napaMeTp Bkatounte pacnpoctpaHeHue
KOpHeBOro cepTudurKarta co cMapT-KapTbl.

B okHe BikatounTb pacnpocTpaHeHve KOPHEBOTO cepTUdMKaTa Co CMapT-KapTbl YyCTaHOBUTE
nepek/toYaTesib B NosoxeHne OTKAOUEHO.
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A BrntounTe pacnpocTpaHEHNE KOPHEBDTO CEPTMRNKATE CO CMApT-KapTel
E‘ BrAtoMUTE PACNPOCTREHEHME KOPHEBOTO CEPTURUKATA CO CMBPT-KapThl

MNpeasaywnid napameTp Cheayrownid napameTp

O He s3z3H0 KommenTapuid:

() BrearoueHo

TpeBosanua K Bepcilt [ e e Windows Vista

Mapametpr: Cnpaska:

3TOT NapameTp NO3EOAET YNIPAEIATE PECNPOCTRaHEHMEM
KOPHEBOMD CEpTMgMKATa NPK BCTABNEHHOA CMapT-KapTe.

Ecnm 3TOT NapameTp BKAKOYEH WK HE 3343H, TO NPW BCTABKE
CMapT-KapTel NpOWMICALET pacNpocTpaHEHNE KOPHEBOTD
cepTudmkarta. Mpumeyanne, Htobel AaHHeIR napamerp
NOAUTHEN paBoTan, JomKeH GeiTe BEMHIUEH NapameTp
noauTin: <BknrounTe pacnpecrpaHenne cepTudMKaTos co
CMapT-KapThis,

Ecnw 3ToT napameTp oTKAKIYEH, TO KOPHEBbIE CEPTUNKATEI He
Gy yT pacnpocTpaHATLCA CO CMapT-KapTel.

Ctmena MpumeruTs

PucyHok 77. OmkarodeHue asmomamuyeckol ycmaHosKu cepmugukamos 8 cucmemHoe xpaHuauwje
npu NoOkYeHUU BHeWHe20 ycmpolicmead k KoMnetomepy

Tenepb Bbl MOXETE MOAK/IOUNTL BHELLIHEE YCTPOWUCTBO K KOMMbIOTEPY U YCTAHOBUTb HY>KHblE
KOHTeWHepbI KItoUel u cepTudukatsl (CM. YCTaHOBKa KOHTENHEPOB KJtouel 1 cepTudurKaToB Ha cTp. 61).
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He yaaetca Haut KOHTEMHED
K/TFOYEM, COOTBETCTBYHOLLINM
ceptTmomkaTy

MosobHaa Henonaska MOXeT BO3HWMKHYTb MPU BbINOJHEHUN CEAYHOLLUX YCNOBUIA:
e Bbl ncnonbsyete onepaumoHHyto cuctemy Windows 7 nan Windows Server 2008 R2.

e Ha Balwem KOMMbIOTEpPE YCTaHOBJ/IEHbI KOHTENHEP KAFOUel 1 COOTBETCTBYHOLWMIA eMy cepTuduKar
(cM. rnoccapwuid, cTp. 61).

e [lpu NoOMbITKE BbIMNOJAHWUTD OAHY 13 KpUNTOorpadryeckux onepaunin nocie ykasaHus ceptudukara He
YAAETCA HAlTM COOTBETCTBYHOLLNIA MY KOHTENHEP KJIHOUEN.

370 u3BecTHas npobiema, pelleHHas cnelmanmctamm komnaHum Microsoft. 1ns ycTpaHeHWs Henonazku
ycTaHoBWTe nakeT ncnpasnaexnin ana Windows KB977222
(https://support.microsoft.com/ru-ru/kb/977222).
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He yaaeTtca 3alndpoBaTh A0KYMEHT

ALpPeC 3NEKTPOHHOW MOYTbI 13 CepTrdUKaTa He
HalnAeH B CrMCKe aZpecoB KOHTaKTa

Mpun nmnopTe cepTudmrKkaTa B KapTouky KoHTakTa Microsoft Outlook MoxxeT nosBUTbCA NpedynpexaeHune

0 TOM, YTO CepTUdMKAT HE COAEPXKMT aApPec SNEKTPOHHON MOYTbI, KOTOPbIN Obl COOTBETCTBOBAJ ajpecy

AaHHOIo KOHTakKTa.

B aTom cnyyae 3awmdpoBatb coobLueHrEe Ha 3TOM cepTudwmKaTe NoaydaTtens He yAacTcs.

BO3MOXHbI aiejyrowme NnpnynHbl noABAEHNA npo6ne|v|b|:

o

o

Otkpoite okHo CepTudukart, ABaxabl WwenkHyB Gann ceptudukara.

Ha Bknagke O6Llme yi0CTOBEPLTECH, UYTO CepTUdMKAT NPUHASNEXUT JaHHOMY MOayYaTento.

Ecam 310 He Tak, ykaxuTe A8 MMMNopTa HYy>XHbIN cepTudmKart.

n CepTudukar

OBuwe  Coctas MMyTh cepTHdMKELIIM

g Ceepenna o cepTwhukaTe

3IToT cepTwdUKaT NpegHasHavaeTca gna:

EBalIero KoMNeTEPS
* JawmwaeT CUUEUJ.EHMH 3]'IEKT|30HHDF1 noYThl

* MoATEEPHAEET YAANEHHOMY KOMMBIOTERY HAEHTMRMKELMID

I KoMy Beigan: MeaHoE MEaH MeaHoBMY I

Kem Boigan: CRYPTO-PRO Test Center 2

Aeiicteurened ¢ 23.11.2017 no 23.02. 2018

T Ectb sakpbiTbilt kntoH AnA sToro cepTdMkaTa,

YCTaHOBWTE CEpTUMKAT. ..

3aAENEHWE NOCTABLUMKS

s

PucyHok 78. lNposepka enadesbya cepmugukama

B cepTudmkate He nponncaH agpec 3NeKTPOHHOW NOYTbI J@HHOTO KOHTaKTa, B 3TOM Cay4ae

BbIMOJIHUTE C/IeAytoLMe AeNCTBUSA:

o Otkponte okHO CepTuduKart, ABaxabl WwenkHys Gann ceptndurkarta Ha Jucke.

ViPNet CSP 4.4. PykoBoACTBO noab3oBates

CepTudukaTt He NPUHAZIEXUT AaHHOMY KOHTaKTy, B 3TOM C/ly4ae BbINOJHUTE ClejytoLlne AeicTBus:
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Ha Bknagke CoctaB BbibepuTe none Cyb6bekT 1 yA0CTOBEPbTECH, B KAUECTBE 3HaUEHMWS

napameTtpa E 3agaH Hy>XXHblI agpec 31eKTPOHHON NoYThI.

MokasaTe:

o# CepTudmkar

<Beex

Ofuwwme COCTEE  MyTe cepThduKaLm

Mone

BﬂeﬁUBMTenEH c
BﬂeﬁUBMTenEH no
CyGbexT
BO'nq:bl'rblFi KNy

BHEDBMETDbI OTKPEITOrO K.\
il Nepron ncnonssosarms sa...

SHa4eHMe

17 cenTabpa 2014, 12:00:00
17 cenTabpa 2015 r. 12:00:00
Ceprees MNasen bopuoosud, R
MOCT P 34.10-2001 {512 Bits)
30120607 2a8503020224..,
C 17 cenTabpa 2014r. 12:00:...

X

a2 f5 7b 08 63 d5 0a 7d 8e 24...

MnnEEnE s 0NN MAHKACTLA KOS

Mnemmcbwcamp KMIKOYE ...

CRal RV AT YTV R B, T 1R

= COEMH
E = sergeev@gmail.com

CBOICTES. .. KonmposaTe B hain. ..

PucyHok 79. lposepka adpeca 31ekmpoHHOU noYmel 8 cepmugpukame

Ecnv 310 He Tak, BbINOJHWTE CeAyroLme AelCTBUS:

. Ecnn BbI nMnopTnpoBaan CepTMq)I/IKaT KOHTaKTa, 3anpocumTte HOBbIN CepTMq)I/IKaT y

noay4yarensa.

e  Ecan Bbl f06aBAAAM B CUCTEMY CBOW cepTMdUKAT, 3anpocmTe HOBbIV cepTudmKaT y
aZAMUHMCTPaTopa Ballero yA0CTOBEPSIOLLEro LieHTpa.

Heponyctmbin ceptndmkar

Mpwn oTnpaske 3aWMGPOBaHHOrO COOBLLEHNA MOXET MNOABUTLCA NpeaynpexaeHune:

Heaonyctumend cepringukar !

MpunoxeHuo Microsoft Outlook He ygaeTca NoOJNMCaTE AW 33WKHHPOEATE COOBLWEHNE
W3-33 OTOYTCTEWA CEPTUMKATOE, KOTOPhIE MOTYT BbITh MCNOAL3OEAHE ANA 0TNPAEKK ©
agpeca “iwv@hotmail.com”. MoayunTe HOBOE UMGPOEOE YAOCTOEEPEHNE ANA A3HHOM
| YHETHOH 3aNKMCH NME 0 HAXMKUTE KHOMKY “YYETHBIE 3aMMon”, 4To6k OTNPABENTE COOBLWEHKE C
. MOMOLUERD YYETHOA 3anucl, ANA KOTOPoi MMEETCA CepTHgMEaT.

HameHuTE napameTpbl BE30NACHOCTH..,

PucyHok 80. Hedonycmumeili cepmugpukam e Microsoft Outlook

37O MOXET 6bITb CBA3AHO CO CNEAYIOLLUMU NMPUYNHAMMU:
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CepTudukaTt nosyyatens He COAepPXUT agpeca 3NeKTPOHHOM NOYTbl AaHHOro nosyyatens (cm. Agpec
3/1eKTPOHHOW NOUThbl U3 cepTUdurKaTa He HaWLeH B CNUCKEe aZpPeCcoB KOHTaKTa Ha cTp. 165).

Baw ceptndukat He cofepXXuUT agpeca Baller 3NeKTPOHHOW NoYThbl (CM. ALpec 3N1eKTPOHHOM MoYThbI
N3 cepTudukaTta He HaleH B CNUCKe aZpecoB KOHTaKTa Ha cTp. 165).

CepTndukaT noayyatens nam Baw ceptTudukaT HeAenCTBUTENEH. 3aNpOCUTe HOBbIN cepTudukar y
nosy4varens Wiv y adMMHUCTpPaTOpa Ballero y40CTOBEPAIOLLErO LieHTpa.

He yka3zaH nepcoHanbHbIN cepTudurkaT nognmncn v lwnpposaHmnsa (cM. Hactporika A0NoNHUTENbHbIX
napaMeTpOB 3EKTPOHHOW MOANUCK 1 WndpoBaHus Ha cTp. 128).

B cuctemHoe xpaHuavLe He bbin ycTaHOBAEH cepTudurKaT nsgatens (CM. YctaHoska cepTudukaTta
n3gaTens v CNucka aHHYIMPOBaHHbIX CepTUdUKATOB Ha CTp. 76).
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He yaaeTcAa NOCTaBUTb INEKTPOHHYHO
pleYiiplZle

He HanaeH 3aKpbITbIN KNHOY, COOTBETCTBYHOLLMM
cepTudmkaTy

Ecnv npu BbibOpe cepTudmkaTta ana nognucaHma otkpbiBaetcst okHo ViPNet CSP - nHuumnanmsauyma
KOHTeliHepa KoUYen, 3TO 3HaUMT, YUTO He HalAeH 3aKpPbITbli KJOY, COOTBETCTBYIOLWMNIN BbiIGpaHHOMY
cepTMdmKaTy. ITO MOXET NPOU30ONTM B TOM C/ly4ae, eC/in KOHTEMHepP Karouen 6bil yaaneH B nporpamme
ViPNet CSP (cm. YpaneHve KoHTeHepa katoven Ha cTp. 90).

YTt0obbl NognuncaTb AOKYMEHT BbiIbpaHHbIM cepTudunkaTom, B okHe ViPNet CSP - uHuumanusaums
KOHTeWHepa KJtoUen yKaxumTe NyTb K KOHTENHePY, KOTOPbIV COAEPXKUT 3aKPbITbIA KoY,
COOTBETCTBYHOLMI cepTndmKaTy. ECm Bbl He 3HaeTe MeCTONONOXEHNE KOHTeHEepa KitoYel,
MCnoab30BaHme BbIOpaHHOro cepTuduKaTa HEBO3IMOXHO.

Ecnun B okHe ViPNet CSP - nHnumanmsaumna KoHTenHepa KAKUen Bbl yKaxeTe NyTb K KOHTeNnHepy
K/tOYel, 3TOT KOHTelHep byaeT fobaBneH B cnuncok B pa3gene KoHtenHepsl katoueit okHa ViPNet CSP.

He yaaetca noanvcatb coobuieHne 3N1eKTPOHHOM
MoYThl

Ecnv npuw nonbiTke nognucate COobLLEHNE 31eKTPOHHON MOUThI BbIBOAMTCA COOOLLEHME O TOM, YTO
OTCYTCTBYIOT CEepPTUDUKATbI, KOTOPbIE MOTYT BbITb MCMNONB30BaHbI A1 OTNPABKM C AaHHOTO ajpeca
3/IEKTPOHHOW MOYUTbI, BaM C/ieayeT 06paTUTbCs 3a TakuM CePTUHMKATOM B YAOCTOBEPAIOLLMIA LiIeHTP. B
cepTudmKaTe LOMKEH ObITh YKa3aH Ball aZpec 31eKTPOHHOW NOYTbl M NPUCYTCTBOBATL paclUMpeHne
«3alinLLeHHas 31eKTPOHHas noyta» B nose «PaclumpeHHoe ncnosb3oBaHne kKatoua» («YnydLleHHbIn
KNHOY»).

He yaanocb noanmcaTb COObLLIEHME 3NeKTPOHHOM
MOYTbl HY>XXHbIM CEPTUPUKATOM

Ecan npv nonbiTke nognucatb COOBLLEHNE 3NEKTPOHHOW MNOYTbI NOAMMCAHWNE NPOUCXOANUT, HO
NCNo/b3yeTcs CepTUDUKAT, OTIMYHBIN OT BbIOPAHHOIO, 3TO O3HAYAET, UTO YKa3aHHbIA cepTudmKaTt
3/IEKTPOHHOW MOAMMNCY HE COAEPXKMUT ajpeca 3NeKTPOHHOM NouThl Baajenblia ceptudurkaTta nam atot
afpec He coBnajaeT C ajpPecoM OTMPaBKN COOBLLLEHNA 3N1eKTPOHHOW NoYThl. [1pK 3TOM B MOMEHT
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NOAMNMCaHNA COOBLLLEHNS N3 CUCTEMHOIO XpaHuauLLa BbIbupaetcs Apyron ceptndukat, cogepkallmi

aApPec 3NeKTPOHHOW NOUTbI, C KOTOPOrO OTNPaBAseTCA coobLieHMe.

ﬂ'ﬂﬂ yCcTpaHeHunA OLWNBKN BbINOAHUTE caiegyrouimne Ael‘/’ICTBVIFIZ

1 Co3galiTe 3aNpocC Ha HOBbIN cepTUOUKAT N YKaXnNTe B HEM KOPPEKTHbIN agpec 31eKTPOHHOMN MOYTbI.

2 OTtnpaBbTe 3anpoc Ha cepTndumKaT aAMUHUCTPATOPY BaLLEro YAOCTOBEPSIOLErO LieHTpa U
JOXANTECH BbIMOJIHEHWS 3anpoca.

3 YkaxwuTe B kauecTBe cepTmdurKaTta A5 3NeKTPOHHON NOAMUCK NONYUYEHHBIN cepTUdUKaT.

HeBO3MOXHO PeiakTMPOBaTh MOAMMCAHHbIN
nokymeHT Microsoft Word manm Excel

MoANKEAHHEIA AO0RY MEHT

N test - Word ? B -
rNABHAR BCTARKA, AA3LAH PAZMETEA CTRAHLEI CCRUTK PACCHIKA FELEHZPOBAHIE BlAA
o MOMEYEH KAK OKOHYATENIBHBIA  A5T0p NoMeTHn 37T0T A0KYMEHT KaK OKOHHTENLHGIR, 4TOBBI 3aNPETHTE BMO PegaKTHROBAHME, Bre pasHo pegakTMpOBaTE
0 rNoarAcia 2TOT ADKYMEHT COALPHMUT AeACTEMTENEHEIE NOANWUCH, MpocMoTp nognuced..,

PucyHok 81. lpedynpexdeHusa npu omkpsimuu noOnucaHHo20 0okyMeHma

Y106bl BHECTM U3MEHEHUSA B NOAMMUCAHHbIN AOKYMeHT Microsoft Word nawm Excel, yaanute 3neKTpOHHYO

noAnuch (cM. YaaneHue anekTpoHHon nognucn B Microsoft Word, Excel n PowerPoint Ha cTp. 120) 1

BHecuTe HeO6XOAVIMbIe n3MeHeHus. llocne 3Toro Bbl MOXeTe CHOBa NoAnucaTb AOKYMEHT.

/\g BHumaHue! He canepyet yaanAatTb SINEKTPOHHYHO NOAMNMUCH U3 JOKYMEHTa, NOANMNCaHHOIo
= ApYyTrUM IMLLOM, UK e AOKYMEHT UMeeT ipUaAnYeCckyro 3Ha4MMOCTb.
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HeT coeAnHeHMa C CEPBEPOM MO
NpOTOKOAY TLS

Ha lIS-cepBepe 1 Beb-kmeHTe yCTaHOB/EHD
pa3Hble Bepcmm ViPNet CSP

YctaHoBMWTe Ha BeG-KAMeHTe Ty xe Bepcuto nporpammbl ViPNet CSP, uto yctaHOB/EHa Ha cepBepe.

Ecnmn 310 HEBO3MOXHO U Ha cepBepe ycTaHOBAEHa bonee paHHsas Bepcus ViPNet CSP, uem 4.2, Ha
Beb-knuneHTe ¢ nocnegHen sepcueri ViPNet CSP BbinonHUTE cregytoline AencTBus:

1 B okHe ViPNet CSP nepeligute B pa3gen JonoaHUTeNbHO.

ViPNet CSP - O *

([ﬁ ViPNet CSP

Kpuntonpoeadgep ViPNet CSP npeaHazHadeH 4nA peaanzaumy Kpuntorpaduyeckmy GyHKLWA
E onepaunoHHoi cucteme Microsoft Windows.

KorTerieps! kriosed [lononHuTeNbHbIE NapameTpsl

Moaknouaemele yCTpoiicTea

_ KypHan paboTel KpUNTONpoBaAgepa:
,ﬂaTHHK CAYHaWHBIX YiCen s P P P s

KypHanuposaHue BCex KpUNTorpaduyeckux onepaumii
HononruTensHo BO3MOMHO 3HAUNTENEHOE CHUKEHWE NPONIBOANTENEHOCTM.

)K)’pHEﬂHpDBEHHE,ﬂ,OCI’_‘fI'IE K KNHXHEmM Nonb30E3TENA
HesHauwTeneHOE CHUMEHNE NP CW3BCANTENEHDCTH,

KypHannpoBaHUe OTKNHIYEHD
Hanbonbluan NpoussoguTenbHOCTh,

Mogaep:ka pabotel ViPMNet CSP yepes Microsoft CryptoAPI
[ Noaaep=ka anroputmos 2012 roga & TLS-ceccmax
O Megaepsea TLS 1.2

MpoBepuTe haiinel NporpaMmel Ha LENDCTHOCTE

Perucrpauma 3anycTWTE CTaTUCTUYECKMIE KoHTpeas JCY

Otrmena MpumennTe

PucyHok 82. OmkaroueHue noddepxku npomokosaa TLS 1.2

2 CHuwmunte dnaxkm Moaaeprkka anroputmos 2012 roaa B TLS-ceccusax n Mogaepikka TLS 1.2.
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3 B okHe CBowcTBa obo3peBatens (CBoWcTBa 6pay3epa) Ballero 6paysepa Internet Explorer cHummTe
dnaxok Ncnonb3zosatb TLS 1.2 n yctaHosuTe dnaxkm TLS 1.0, cnonb3zosate TLS 1.1
(cm. Hactpoika Beb-6pay3epa Internet Explorer gna pabotbl no npotokoay TLS Ha ctp. 151).

4 3akpoKTe Nnporpammbl NepesarpysmTe KOMMbLOTEP.

Monpobyiite cHoBa opraHn3oBaTtb TLS-coeanHeHMe.

He yCTaHOBIEHbI CEPTMOMKATbI MOIb30BaTENS,
n3gatens, CRL B Hy>xHOe xpaHmauLLe

MpoBepbTE KOPPEKTHOCTL YCTAHOBKM CEPTUGUKATOB B XPaHUAMLLE C MOMOLLbIO CTaHAAPTHOW KOHCOM
MMC (Microsoft Management Console).

Yto6bl NpoCcMOTpeThb CcepTUdUMKaTbl, YCTAaHOBNEHHbIE B XPaHWAULLE, BbINOJHUTE Cleytolmne AencTBuUS:
1 OrtkpoWite kKoHconb MMC:
o Haxmute couetaHune knaeuw Win+R.
B meHto Myck Takxke MOXHO BblI6paTb MYHKT BbINOAHWTE.
o B none OTkpbITb BBEAUTE mmc M HaxXmmTe KHOMky OK.
2 B meHo ®aiin okHa KOHCOM BbibepuTe NyHKT J06aBUTb NAN YAaNNTb OCHACTKY.

3 B okHe lobaBneHune n yaaneHne ocHacTKon B crivicke JOCTynHble OCHACcTKK BbIGepUTE OCHACTKY
CepTtndukatbl U HaXXMUTE KHOMKY lo6aBUTb.

4 B okHe OcHacTka Auncnertdyepa CepTVI(I)VIKaTOB Bbl6epI/ITe Hy)KHbIVI TN OCHACTKW:
o MoeMl y‘-IeTHOI‘/’I 3anncu nosb3oBaTtenda — And NpPoCMOTpa CepTI/Iq)I/IKaTOB 866-KJ'IVIeHTa;

o yl-IeTHO[;I 3anucm KomMmnbroTepa — An4 NpPoCMOTpPa CepTI/Iq)VIKaTOB cepeepa.

MpumeydaHue. YTobbl He f06aBNATL OCHACcTKy CepTUdUKaTbl B KOHCO/b KaXAbIl pas,
Korja oHa BaM MOHaZo6UTCA, Bbl MOXeTe COXPaHUTb KOHCOb. /118 3TOro B MeH0
KoHconb BbibepunTe NyHKT COXpaHUTb.

CepTudukatbl nonb3oBatens, nsgatens n cnmcok CRL fomKHbI 6bITb YCTAaHOBAEHBI B HY)KHOE XpaHWIINLLE,
M MPU UX OTKPbITUN He AOMKHO BO3HMKATb OLLUMGOK.
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n | CepTudnkar X

E Konconel - [Kopens konconmt Ceptndmiatel - TekyLmid nonbsosatens'Tn

- OBwme Coctas  MyTh cepTudMKaLm
®aiin  Jefictene  Bug  WsBpannoe Owno  Cnpaeka

o rnF A= HE

- g CeegeHnn o cepTwhuKaTre
| KopeHe konconn | K
w .'.‘j CepTudmKaTsl - TEkyLLWIT NoAL30BATENE BpTWhHMKAT NpegHa3HaYaeTca aona:
v [ Nuanoe CepTHCI:IH HaT NONb30BATENA |oaTEemKASET YAANEHHOMY KOMMEKOTEDY MOEHTUDUKALIAD
~ Ceptudukarel | LEr0 KOMMBIOTEPS .
_ ” ‘ | * SaWmuaeT coobLUeHA INeKTPOHHON NoYThI
v || [oEEpeHHEIS KOPHEERIE LEHTRE! CEpTHdUKaLMK 1
| Ceprugukarel CeptudmkaTt uagatens

| JloBepuTensHbIE OTHOLLEHNA B NPEINBHATUN

v [ TIpomMexyToMHEIE LEHTPEI CEpTHhMKALIMM | ” | |

| Cnncok oT3e1Ba cepTMhNKATOB

- Cnrcok CRL bipaH: WBaHos MeaH MsaHosm
| Ceptudukars

| OBvexT nonezoeatens Active Directory
| JosepeHHele n3gatenn Kem Boigan: CRYPTO-PRO Test Center 2
| CepTudprkaThl, K KOTOPBIM HET AOBEPUA

| CTOpOHHWE KOPHEBLIE LIEHTPE! CEPTHHK LI OeficTenrenen ¢ 23,11.2017 no 23.02.2018

| JloBepeHHbie nuua o .
- T ECTb 3aKpPLITRIA KMKOY [LNA 3TOM0 CRpTRdMKETE.
_| MocTaewyrkn cepTHd MKATOB NPOBEPKNA NOLIMHHOCTH KNMEHTOR

| 3anpocel 3aAB0K Ha cepTudinKaT

| JloBepeHHEIE KOpHEBBIE CEPTMUKATEI CMAPT-KapThl 3aRBNeHVE NOCTABILMKA

Xpanunne NlnyHoe cogepsuT 2 cepTUgUKaTos.

PucyHok 83. Cepmugpukam eeb-knueHma e xpaHuiuuje cepmugukamoes mekyuje2o nose308amess

[Ona cepsepa IIS B ocHactke MMC cepTndunkaToB JIOKabHOTO KOMMbIOTEPa AOJ/KHbI MPUCYTCTBOBATb
cneayroLine ceptudukats:

e Pasgen JinuHblie > Ceptudukarbl — ceptndumkat noab3osaTens (cepeepa).
e Pas3gen [loBepeHHble KOPHEBbIE LLeHTPbI cepTudukauum > Ceptudukartel — cepTndukaTt ngatens.

o Pazgen NMpomexxyTouHble LeHTpbl ceptudukauymm > Cnncok ot3biBa ceptudukatos — cnmncok CRL.

[nsa Beb-knmeHTa B ocHactke MMC cepTudurkatoB TekyLLero noab3oBaTens AOJKHbI MPUCYTCTBOBATb
cnepyrowine ceptmdunkathbl:

e Pazgen Jinunbie > Ceptudukatbel — cepTudukaT nosb3osatens (Beb-knneHTa).
e Pasgen [loBepeHHble KOPHEBbIe LEeHTpbl cepTudurkaumm > Ceptudukartol — ceptndurkart nsgartens.

e Pasgen NMpomexxyTouHble LeHTpbl cepTudukauymm > Cnncok ot3biBa ceptudpukatos — cnmncok CRL.

Ecan ceptndumkat He yCTaHOBNEH AN YCTaHOBIEH HEKOPPEKTHO, BbINMOJAHUTE YCTaHOBKY cepTudumkaTa B
XpaHuauLLe (cMm. YcTaHOBKa cepTudukata nsgatens u cnmcka aHHyIMPOBaHHbIX cepTudurKaToB
Ha cTp. 76).
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Beb-bpay3ep He HacTpoeH Ha paboty no
npotokony TLS

Ecnv nocne cooTBeTCTBYHOLWEN HacTpolikm Beb-6pay3epa (cM. HacTpolika Beb-6pay3sepa Internet
Explorer ans paboTbl no npotokony TLS Ha cTp. 151) coeanHeHns C cepBepOM He MPOUNCXOAMT,
BbINONHUTE ClefytoLLme AeNCTBUSA:

e [IpoBepbTe HaAnume Hy>Horo ceptTudukara.

e Yb6epawnTechb, 4UTO B CBOWNCTBax 0603peBaTes paspeLleHo NCnoab3oBaHne npoTokona TLS
(cm. HacTtpovika Be6-6pay3epa Internet Explorer gns pabotbl no npotokony TLS Ha ctp. 151).

[Ans npoBepkn Hanuums ceptudmrkaTa BbINOJAHUTE CEAYHOLNE AEUCTBUIS:

1 B meHto CepBuc Beb6-6pay3epa Internet Explorer Boibepunte nyHkT CBOMCTBa 0603peBaTens
(CBoiicTBa bpay3epa).

2 B okHe CBolicTBa obo3peBatens (CBoicTBa 6pay3sepa) oTkpoliTe Bkaaaky CogepikaHme v HaxxmMuTe
kHonky CepTudukarsbl.

w

B okHe CepTudukarbl oTkpowiTe BkNaaKy JIMUHOE 1 MPOBEPbTE, UTO B CNUCKE cepTUdMKaTOB
MPUCYTCTBYET HYXHBIN.

4 BbibepuTe Hy>XXHbIN cepTUGUKAT N HaxKMUTe KHomMKy MpocmoTp.

5 B okHe CepTtudukat ybeantech, Uto ceptudmkat coaepxmnT pacwmpeHme NMpoeepka NOAANHHOCTU
K/IMEeHTa (CM. PUCYHOK Ha cTp. 173). Ecam Takor aTpubyT oTCyTCTBYET, 06paTnTech B
YAOCTOBEPSAIOLLMIA LEHTP 3a CEPTUPUKATOM, B KOTOPOM ByAeT yKaszaH JaHHbIA napameTp.

» | Ceptudukar X

Ofuwme COCTEE  [yTh cepTdMKaLIm

MokasaTe: |<Bce> R
Maone SHauEHME ~
[Elorrpemeii knou OCT P 34,10-2012/512 (512 ...
[=Inapamerpel oTkperoro kn... 30 13 06 07 2285 03 02 02 23...
HcnonbsosaHHe KnoYa Lndposas noanmce, HeoTpex. ..
- YAYHWEHHBIA KoY MpoBepKa NOANMHHOCTH KIME. ..

@Mnemmcbmcamp Kntoua cy... &b 5420 e3ds 8848968 3d...
@Mnemmcbmcamp Kmoda ue... MaeHTudukaTop knioua=15 3.
TouKK pacnpocTpaHeHita c...  [1]Touka pacnpeaensHua ...

¥
B2l Nacrum i unchnnme w oos M1AnrTwn & rRenEHEam EeT

MpoEepKa NOARMHHOCTA KenTa (1.3.6.1.5.5.7.3.2)
SaELMLLEHHER 3NeKTPOHHEA nodTa (1.3.6.1.5.5.7.3.4)

CBOMCTES... KonuposaTs 6 dakn...

PucyHok 84. Cocmas cepmugbukama seb-knueHma
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Tpebyetcd nepesanyck cyxobl cepsepa IS

B HekoTOpbIX Cayyasx A4/ J4OCTyrNa K cCepBepy No BHOBb HACTPOEHHOMY npoTokosy TLS Heobxoammo
nepesanyctutb cny>xby cepeepa. a4 3TOro BbINOAHWUTE Cliedytolume JeCTBUA:

1 Ortkporite okHO Aucnetuep 3agay Windows.
2 OctaHoBUTE CYXOY inetinfo.exe.

3 Tlocne Toro kak cny>K6a aBTOMaTM4yeCkKun 3anyCcTtuTca, NpoBepbTE NOAK/IHOYEHNE K CEPBEPY.

TpebyeTtcd COXpaHUTb Mapob K CcepTudmkaTy
cepBepa

[ns goctyna K cepBepy HEOHXOANMO COXPaHUTb NMaposib K KOHTeHepY Katouel. s 3TOro BbINOAHUTE
cnesyroLine LencTBus:

B okHe ViPNet CSP B pa3gene KoHTeliHepbl karouen (CM. pUCyHOK Ha CTp. 63) BbibepuTe KOHTeNHep
K/tOUel, Mapoib K KOTOPOMY TPebyeTCs COXPaHUTb, U HaxkMuTe kHoMKy CBOMCTBA.

1 B okHe CBoMCTBa KOHTeNHeEpa KatoUen (CM. pUCcyHOK Ha cTp. 81) HaxxmuTe kHonKy MpoBepuThb.

2 B okHe ViPNet CSP - napoJib KOHTeHepa KArUen (CM. pUCYHOK Ha cTp. 82) ykaxuTte naposb K
KOHTEMHEpPY KtoUen 1 yctaHoBuTe Gpaxkok CoxpaHUTb Napob.

B pe3ynbTaTe Napob K KOHTEMHEPY KAtoueh byAeT COXpaHeH Ha KOMMbIOTEpe.

Ha KOMMbroTEpEe yCTaHOBAEH aHTUBMPYC Kaspersky

Internet Security

Ecaun Ha Bawem komnbtoTepe nomumo ViPNet CSP yctaHosneH aHTBMpYC Kaspersky Internet Security
2017, TLS-coepnHeHne MoXeT B6A0KMPOBaTLCA aHTUBUPYCOM. YTOBbI 610KMPOBKa COEANHEHNS He
NPOVCXOAWAA, BbIMONHUTE ClefytoLme AeACTBUSA:

1 B obnactv ysegomneHunin Windows LienkHWUTe NpaBoi KHOMKOW Mbllwn 3Hayok Ps Kaspersky
Internet Security.

2 B KOHTEKCTHOM MeHto BbibepuTe NyHKT HacTpoika.

3 B okHe Hactpoiika nepengute B passgen [onoJAHUTENBHO 1 Ha NPaBOW NaHeNN LWEeNKHUTE CCbIIKY
CeTb.

ViPNet CSP 4.4. PykoBoACTBO nosb3oBatens |
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¥ Kaspersky Internet Security I{AﬂPERSKYj ? — X

[ € ) Hactpoiika
S

Obuwe O6HoBneHWe
MNapameTpsl obHOENEHKUA,
Jawwrta

Yrpo3bl U UCKAOUYEHWNA
MapameTpel yrpos U MCKNIOYEHUIA,

HESHSBOQ WTENBHOCTE

Camosauimra

Npoeepxa
MapameTphl CaMOZALLMTEL

lononHuTENEHO

CeTb
MNapameTpol cet.

YeeaomneHua

MapameTphl yEeA0MAEHUA.

OTueTbl M KapaHTuH
lNapaMeTpsl OTHETOE W K3paHTUHAE.

JononHUTEeNEHbIE CPEACTEA 3aUIUTHI M YNPaBAEeHUa
ﬂapaMETphl AONONHWTEALHBIX CPEACTE 3ALUMTHL

0 & Jlil|leo @ O

=] Bua
oon :
MNapameTpnl otobpamenna Kaspersky Internet Secunity.
{E} Q Opyrve pewenmna  JluuHbiA kaGunet

PucyHok 85. Hauano Hacmpoliku aHmusupyca Kaspersky Internet Security dna obecneyeHus
cosmecmHol pabomei ¢ ViPNet CSP

4 B okHe MNapametpbl ceTn cHUMUTE hnaxxok BHeapATb B Tpadpuk cKpUnT B3aNMOAENCTBUSA C
Beb-cTpaHuL,aMun 1 BbibepuTe NyHKT He NpoBepAThb 3allyLLeHHble COeANHEHUA.
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€ | MapameTpbl ceTu

O6paboTka Tpaduka

BHeapATh B Tpaduk CKPWNT B3aMMOASACTEWRA C BEG-CTpaHNLAMK G) I

KoHTponmpyemble nopThl
KDHTpO}'IMpOEaTh ECE CETEBLIE NOPTH

® | KonTponuposats Toasko Beibpatteie noptel Bubpars..

I'Iposepl(a 3alMLLIEHHbBIX COEAMHEH WA

Hexotopbie 5e6-caiiTel MeryT BbITE HEAOCTYTIHE NPW BKAMYEHHON NPOBEPKE SAMILEHHLIX COEAMHEHMIA AaKE NOCE YCTAHOBKM
ceptndukara "faboparopun Kacnepckora™

@ He NpoEepATh 3alLMIEHHEIE COEAMHEHUR

HPOEEpﬂTb SAWMWEHHEE COSAMHEHMA MO 3aNpoCy KOMMNOHEHTOE 3aWMTEI @
Bcerpa NpoEEPATE SWMIWEHHBIE COSAHHEHWA

J ], aAME
ﬂO_O'IHﬂTE"IbeIE NapaMeTpbl

Mpokcn-cepsep
Ecnu AN8 NOAKNHYEHWA K METEPHETY Ebl MCNOAL3YETE NPOKCU-CEPEEP, TO ANA paﬁG\Tbl PRA3 KOMMNOHEHTOE 33LLMThI HEGsHO,ﬂ,VMCI YKa33Th
NapameTphi NOAKNHYEHNA K NPOKCM-CEPEEPY.

Hacrpoiika npokcu-cepsepa

'E'l' Q Apyrve pewenna  Nluudsid kabuHer

¥e Kaspersky Internet Security I{Aﬁ PERSK‘:"i ? — X

PucyHok 86. Hacmpolika aHmusupyca Kaspersky Internet Security dns obecnedeHus coemecmHol

pabomel ¢ ViPNet CSP

MonpobyiiTte cHoBa opraHnsoBaTtb TLS-coeanHeHMe.

Ha koMnberoTepe yCTaHOoBAEH aHTMBKMPYC ESET

ESET, TLS-coeanHeHmne Ha anroputmax 2001 roga MoxeT 610KMpoOBaTbCA aHTUBUPYCOM. YTObbI
610KMPOBKa COEANHEHNA He MPOUCXOANAA, BbIMONHNTE Cleytoline AeNCTBUSA:

1 B obnactu yBegomneHni Windows LesKHUTE NpaBoi KHOMKOM MbILLN 3HAaYOK (®) ¢ Hassarmem

Ballen aHTUBMpPYCHOW nporpaMmsbl ESET.

2 B KOHTEKCTHOM MeH0 BbibepuTe NyHKT J,0NO/IHUTENbHbIE HACTPOWMKW.

3 B okHe PaCLLII/IpeHHbIe napamMeTpbl BbINMOHUTE Caejyrouimne AEVICTBMQZ

3.1 Ha neBow naHenn BbibepuTe passen VIHTEpHET 1 a1eKTPOoHHas nourta.

3.2 Ha npaBon naHenn packpouTe obnactb SSL/TLS n cHumunTe dnaxok Brkntounts punbtpaumio

npotokona SSL/TLS.

ViPNet CSP 4.4. PykoBoACTBO noab3oBates
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3ALLIMTA OT BUPYCOB
EJ ounbTPALMSA NPOTOKO/OB

OBHOB/IEHVE
z B ssumis
MNEPCOHAJIbHBI
OAMEPBO I Brntounte dunetpauyuro npotokona SSL/TLS x |
WHTEPHET W 3NEKTPOHHASA N

MOYTA

B aeTomatnueckom pexume dunetpaumna SSL/TLS akTnenposana TonbKo Ana NpUAOKEHNIA,
BbiGUpPaEMbIX 3BTOMATUHECKW, HAaNpUMep Ana Be6-Bpaysepos n NONTOBbIX KNneHTOB. MoBeaeHue

33LWKTa NOYTOBOro KNWeHTa =
MOXET CbiTh NEPEONPEAENEHC AN KAXAOTO NPUAOKEHNA WaN cepTu¢>uraTa CEpBEpPa.

3awWuMTa goctyna e MktepHer
3awmTa oT GULLKHIa
3awmra 6aHKOBCKON onnarsl

PoauTeNbCKUil KOHTPONB

KOHTPO/Ib YCTPOWICTB
CNY>KEBHBIE MPOrPAMMBI

WHTEPDEWC
MONb30BATENA

KOPHEBOW CEPTUPUKAT

@ PacwmpenHbie napametpel - ESET Smart Security O

PaclumpeHHblie napameTphbi Q X @

o chsliniaidl m m

PucyHok 87. YcmpaHeHue koHgaukma ¢ aHmusupycom ESET

MonpobyiiTte cHoBa opraHnsoBaTtb TLS-coeanHeHMe.

Ha KOMMbHOTEPE YCTaHOBNEH aHTMBKMPYC Avast
Internet Security

Ecnn Ha Bawem komnbtoTepe nommumo ViPNet CSP yctaHoBieH aHTBMpPYC Avast Internet Security,
TLS-coeanHeHwue Ha anroputMax 2001 roga MoxeT 6710KkMpPOBaTbCs aHTUBMPYCOM. YUTo6bI H10KMpPOBKa
COefMHEeHWNA He NPONCXOAUAA, BbIMOHUTE ClliedytoLLne fencTBUS:

1 B rnaBHOM okHe nporpaMmbl Avast Internet Security HaxxmuTe KHomnky Hactpoiku.

2 B okHe HacTpoek B pa3gene KoMnoHeHTbl HaNnpoTMB NapameTpa Beb-akpaH wenkHUTe ccbiaky
Hacrpoiku.

ViPNet CSP 4.4. PykoBoACTBO MNosb3oBatens |
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8 Avast Free Antivirus

Obwme

KoMmnoHenTtsl

OBHoBneHHE

NMognuecka

YcTpaHeHMe HeWcnpaBHOCTEH

O nporpamme Avast

KOMMOHEeHTHI

BezonacHocTb

Hactponkn

E SkpaH ©afnoBoR CUCTemMel

&
dgb SkpaH NoeegeHWA

Hactponkn

SKpaH nouTel

Hactponkn

- S

PucyHok 88. OcHosHele Hacmpoliku aHmusupyca Avast Internet Security

3 B oTkpbiBlUEMCA OKHe B pa3gene OCHOBHble HAacTPOIKN CHUMUTe daaxok Bkarountb

ckaHupoBaHue HTTPS.

8 Avast Free Antivirus

OcHoBHB € HACTPOWKH

Beb-ckaHvpoBeaHue

HMeckmouennn

Oencrana

ApxvBaTOpH

qyﬂ CTBMTE/bHOCTD

bnoknpoeka se6-caitos

CKEHHPDHEHMB cueHapuven

MexnoueHnnna CueHapueB

dajpn oTueta

OCHOBHble HaCTpOnKKU

20eck Bel MOXETS HACTPOMTE OCHOBHEIE NapaMeTpel Bed-3KpaHa.

¥ BKNHOUKTE BeO-CKaHWMpOBaHWe

Mpegynpexdate NpK 2arpyzKe Galnoe c NNoxon
penyTayuen

CKaHWpOBAaTE Be6-TPagUK TONEKO Hepes U3BecTHEIE
Gpayzepkl

BEAKYKTE CKaHKMpoBaHWe HTTPS

Mcnonezogate WHTEeNNEeKTYaneHoe CKaHWpoBaHke
NOTOKOB

| He ckaHWpoBaTk foBEpeHHbBlE CafThl
« EBEnokunpoBatke BpedoHocHele URL-agpeca

+ | CKaHWPOEaHWe cUeHapHes

Otmens

PucyHok 89. YcmpaHeHue koHgaukma ¢ aHmusupycom Avast Internet Security

Monpobyiite cHoBa opraHn3oBaTtb TLS-coeanHeHMe.

ViPNet CSP 4.4. PykoBoACTBO noab3oBates
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Ha KoMMbroTepe ycTtaHoBNeH aHTMBMPYC AVG
Internet Security

Ecnn Ha Bawem komnbtoTepe nomumo ViPNet CSP yctaHoBieH aHTMBMPYC AVG Internet Security,
TLS-coeanHeHwue Ha anroputMax 2001 roga MoxeT 6710KMPOBaTbCs aHTUBMPYCOM. YUTO6bI 610KMpOBKa

coegnHeHna He npouncxognna, BelnoaHNUTE caejgyrowme AEIZCTBMHI

1 B rnaBHom okHe nporpammbl AVG Internet Security wenkHute ccbinky MeHto 1 Bbibepute nyHKT

Hacrpoiku.

2 B okHe HacTpoek B pa3gene KoMmnoHeHTbl HanpoTve napameTpa Online Shield wenkHute ccbinky

Hactpolika.

-

AVG  Internet Security

sene KOMMOHEeHTHI

Komnonento

o % PesmaenTHan sawmra
OBHOBWTE

YcTpaHeHne HeMCNpaBHoCTER

AHanus nporpamm

E =3aLLMTa 3. NOYUTEI»

@; Online Shield

OTMmeHa

Pucyrok 90. OcHosHble Hacmpoliku aHmusupyca AVG Internet Security

3 B oTkpbIBlUEMCA OKHe B pa3gene OCHOBHbIE HAacTPOIKN CHUMUTe daaxok BkatounTb

ckaHmpoBaHue HTTPS.
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AVG  Internet Security

OcHoBHBIE HACTPOMKIK

OCHOBHble HaCTPOWKM

BeG-cranmposanne 3AECh Bbl MOXKETE HACTPOWTb OCHOBHBIE NapameTpol komnodenTa Online Shield.

Meckntouenuns

BrntounTe BEG-CKaHWpoBaHWE
[eiictena Mpegynpexaate npn 3arpyske $ainnos c n penyTaumen
CraHnposaTs BEG-Tpadmk TONbKO YEpPES M3BECTHbIE Gpaysepn!

ApxveaTopel

Brnrounts ckaHmposanne HTTRS

YyBcTEMTENEHOCTE
Mcnonk3oeats MHTENNEKTY@NbHOE CKEHWPOBAHNE NOTOKOE

_ He ckaHnpoBaTh 40BEPEHHEIE CAWTEI
Bnokupoeka seb-caiiTos
Bnokwposats epesonocHbie URL-agpeca

CKaHWpOBAHNE CLIEHAPWER CraHWpoBaHWe CLEeHapHEs

WMckntoueHna cLeHapres

Qain oTyera
OTMEHE

PucyHok 91. YcmpaHeHue koHgaukma ¢ aHmusupycom AVG Internet Security

Monpobyiite cHoBa opraHn3oBaTthb TLS-coeanHeHMe.

[Tocne obHoBAeHna Windows nponano
CoeAMHeHMe No NPOoToKoay TLS

Mocne ycTaHOBKM HEKOTOPLIX MAaKeTOB O6HOBAEHUI onepauoHHon cuctembl Windows paboTa ViPNet
CSP no npotokony TLS mMoxeT 6bITb NpekpaLleHa.

B aTOMYy ciiyyae 3anycTuTe yCTaHOBOYUHBIN dain NnporpamMMbl U BbINOJHUTE BOCCTAHOB/EHWE ee
KOMMOHEeHTOB (cM. [lobaBnieHne, yaaneHve 1 BOCCTaHOBIEHNE KOMIMOHEHTOB MporpamMMbl Ha cTp. 32).

[Tocne obHoBReHWa ViPNet CSP nponano
TLS-coeanHeHme, opraHn3oBaHHOE C NMOMOLLBHD
CTOpOHHero 10

I'Ipo6nerv1a MOXeT BO3HUKHYTb NMpun Chejgyrowmnx Ha4valbHbIX YyCA10BUAX:

e Ha BalleM KOMMbrOTEpPEe C MOMOLLIbHO CTOPOHHEro NporpaMMHoro obecneyexuns (Hanpumep,
KpunTollpo CSP) opraHM3oBaHoO 3aliuLLeHHOe CoeanHeHne no npoTtokony TLS;

e Ha BalLeM KOMMbOTEpe ycTaHoB/eHa nporpamMma ViPNet CSP 4.2.2 nan 6onee paHHel Bepcuu.

ViPNet CSP 4.4. PykoBoACTBO nosb3oBatens |
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Ecnv npu 3Tom nocne obHoBneHus ViPNet CSP go Tekywen Bepcun TLS-coesmHeHe nepectano
bYyHKUMOHMPOBATL, BaM HEOBXOAMMO BOCCTAaHOBWUTL NPOrpaMmmMHoe obecneyeHmne, C MOMOLLbIO KOTOPOTro
6bI10 YCTAHOBJ/IEHO 3TO 3alUMLLEHHOE coeanHeHre. Hanpumep, B ciydae nporpammbl Kpuntollpo CSP,
3anycTuTe YCTaHOBOYHbIM Gai 3TON NporpamMmel U BbIMOAHWUTE NpOoLeAypYy BOCCTaHOBAEHUS.
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He yaaeTca NOAKJHOUMTBCA K LEHTPY
ceptndmkaumm Microsoft CA no
npoTokony HIT TP

[ns ypaneHHoOro foctyna K cepBepy, Ha KOTOPOM pa3BepHyT LeHTp cepTudmkaumm Microsoft CA ¢
nHterpmposaHHbiM ViPNet CSP (cm. ViHTerpaumsa ViPNet CSP ¢ ueHTpom ceptudukaumnm Ha base
Microsoft CA Ha ctp. 109), no npotokony HTTPS nosb3oBatenito He TpebyeTcs BbIMOAHATL Kakux-a1bo

AOMONIHNTENBbHBIX HAaCTPOEK.

Ans yaaneHHOro foctyna K cepBepy, Ha KOTOPOM pa3BepHyT LeHTp cepTudmkaunmn Microsoft CA ¢
nHterpuposaHHbIM ViPNet CSP, no npotokony HTTP BbinoaHWTe cneaytolime AeACTBUSA:

1 3anyctute Be6-6paysep Internet Explorer.
2 B okHe CBolicTBa bpay3epa Ha Bkiajke besonacHOCTb BbINOHUTE CeaytoLmne AeNCTBUSA:

o Haxmute kHonky Caiitbl 1 f06aBbTe BE6-CaNT C LLeHTpOM cepTudukaLmm B 30Hy HagexxHble

caunThbl.

o Haxmute kHonKy Apyroi 1 B okHe MapameTpbl 6€30NacHOCTM - 30Ha HafEXHbIX CAalTOB A
napametpa Vicnonb3oBaHue 3ieMeHTOB ynpasaeHus ActiveX, He NOMeUeHHbIX KaK
6e3onacHble 415 UCMONb30BaHNA YCTaHOBUTE NepektoYaTeNb B NoaoXeHne BkarounTs.

ViPNet CSP 4.4. PykoBoACTBO nosb3oBatens |

182



[lon coeamHeHnn C cepBepOoM
BbIBOAMTCA MpeayrpexaeHme
CUCTeMbl Be30MnacHOCTU

Mpw nonbiTke coeanHeHWs ¢ cepBepoM B Be6-6pay3epe MOryT NosBAATbLCA NPeaynpexAeHns cuctemsl
6e3onacHocCTH.

'@ Hecoenagarowwii agpec

Ceptudmkar BesonacHectv 3Toro seb-caiita
BbIN BEINYLUEH ANA BeB-caliTa © Apyrum
agpecom.

JanHan ownBka MOXKET 03HAYaTh, UTO BaC
NbIT3TCA 0OMAaHYTh MW XOTAT NEPEXEATUTE
MH(POPMELNID, KOTOPYHD Bbl OTNPABNAETE Ha
CEPBER.

Mel peKomMEHTyEM JaKPBITE 3Ty
eeB-cTpaHnLy.

06 ownbkax cepTudnKaTos

Mpocmotp ceptudukatos

e & https://itcs-server/ P~ & || & ownbka ceprin.., X

BozHukna npobnema c ceptudrkatom besonacHocTn 3Toro eeb-caiiTa.

Ceprudukat GezonacHocTk sToro eeb-caidta Den BeINYLWEH 4nA Beb-caiiTa c ApyruM ajgpecom.

Hanwuue ownbok B cepmclmxare Be30NacHOCTH MOXET YK32bIBaTe H3 NONEITKY oBMaHa MAH nepexeaTa
AAHHBIY, KOTOPEIE ELl OTNPABNAETE HA CEPBED.

Mu! pekomeHAYEeM EaM ZaKpbiTh 3TY Beb-cTpanuuy v He paboTath € gaHHbIM BeG-cailTom.
] ULlenkHute 2aeck, UToDB 2aKPLITE 3Ty BEG-CTPaHMLY.

%) .
] MpoaonxnTe OTKPEITHE 3TOrO BeB-calTa (He pekoMmeHayeTcA).

Pucyrok 92. lpedynpexdeHus o Hecoomeemcmeauu 0OMeHH020 UMeHU cepsepad U UMeHU 8/1adebya
cepmucpukama cepsepa

B 3TOM cnyyae npoBepbTe, UTO JOMEHHOE MMS CEPBEPA U MMS MONb30BaTENSs, HAa KOTOPOE BblAaH
cepTdUKaT cepBepa, COBMajatoT.
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Q‘ - |[& s itesserver

P~ Oumﬁkacepm@vm&l

Ceptndwmkat

Obuve | Cocras | Myrs ceprudmcaism |

L= a Ceepnenns o ceprudukate

3707 cepTrwdMKaT NpegHasHaYaeTca gna:

* ObecrneunsaeT NoNy4eHNE MAEHTUOUKALIM OT YAaNEHHOro
KOMMbIOTEPa

Kem Boifan: WINSER2008-R2-CA

Deiicreutened ¢ 25.04.2017 no 25.04.2018

YCTaHOBUTD CepTUDMKAT... 3anBneHne NOCTaBILNKS

PucyHok 93. lposepka coomeemcmaus doMeHHO020 UMeHU cepeepd U uMeHu enadesbya cepmugukama

cepsepa

ViPNet CSP 4.4. PykoBoACTBO Nosb3oBaTens
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ABapuiHaa octaHoBka ViPNet CSP
MpY OAHOBPEMEHHOM
CMONb30BAHUM HECKOJTbKMX
BHELLIHUX YCTPOWCTB

MoaobHas HemonagKka MOXeT BO3HWUKHYTb 13-3a KOHPAMKTa ApaiBepOB A5 BHELIHWX yCTponcTs eToken
nnn JaCarta ¢ gpaviBepamu 4 Apyrux NoAAep>KMBaeMblX BHELLIHWX YCTPOWCTB.

WiPMet GUARD X

OfHapy* eHa MOKAKYWTEALHEA CHTYALMA B MOgyNe Csp_settings_app,
Bonee nogpofHan MHBOpMaLma cogepkuTca B daine

ChProgramDatatinfotecshosp_settings_app.err,

PucyHok 94. Owubka npu 00HO8peMeHHOM UCNO/16308AHUU HECKO/IbKUX BHEWHUX ycmpolicme

ABapuiiHas oCTaHOBKa NporpamMmbl MOXET MPOU3OUTA NPU OAHOBPEMEHHOM BbIMOJHEHUW CeAYHOLWUNX
YC/I0BUIA:

e Ha Balem KoMMbtOTEpe YCTaHOBJIEHbI ApaliBepbl A/ BHELWHero ycTpolictea eToken wan JaCarta, a
TaKk>Xe ApariBepbl 415 XOTA 6bl O4HOIO APYroro NoAAEePXXMBAEMOrO BHELLHErO YCTPOMCTBA.

e B nporpamme ViPNet CSP B crincke onpalumBaeMblX YCTPONCTB BKIKOUEHO UCMNO/b30BaHMe
HeCKO/IbKMX BHELLHWX YCTPOMCTB, B TOM uncne eToken nan JaCarta.

Y106kl ycTpaHWTb Henonazky, B rnaBHoM okHe ViPNet CSP Ha cTpaHuue Mogkarouaemble YCTPONCTBa
OTKJIFOUMTE UCMO/b30BaHNe BCEX TUMOB YCTPOMCTB, KpoMe Tpebyemoro (cMm. HacTpoiika crivcka
onpaluvBaemMbIX YCTPOUCTB Ha cTp. 93).

ViPNet CSP 4.4. PykoBogcTBO nonb3osatens | 185



He yaaeTca NOAKJHUMNTLCA K
komnberoTepy ¢ ViPNet CSP no

npotokony RDP

YkazaHHas npobiema MoxeT 6bITb Bbl3BaHa KOHPAUKTOM ¢ obHoBAeHWeM Windows KB2919355
(http://www.microsoft.com/ru-RU/download/details.aspx?id=42327).

Ans peweHna npobaembl BOCCTAHOBUTE YCTaHOBJ/IEHHbIE KOMMNOHEHTbI nporpamMmbl ViPNet CSP
(cm. lobaBneHwue, yaaneHe n BOCCTaHOB/IEHNE KOMMOHEHTOB NpPorpamMMbl Ha cTp. 32).
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[lpoBepka LenoCTHOCTU GanioB
NPOrPamMMebl

Mpn HeOHXOAMMOCTUN Bbl MOXETE MPOBEPUTL LIENOCTHOCTb haiioB NporpamMmbl. [as 3TOro BbINOAHUTE
cnesyoLLne AencTBus:

1 B okHe ViPNet CSP nepeligute B pa3gen JonoaHUTENbHO.

ViPNet CSP - O *

Kpwntonpoeaidgep ViPNet CSP npegHazHaueH AnA peaansaumm Kpuntorpahuyeckmx dyHKLWA
B onepaunoHHoi cucteme Microsoft Windows.

KoHTeRAHeps! kikouel

,ﬂOI’IO,"IHMTe,"IbeIe NnapameTpbl

Moaknouaemele yCTpoiicTea

_ KypHan paboTel kpuNToNpoBaRaepa:
,ﬂET‘-’IHK CAYHAWHBIX YCen el F B B B

KypHannposaHue BCex KpUNTorpaduyeckns enepaumii

LonoaHuTensHo BO3MOMHO SHAUNTENEHOE CHUKEHWE NPOWZBCANTENEHOCTH.

- )K)‘pHEﬂHFIDEEHME,ﬂ,DCI’)‘I'IE K KNHXHEmM Nonb30E3TENA
HesHaunTensHo e CHUMXEHHE ApoWSECANTENEHDCTH.

KypHannposaHue oTKNHIYEHD
Hanbonbluan NpoussoguTenbHOCTh,

Mogaep:ka patotel ViPMet CSP yepes Micresoft CryptoAPI
Moaaepsxka anroputros 2012 roga & TLS-cecomax
Moagepxka TLS 1.2

| MpoeepuTe Gaiinel NporpamMmMel Ha LENCCTHOCTE

Peructpauna 3anycTuTe cTaTUCTUYECKMIT KoHTpoae JCY

Otmena MpKMeERUTE

PucyHok 95. Mposepka yenocmHocmu ¢halinos npozpammel
2 Haxwmwute kHonky MNMpoBepuTb daiinbl NporpaMmbl Ha LeIOCTHOCTb.

|_|pVI 3TOM HpOMBOIZAET nepecyeT KOHTPOJ/IbHbIX CYMM U MPOBEpPKa NX COOTBETCTBUA CyMMam,
YKa3aHHbIM B Ka>A0M U3 q)aVIﬂOB nporpamMmmebl.

Mo okOHYaHMM NPOBEPKM OTOBPA3NTCH OKHO C COObLLEHMEM O pe3y/bTaTax NpoBepku. B ciyyae
HEeCOOTBETCTBMSA KOHTPOJ/IbHBIM CYMMam BOCCTaHOBUTE KOMMOHEHTbI nporpammbl (cM. lo6asneHue,
yZAaneHne n BOCCTaHOBAEHNE KOMMOHEHTOB MPOrpaMmbl Ha cTp. 32).
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CTaTUCTUYECKMIA KOHTPO/Ib AaTUMKOB
CNYyYaMHbIX YmMcen nNporpamMmei

I'Ipvl HEO6XO,D,VIMOCTI/I Bbl MO>KeTe npoBecTu CTaTUCTUUECKUNIA KOHTPOJb AaTUYNKOB CﬂyHaIszIX ymucen
nporpamMmmsl. ,ﬂ,fl’il 3TOro BbINOJIHUTE Caeayrolne Ael‘/’ICTBI/IFIZ

1 B okHe ViPNet CSP nepeligute B pa3gen JonoaHUTENbHO.

ViPNet CSP - O *

Kpwntonpoeaidgep ViPNet CSP npegHazHaueH AnA peaansaumm Kpuntorpahuyeckmx dyHKLWA
B onepaunoHHoi cucteme Microsoft Windows.

KoHTeRAHeps! kikouel

/JOI'IO,"IH HMTENBHBIE MAapPaAMETPbI
Moaknouaemele yCTpoiicTea

_ KypHan paboTel kpuNToNpoBaRaepa:
,ﬂET‘-’IHK CAYHAWHBIX YCen i P P P s

KypHannposaHue BCex KpUNTorpaduyeckns enepaumii
HononnuTensHo BO3MOMHO 3HAUNTENBHOE CHICKEHWE NPOWZEOANTENBHOCTH.

- )K)’pHEﬂHpDBEHHE,ﬂ,OCI’_‘fI'IE K KNHXHEmM Nonb30E3TENA
HesHaunTensHo e CHUMXEHHE ApoWSECANTENEHDCTH.

KypHannposaHue oTKNHIYEHD
Hanbonbluan NpoussoguTenbHOCTh,

Mogaep:ka patotel ViPMet CSP yepes Micresoft CryptoAPI

Moaaepsxka anroputros 2012 roga & TLS-cecomax
Moagepxka TLS 1.2

MpoeepuTe Gaiinel NporpamMmMel Ha LENCCTHOCTE

Peructpauna | 3anycTuTe cTaTUCTUYECKMIT KoHTpoae JCY

Otmena MpKMeERUTE

PucyHok 96. 3anyck cmamucmuy4ecko2o KOHMpOJia 0am4yukos Cay4aliHelx Yucea npoepaMmel

2 Haxmute kHOMKy 3anyCcTUTb CTaTUCTMUECKMIA KOHTpoab ACY.
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BOCCTaHOBEHUE CMCTEMHbBIX GanioB
1 napametpo OC Windows nocse
HeyaauHou yctaHosky ViPNet CSP

Ecnun nocne ycraHoskm ViPNet CSP Ball koMnbroTep nepecTtan 3arpyxatbcs AMbo ecam onepauuoHHas
cucTeMa Havana LUMKNMYeckn nepesarpyxartbCs, BEpHUTE ONepaLMOHHYO0 CUCTEMY B COCTOAHME,
npeaLecteytoLee yctaHoBke nporpamMmmbl ViPNet CSP ¢ nomoLLbto TOUKM BOCCTAHOBAEHWS, CO34aHHOMN
BO BpeMms yCTaHOBKW nporpammbl. Hanpumep, ecam Bbl ncnosnbsyete OC Windows 10, BbINoAHUTE

cnepyroLine AeicTBus:
1 TMNoakntoumTe K KOMMNbIOTEPY HAKOMUTENb C AUCTPUOYTMBOM OMepPaLMOHHOW CUCTEMDI,

yCTaHOBﬂeHHOIz Ha BalleM KOMNbroTEpPE.

2 B nporpamme HacTpoliku BIOS BbibepuTe B KauecTBe 3arpy304HOro HOCUTENS MOAKAOYEHHbIN

HOCUTENb M MepesarpysnTe KOMMbHoTep.

3 B okHe YctaHoBka Windows npu HeO6XOAMMOCTM M3MeHUTE npejnaraemMble napamMmeTpbl BBO4a 1
Ha>XXMUTE KHOMKY Ll,anee. 3aTem LEeNKHUTE CCbINKY BocctaHoB€HME CMCTEMDI.

*4 Yeranoska Windows EI =

== Windows

YcTaHoOBUTL

EBoccTaHoENEeHNE CHCTEME

PucyHok 97. 3anyck Windows 015 eoccmaHo8eieHUsa cucmemel
4 Ha ctpaHuue Bbibop aenctBua wenkHUTe nanTky NMouck n yctpaHeHe HemcnpaBHOCTEMN.

5 Ha ctpaHuue JononHuTenbHble NapaMeTpbl WeakHUTe Nantky BocctaHoBnaeHue cuctemsl.
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BoccraHoBaeHMe

CUCTEMDI

Boccranoenenme Windows ¢
MOMOLLESD TOHKH BOCCTIHOSASHUR

BoccraHoBneHue
obpasa cucTeMsl

© [lononHuTeNbHbIE NapaMeTpb|

KomaHaHas CTpPOKa

KOMSHAHYIO CTROKY MOXHO NPHMERATE
ANR PECUMPEHHOTD YCTPHEHIA
HENON2AOK

BepHyTbcs
npeaeiayLiei cbopke

Boccranoenenue Windows c
NOMOWEO (aina 06pasa cHCTeMe:

BoccraHoBneHue npu

3arpyske

YCTpaHeHHe HENOAIADK, MELAIoUT
zarpyaxe Windows

PucyHok 98. Bbibop cnocoba soccmaHoseHus cucmemel

Ha ctpaHuuax mactepa BocctaHoBneHMe cucTeMbl BbibepuTe HEOBXOANMYHO TOUKY BOCCTAHOBJ/IEHMS
W NOATBEPAWTE BOCCTAHOB/IEHNE CUCTEMBI.

#" BoccranosneHme cHoTembl *

BoccraHosneHne cucTemHelX Gainos n
napamMeTpos

BoCCTaHOBNEHME CHCTEMEI MOXET YCTPaHWTE NpobReMs!, SaMeANAoWHE
palboTy KOMNEKOTEPA MK GRokMpyolLMe ero pabaoTy.

BOCCTEHOBNEHWE CUCTEMEI HE BNMAET H3 AOKYMEHTHI, M300PEHEHNA M1
APYTHE MMHHEIE AGHHEIE, HEASEHD YCTaHOBNEHHEIE MPOrPaMME! 1
apalieepk MoryT BeiTe yaaneHs, 310 ofpaTumeIi npouscc?

'@:‘ PexomMeHayeMOe BOCCTAHOBNEHME:

BelfiepuTe 3TOT NapaMeTp ANA 0TMEHE NOCNEAHErD
obHosnetus, ApaHEepa MAK yoTanosku N0, ecin oHu,
M0 ESWEMY MHEHIMKO, AENAKITCA NpUUMHOR cBos.

Bpema: 02,09,2016 15:13:32
Onmcanve: Yoranosxa: Installed ViPNet CSP
TekyLWMil 43CoBoi Noac: MockoBckoe Bpema (neTo)

Mowmck 3aTParMEaEMbIX NDOrpDaMM

() BoibpaTe ApYryHo TOUKY BOCCTAHOBNEHNA

< Hazaa lanee = ] ’ OTmMeHa

PucyHok 99. Bbibop moyku 80CCMaHo8eHus

Mo OKOHYaHMM BOCCTAaHOBAEHUSA KOMMNbHOTEP Nepe3arpysnTca.
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[loBTOpHAadA pernctpauma ans
YCTPAHEHWA HEMNO1aa0kK

[ns ycTpaHeHUs HeKOTOPbIX HENOAA0K MOXET NoTpeboBaThcs NoBTOpHas pervctpaums ViPNet CSP. B
3TOM C/lyyae COTPYAHMK TexHnueckon noagepxkn OAO «MHoTeKC» npesocTaBnt Bam HOBbIV
CepuiiHbI HoMep. YTO6bI 3aHOBO 3aperncTPUPOBaThL MPOrpamMmy, BbINMOAHUTE Clejytolme AeCTBUA:

1 B okHe ViPNet CSP nepeligute B pa3gen JonoaHUTeNbHO.

ViPNet CSP - O *

([ﬁ ViPNet CSP

Kpwntonpoeaidgep ViPNet CSP npegHazHaueH AnA peaansaumm Kpuntorpahuyeckmx dyHKLWA
B onepaunoHHoi cucteme Microsoft Windows.

KoHTeRAHeps! kikouel

/JOI'IO,"IH HMTENBHBIE MAapPaAMETPbI
Moaknouaemele yCTpoiicTea

_ Kypran paboTel kpuNToNpoBaAgepa:
,ﬂaTHHK CAYHaWHBIX YiCen el F B B B

KypHanuposaHue BCex KpUNTorpaduyeckux onepaumii
HononruTensHo BO3MOMHO 3HAUNTENEHOE CHUKEHWE NPONIBOANTENEHOCTM.

- )K)‘pHEﬂHFIDEEHME,ﬂ,DCI’)‘I'IE K KNHXHEmM Nonb30E3TENA
HesHauwTeneHOE CHUMEHNE NP CW3BCANTENEHDCTH,

KypHannposaHue oTKNHIYEHD
Hanbonbluan NpoussoguTenbHOCTh,

Mogaep:ka patotel ViPMet CSP yepes Micresoft CryptoAPI

Moaaepsxka anroputros 2012 roga & TLS-cecomax
Mogaepska TLS 1.2

MpoeepuTe Gaiinel NporpamMmMel Ha LENCCTHOCTE

Perucrpauma 3anycTWTE CTaTUCTUYECKMIE KoHTpeas JCY

Otmena MpKMeERUTE

Pucyrok 100. 3anyck macmepa peaucmpayuu

2 Haxwmwute kHonky Peructpaumsa. Otkpoetcs okHo Mactepa Pernctpaums ViPNet CSP (cm. pyucyHok
Ha cTp. 41).

3 [loBTOPHO 3aperncTpupyinTe NporpaMmmMy € NOMOLLbIO HOBOFO CEPUAHOIO HOMepa, creaya
WHCTPYKUMAM 13 pasgena Pernctpaums ViPNet CSP (Ha ctp. 39).
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[locne obHoBneHMa ViPNet CSP
MCUE3/IN PaHee COXPaHeHHble
MapoIv KOHTEMHEPOB KKOUEM

Mpw o6HoBAeHUN ViPNet CSP ¢ Bepcumn 4.2.11 Ha Bepcunto 4.4 nav 6onee NO3AHIOK HE COXPAHALOTCA
COXpaHEeHHble NapoaV KOHTENHEPOB KNtOUEN, HaXOAALLUMXCA B Mankax XpaHeHWs KArouei nonb3oBatenei
(cm. KoHTenHep karoyert Ha cTp. 20).

MpWn 3TOM COXpaHAOTCA NAPOAN A KOHTEMHEPOB KJIHOYEN, PAaCNONOXEHHbIX B Marnke XpaHeHUs Katouewn
KomnbtoTepa. Takxe coxpaHatoTcs MNH-Kkoabl CUCTEMHbBIX KOHTEMHEPOB, XPaHALLMXCA Ha YCTPOMCTBAX
(kak annapaTHbIX, Tak ¥ MPOrpaMMHbIX TOKEHaXx), KOTopble ByAyT KOPPEKTHO NMCMOAb30BaTLCA NP
obpaLleHnn cMcTeMHbIX Cyxb 1 cepBmCOB.

OpHako npwv 3ToM B MaHenn ynpaBaeHmsa ViPNet CSP coxpaHeHHble napoan nan MAH-koapl
oTobpaxaTbcs He byayT. Monb3oBaTeNto Takke NOHAZOOUTCA BBECTU Napob AN 3alMPPOBaHMA UK
nognucanus daina c NoMoLbto cepTudmKaTta 13 KOHTEHEpa, PacroNOXEHHOrO B Manke XpaHeHwus
K/AtOUel KOMMboTepa.

[ns BOocCTaHOBAEHWUA Naposielt HEOBXOAMMO 3aHOBO COXPaHUTL UX (cM. Onepauunmn ¢ KOHTenHepamu
KJrouen Ha cTp. 79).
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[lpenoctaBieHne 40NONHNUTENbHOM
MHOOPMALMM O HEMCTPABHOCTM

Ana ycTpaHeHWs HeMCNpPaBHOCTN COTPYAHUK TexHuyeckol nogaep>kn OAO «MHpoTeKC» moxxeT
nonpocuTb Bac NpefoCcTaBnTb JONOJHUTENbHYO MHPOPMALMIO 419 aHaamn3a.

Ecan HemcnpaBHOCTb BO3HMKAET Ha 3Tarne yCTaHOBKM UM OBHOBAEHUS MPOrPaMMbl, BbINMOAHUTE
cnegyroLine AencTBus:

1 OTkpoWTe caeAytoLLyto nanky:

C:\ProgramData\InfoTeCS\InstallerData\ViPNet CSP\Logs

2 ,ﬂ,O6aBbTe HaXxoadAuwlneca B nanke q)al\/’lﬂbl XKypHaJja B apxuB M OTrnpaBbTe BMECTe C ONMUCaHneM
HEeNCnpaBHOCTUN B Cfly)K6y TEXHUYECKOWN noaAaep>xxkKun.

Ecan HemcnpaBHOCTb BO3HMKaeT BO BpeMsA paboTbl MporpamMmel, BbIMOJHUTE CleAytoLine fencTBUsS:
1 Haxmute coyetanue knasmw Win+R.
B meHto Myck Takke MOXHO BbIO6paTh NYHKT BbINOAHUTD.
2 B none OTKpbITb BBEAMTE KOMAHAY regedit M HaXmuUTe Knasuwy Enter.

3 B nporpamme «Pesaktop peectpa» nepenaute B passen Logs, KOTOPbIA HAXOAUTCA MO CesytoLiemy
nyTu:

o B 32-pa3pagHbix onepaumnoHHbix cnctemax Windows:
HKEY_LOCAL MACHINE\SOFTWARE\Itcs\Logs;

o B 64-pazpsagHbix onepaLmoHHbIxX cnctemax Windows:
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Itcs\Logs.

4 I3MeHuTe 3HaueHMs KAoYel level Ha O0xff (255) B YKa3aHHbIX COTPYAHVMKOM NOAAEPXKN
nojpasaenax.

5 T[lepesarpy3suTte KOMNbrOTEP.

MpuMeuaHue. B HEKOTOPBIX Clyyasx 3aMyck KOMMbIOTEPa MOXET 3aHATb H6osiee
MPOAO/KNTENIbHOE BPEMS, YEM OObIYHO.

6 Haxmute couetanue knasmw Win+R.
B meHo Myck Takke MOXHO BbIGpaTh NYHKT BbINOAHUTD.
7 B none OTKpbITb BBEAUTE KOMaHAY msinfo32 U HaXmuTe kaasuuy Enter.
8 B nporpamme «CBegieHnA 0 cucteme» B MeHto ®aiin BoibepuTe NyHKT CoxXpaHUTb.
9 Coxpanute dpainn NFO ¢ npon3BOAbHBIM UMEHEM.

10 Ckauante nporpammy DebugView (http://technet.microsoft.com/ru-ru/sysinternals/bb896647.aspx).
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11 3anyctute pain DbgView.exe OT MMEHUW agMUHMCTPATOpA.

12 B meHto Capture yctaHOBUTE Gaxkkm HaNpPOTMB BCeX MYHKTOB, KpoMe Log Boot.
13 MNoBTOpUTE AENCTBUSA, MPU KOTOPBIX Y BaC BO3HWKaNa HEUCMPABHOCTb.

14 B nporpamme DebugView Bblagenunte Bce 3anncu 1 CKONUpPyWTe B TEKCTOBLIN dait.

15 [o6aBbTe NonyumBLUMIACA TekCToBbIN daiin 1 gaiin NFO, coxpaHeHHbIN Ha ware 9, B apx1B U
OTnpaBbTe BMeCTe C OMUCaHWEM HEVNCMPABHOCTMN B CYXDY TEXHNUUECKON MNOALEPXKKN.

Mpumeyanue. Ecniv ans BocnponsseseHns owmnbkn Heobxoanmmo ctopoHHee MO,
yKaxKuTe 3TO B NMCbMe.

MpUCBONTE M3MEHEHHbBIM KAtOUaM level (CM. MYHKT 4) 3HaueHWe 0x10 (16).

16 lMepe3arpy3ute KOMMNbOTEP.
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Ictopma BepCcnm

B AaHHOM MPUIOXEHUN OMMCaHbl OCHOBHbIE U3MEHEHWS B NMPeAbIayLmUX Bepcmax nporpammbl ViPNet
CSP.

Bepcna 4.2.11

B 3ToM pasaene npegctaBaeH KpaTkMin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTeN nporpammsl ViPNet
CSP Bepcun 4.2.11 no cpaBHeHUtO € nporpammoit Bepcun 4.2.10.

e YayuweHo B3auMogelicTBME C APYrMMU NPOrpaMMHbIMU NPOAYKTaMu

B nporpammy ViPNet CSP BHeceHbI M3MeHeHwMs, 3aTparusatolime B3anmogelicteme ¢ ViPNet Client.
[ns 6onee nogpobHON nHGopmaumm cM. sokymeHTaumio k ViPNet Client Bepcum 4.5.3 v BbiLwue.
JInbo obpaluariteck B cnyxby TexHnyeckor nogaepxkn OAO «MHpoTeKC».

e lcnpaBneHune owmbok

B Bepcun 4.2.11 ncnpaeneHsl owumMbKY, BbiBAEHHbIE B MpoLecce akcnayaTtauuv sepcun 4.2.10.

Bepcna 4.2.10

B 3TOM paszene npeactaBaeH KpaTkmii 0630p U3MEHEHWI U HOBbIX BO3MOXHOCTEN nporpaMmbl ViPNet
CSP Bepcun 4.2.10 no cpaBHeHUtO C nporpaMmoi Bepcun 4.2.9.

e OG6HOBNEHWE KOMaHg AN paboTbl ¢ NporpamMHbIMK TokeHamu Infotecs Software Token

B HoBoli Bepcun ViPNet CSP obHoBsieHa Bepcus Infotecs Software Token — nporpammHoii
peanvsaunm uHTepdeiica PKCS#11. HoBble komaHAb! ANnA paboTbl C MPOrPaMMHbIMU TOKEHAMMN CM. B
nokymeHTe «ViPNet SoftToken 4.4. PykoBoacTBO pa3paboTunka», passen «/Icnonb3oBaHne yTUAUTbI
token_manager ans paboTbl ¢ NporpaMmMHbLIMU TOKEHaMM».
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BHumaHme! Y1066 NPpOA0MKNTE PaboTy C NPOrpaMMHbIMU TOKEHAMK, HEOHXOAMMO Nepes
ob6HoBneHnem MO 3KkCNopPTUPOBaTh O6BEKTLI, XPaHALLMECA Ha NPOrPaMMHbIX TOKeHax (Kitouu,

,/A\\ ceptudwmkar), B haliabl, a nocne o6HOBAEHUS CO34aTb HOBbIE MPOrPaMMHbIE TOKEHbI U
MMMOPTUPOBATb B HUX 3TV 0bObekTbI. MoapobHee cM. B sokyMeHTe «ViPNet SoftToken 4.4.
PykoBogcTBO paspaboTumka», pasgen «epeHoc TokeHoB npu obHosneHnmn ViPNet SoftToken ¢
Bepcun 4.3 Ha Bepcnio 4.4».

MpekpalweHa nopaep>kKka YHUBepPCaabHbIX 3NEKTPOHHbIX KapT (Y3K)

Tak kak BbINyck 1 Bblgaya kapT YK npekpateHbl ¢ 1 aHBaps 2017 roga, nogaepika 3TMx KapT B
ViPNet CSP Takke npekpalieHa.

N3meHeHnsa B cnucke noagepikmBaemMbix Be6-6pay3epoB

B cBA3M ¢ Tem, uto KoMmnaHua Microsoft npekpatuna noaaepxky Beb-6paysepa Internet Explorer 10,
B3aumogenctame ViPNet CSP ¢ atnm Beb-6pay3epoM Takxe 60see He Noafep>KUBaAETCA.

WcnpaBneHne owmnbok

B Bepcun 4.2.10 ncnpaeneHbl owmnbKY, BbiiBAEHHbIE B MpoLiecce 3kcnayaTaumm sepcum 4.2.9.

Bepcna 4.2.9

B aTOM pasgene npeactaBaeH KpaTkuii 0630p U3MEHEHWI U HOBbIX BO3MOXHOCTEN nporpammbl ViPNet

CSP Bepcun 4.2.9 no cpaBHEHMIO ¢ Nporpammoit sepcum 4.2.8.

B3anmogpeiicteue c cepepom ViPNet HSM ¢ nomouwbio npotokona TLS

B HoBoW Bepcuun nporpammbl ViPNet CSP nosiBnaack BO3MOXHOCTb OpraHmn3aLm 3aLMLLeHHOro
nogkntoyeHuns k cepsepy ViPNet HSM. [lnq 3awmTbl coegnHeHNa ncnoab3yerca NpoTokon TLS, npu
3TOM napaMeTpbl NOAKIFOYEHMWS YKa3bIBatOTCA B CrieynanbHon obaactn okHa Mapametpsbl ViPNet
HSM (cm. Hactpoiika B3avmogeinctaua ¢ MAK ViPNet HSM Ha ctp. 155).
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Mapamerpe ViPNet HSM X

MapameTphbl ANA CBAIW C CEPBEROM

IP-agpec: | 192 . 168 . 1 . 132 |

Mopt: | 9090 |

Wecnonssoeate sawmwentoe TL5-coeanHenmne © cepeepom

MaenTndmkatop nporpamMmMHors TOKEHa: | 0 |

MWH-koa nporpammHcre TokeHa:

CEpUAHEI HOMED 23KPLITOrG KKYE ANA | 01Do?caesmzooooooooom50-:1z|
BYTEHTUUKE LI
Cephiikulii HomEp CepTndKaTa A7 | 01Do?cancsssazaonnoooom155|
BYTEHTUIKE LM

My Tk K KOPHEBOMY CEQTURNKATY CEPEEDA:

Chosshea-2.cer |

PucyHok 101. Hacmpolika napamempos TLS-coeduHeHus ¢ cepsepom ViPNet HSM
MN3meHeHns B cnucke noajepiXMBaeMbiX OnepaLMoOHHbIX CUCTEM
PeannzosaHa nogaepxka OC Windows Server 2016 (64-pa3psagHas), cbopka 14393.

B cBs3M ¢ Tem, uto komnaHua Microsoft npekpatuna noaaepsxKy onepaLMoOHHON CUCTEMBI
Windows 8 (32/64-pa3psgHas), paboTa ViPNet CSP Ha koMnbtoTepax ¢ 3TON onepauoHHOM
cnctemon Takke 6onee He nogaepxmeaetcd OAO «MHPoTeKC».

UcnpaBneHne owmnbok

B Bepcuu 4.2.9 ncnpassieHbl OWINHKY, BbISIBAEHHbIE B NMPOLLecce 3KCrnayaTaumm sepcum 4.2.8.

Bepcna 4.2.8

B 3TOM pasgene npeacTaB/ieH KpaTKMin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTEN nporpammbl ViPNet

CSP Bepcun 4.2.8 no cpaBHEHWIO C NpOrpamMmon Bepcum 4.2.2.

MN3meHeHuna B cnucke nojaaep>xmBaeMbix onepaymoHHbIX CUCTEM

B kpunTtonposarigepe ViPNet CSP uactuyHo peannsoBaHa nogaep>kka onepaLMoHHON cucTemsl
Windows 10 (32-pa3psagHas 1 64-paspsagHas). loaaep>XuBatoTca BCe 3asB/eHHbIe
KpunTorpapuyeckme onepawum, Kpome opraH13aLnm 3alyLLeHHbIX NOAKIOYEHWIA MO NPOTOKOY
TLS B Be6-6pay3epe Microsoft Edge.

B cBA3m ¢ Tem, uTO KOMNaHMa Microsoft npekpaTtaa obLLyto NoAAepP>KKY OMnepaLOHHbIX CUCTEM
Windows 2003 (32-pa3psaaHasn) n Windows Vista (32/64-pa3psgHasn), pabota ViPNet CSP Ha
KOMMbIOTEpax C 3STMMU OMNepaLMOHHbIMU CUCTeMaMK Takxke bonee He noaaepxmneaerca OAO
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«NHpoTeKC». Kpome Toro, pabota ViPNet CSP 6osee He noaaepXmMBaeTcs Ha KOMMbrOTEpax C
onepaumoHHon cuctemort Windows Server 2008 (32/64-pa3psigHas).

KoHTponb Bepcum onepaymoHHon cuctembl Windows npu yctaHoBke ViPNet CSP

Bo nsbexxaHue nossneHuns owmnbok ViPNet CSP n3-3a BO3MOXHbIX KOHOANKTOB C BEPCUAMM
ornepawuyMoHHbIX cucTeM, paboTa ¢ KOTopbIMK He Bblia NpoTecTnpoBaHa, yctaHoska ViPNet CSP 4.2.8
BO3MOXHa TO/IbKO Ha KOMMbIOTEPbI MOA YNpaBieHEM OnpeAeneHHbIX Bepcuii (C60pok)
onepaunoHHbix cnctem Windows (cm. CuctemHble TpeboBaHms Ha cTp. 12). Mpu nonbiTke ycTaHOBKM
ViPNet CSP Ha koMnbtoTep NoA ynpaBaeHVEeM HEMOAAEPXKMBAEMOWN BepCMM OnepaLiviOHHOM
CcMCTeMbl NOABAAETCA OKHO C NpejynpexzaeHremM 1 NpoLecc yCTaHOBKM NpekpallaeTcs.

Co3paHue Toukm BocctaHoBieHUs Windows npu ycraHoBke ViPNet CSP

YT10bbl 06EeCneumnTb BOIMOXHOCTb BOCCTAHOBJIEHWA COCTOSHUA onepaLymoHHol cuctembl Windows,
npeawectsoBasLlero ycraHoske ViPNet CSP, npu yctaHoBke HoBoW Bepcun ViPNet CSP
aBTOMaTUYeCKM co3aaeTca Touka BocctaHoBAeHWs Windows. Ecam B HacTpoikax Windows
OoTK/NtoUeHa GyHKLMA CO34aHMA TOYeK BOCCTaHOBAEHMA, Nporpamma ycraHosku ViPNet CSP
aBTOMaTUYECKM BKAKOUUT 3TY GYHKLMHO. [1pn 3TOM, B 3aBUCMMOCTM OT HacTPOeK BOCCTaHOBJIEHUA
cnctembl, Windows MOXET OTMEHUTb CO3JaHne TOUKM BOCCTaHOBAEHNs (Hanpumep, ecaun Takas
TOYKa B 3TOT fleHb y>Xe co3jaBanach). Icnoab3oBaHme TOUEK BOCCTAHOB/IEHNA He NOAAepXMBaeTCs B
cepBepHbIx Bepcuax Windows (cm. BocctaHoBaeHMe cucTemHbix dainos 1 napametpos OC
Windows nocne HeygauHon yctaHoBkmn ViPNet CSP Ha cTp. 189).

CoBmectumocTtb ViPNet CSP ¢ cuctemon Microsoft Device Guard

[OpariBepbl ViPNet CSP 66111 nognvcaHbl SNeKTPOHHOM NOANUCLIO fJoBepeHHoro nsgatens WHQL
(Windows Hardware Quality Lab). Tenepb npu npoBepke nporpaMMHoro obecnevyeHus cuctema
Microsoft Device Guard, BxoasLas B HEKOTOPblE BEPCMM onepaLmoHHoW cuctembl Windows, cuntaet
nporpammy ViPNet CSP foBepeHHbIM NPUAOXKEHMEM U NPU BKIFOYEHHOM KOMMOHeHTe Secure Boot
He nNpenaTcTByeT 3anycky Apansepos ViPNet CSP.

[obaBneHve komnnekTa cpeacts paspabotkm (SDK)

BmecTe c HoBo Bepcuelt ViPNet CSP pacnpoctpaHsetcs apxme SDK, Bkatouarowmii B cebs Habop
3aro/I0BOYHbIX $GalrioB 1 NPUMepPbl NPOrpamMmM.

Pabota c kntouamuy, HaxogAaWMMKCA Ha yaaneHHoM cepeepe ViPNet HSM

B HoBolt Bepcum nporpammbl ViPNet CSP nosiBunack BO3IMOXHOCTb MCMOJ/Ib30BaTb 3aKpbITbie 1
OTKpPbITblE KU, Haxoaalwmecs Ha yaaneHHoM cepeepe ViPNet HSM (cm. rnoccapwuid, cTp. 226), Kak
ecan 6bl 3TN KIOUM HAXOAWANUCh Ha TOKEHE, MOAKNFOUYEHHOM K BalleMy KOMMbtoTepy. [ns 3Toro B
CnncKe NOAKIOHaeMbIX YCTPOUCTB Heobxoanmo BbibpaTtb NyHKT ViPNet HSM v B cneunansHom
OKHe 3ajaTb NapameTpbl NoakaroueHus Kk cepepy ViPNet HSM. MNMogpobHee cm. B pasaene
B3anmopgericteume ¢ cepeepom ViPNet HSM (cm. Bsanmogericteue ¢ MAK ViPNet HSM Ha cTp. 153).
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[ viPnet Csp

{E ViPNet CSP

Kpuntonpoeaidgep ViPNet CSP npeaHazHaued ana peaamzaumm kpuntorpadudeckuy GyHKUMA
E OnepaunoHHoR cvereme Microsoft Windows.

KoHTeRHeps! kKIkJYer

Moakntouaemsle yCTpoidcTea

[NoaknkoUaemble yCTPOMUCTBa

[laTumk crydaidHex umucen Ycrpoiictee cnonezoeanne
UEC Brnroueno ~ -
flononnuTensHo ESMART Token Brmoueno v I
Infotecs Software Token Brnroueno ~
A-Key Brnwoueno L
ViPNet HSM Bnoueno v 1
MapameTpel ViPNet HSM

MapameTphl 4NA CBAZM C CEPBEPOM

IP-agpec: 192 . 188 . 1 . 132

MopT: 9090

=

& WCMONL30BaTE BCE
[ Mo L30BaTENA - I
NoAL30BATENA Kntosa,
obwue .
[ A¥1.N ] l ATME]

’ QK ] ’ Otmera ] ’ MpumernTe

COrobpaxate napameTpel:

Pucyrok 102. 3adaHue napamempog nodkaroueHus k cepeepy ViPNet HSM

®yHKLMW, HeobXoANMble A5 B3aumMoaencTeumsa ¢ cepsepoM ViPNet HSM, o6beanHeHbl B OTAE/bHbIN
KomnoHeHT nporpammbl ViPNet CSP. Mpun HeobxogMMocTv B NpoLiecce yCTaHOBKM WU Noc/ie
yctaHoBkM ViPNet CSP Bbl MOXeTe OTK/IHOUNTb 3TOT KOMMOHEHT (cM. [lobaBieHue, yaaneHune v
BOCCTaHOB/JEHNE KOMMOHEHTOB NPOrpaMmbl Ha cTp. 32).
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14l Veranoska ViPNet CSP

Bribop KoMnoHeHTOB | Manka yCTaHoBKu I WH(OPMELIA O NONE30BaTENE I MeHio Thyae”

Beibop koMroHeHTOB

BeIfEpHTE KOMNOHEHTEI, KOTOPEIE XOTHTE YCTAHOEMTE,

Basosble komnonenTs CSP
Manens ynpaeneus ViPMet TSP

Mopnepsaca nogkmoveHs K ViPNet HSM

Mopnepxxa padote ViPNet CSP uepes Microsoft CryptoAP|

Ycranoska ViPMet CSP

MpocTpaHcTeo, TpeGyemoe Ana ycTaHoBkK: 53 MB
MpocCTpaHCTED, AOCTYNHOE Ha Aucke: 52684 MB

Y CTaHOBUTE Ceiiac

PucyHok 103. KomnoHeHm npozpammei ViPNet CSP, npedHasHadyeHHebil 015 83aumodelicmeus ¢

cepsepom ViPNet HSM

N3meHeHne cnncka komnoHeHToB ViPNet CSP, yctaHaBAMBaeMbIX MO yMOAYaHUIO Ha KOMMNbIOTEP

noa ynpasaeHmem Windows 10

Mpw ycTaHoBke HoBoli Bepcumn ViPNet CSP Ha komnbtoTep nog ynpasaeHnem Windows 10

KoMnoHeHT Moaaep>kka npotokona TLS/SSL no ymonuaHmio Tenepb OTKAOYEH.

I'Iop,,u,epM(Ka HOBbIX BHELWHUX yCTpOVICTB XpaHeHUA AaHHbIX

PeannsoBaHa nopaep>kKa HOBbIX yCTpOVICTB XpaHeHnA AaHHbIX!

(¢]

@)

MepcoHanbHble 31eKTPOoHHbIe Kntoum Gemalto SafeNet eToken 5100, 5105, 5200, 5205, 5110,
7300, a Takxe cMapT-kapTa Gemalto SafeNet eToken 4100 npousBoacTBa komnaHum Gemalto

(SafeNet).

Tak kak Aand pa6OTbI C YKa3zaHHbIMU yCTpOI;ICTBaMVI Ha KOMMbHOTEP HEO6XOAI/IMO YCTaHOBWUTb TO

e nporpaMmMHoe obecneveHune, 4YTo 1 Ans paboTbl ¢ ycTporictBamm cemerictea eToken Aladdin,

3TO CeMEeNCTBO YCTpoMcTB 6bi10 NepenmeHoBaHo B SafeNet eToken (eToken Aladdin).

DNeKTPOHHbIV naeHTudukaTop PytokeH SLIM 2.0 nponsBoacTBa KOMNaHUK «AKTUB>.
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ViPNet CSP

{E ViPNet CSP

Kpuntonpoeaidgep ViPNet CSP npeaHazHaued ana peaamzaumm kpuntorpadudeckuy GyHKUMA
E OnepaunoHHoR cvereme Microsoft Windows.

KoHTeRHeps! kKIkJYer

[NoaknkoUaemble yCTPOMUCTBa

oAKAKYaeMble YCTpoRCTEa

[laTumk crydaidHex umucen Yctpoiicteo cnonezoeanne
Mifare Standard4k Brnroueno ~ -
NononxuTtensHo SenartCard RIK BrnwoueHo -
Resan Mifare Brnroueno ~
StarSign Brnwoueno
Siemens Card 05 Brnwoueno v
eToken GOST/JaCarta GOST Brnroueno ~
Rutoken ECP/Rutcken Lite BrnwoueHo - =
Rutokgn,l‘Rutokgn 5 Bxaroueno -
I Safelet eToken (eToken Aladdin) Bxmwoueno -
Smmartcard Athena BrnwoueHo - Il
Wecnonesoeate Bce He wcnonesoeats Bce

@ OTKAMYMTE HENCMNONB3YEMBIE YCTPOHCTEE, YTOBbI YBENMHNTE CKOPOCTD NOWCKE KNHOMA,
Moapotran nHdopmauna 06 MCNONb3CBAHWN YCTPOWCTE COAEPMKMTCA B CNPaBKE.

[ QK ] [ OTmena ] [ MpumernTs

PucyHok 104. lModdepxka ycmpolicme SafeNet eToken
e V3meHeHue B cnucke noaaep>kmBaembix naketos nporpamm Microsoft Office

B cBsA3M ¢ Tem, uto komnaHus Microsoft B 2017 rogy npekpaliaet noaAep KKy naketa nporpamm
Microsoft Office 2007, pabota ViPNet CSP B 3Tux nporpammax Takxxe 6osee He NOAAEP>KMBAETCS
OAO «NHpoTeKC».

e lI3mMeHeHue B cnucke nojaaep>XmBaeMbiX MNOYTOBbLIX NporpamMmm Microsoft

B cBs3M ¢ Tem, uto komnaHus Microsoft npekpatuna noaaepxky nporpammbl Mouta Windows Live,
B3ammogencteue ViPNet CSP ¢ aton nporpammon Takxe 6onee He noaaepxxkmsaetcs OAO
«NHpoTeKC».

e lcnpaBneHue owmbok

B Bepcum 4.2.8 ncnpaeaeHbl ownbKK, BbiSBAEHHbIE B NPOLIEcce 3KcnayaTaumm Bepcun 4.2.2.

Bepcna 4.2.2

B 3ToM pasgene npescraBaeH KpaTknin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTeN nporpammsl ViPNet
CSP Bepcun 4.2.2 no cpaBHeHMIO ¢ Nporpammoit sepcum 4.2.0.
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CootBetcTtBue TpeboBaHuaM PCB Poccuu k cpeactBam Kpuntorpadpuueckon 3awmThbl

nHdpopmauum knacca KC3 tenepb obecneunsaetca ytuantoin ViPNet SysLocker, Bxoasweii B

KOMNIEKT NOCTaBKK

W3 nporpammbl ViPNet CSP yaaneHbl GyHKLMN HACTPOMKM 3aMKHYTOW NPOrpamMMHON Cpesbl.

AHanornyHele GyHkumm agmmHucTpatTop Windows ternepb MOXeT BbINOAHUTL B nporpamme ViPNet

SysLocker, koTopyto Npy HEOBXOAMMOCTU CAeayeT YCTaHOBUTL JOMOJHUTENBHO.

N3meHeHNa B MHTepdelice nporpaMmbl

B nHTepdeiice nporpamMmmel MPOU3OLLAN CleAYIOLLNE U3MEHEHNS:

o ,ﬂ,ﬂﬂ 3KCNnopTa CepTI/ICI)I/IKaTOB M 3aKpPbITbIX KAouen B ¢a|7u1 Tenepb NCNosb3yeTca CUCTEMHbIN

mactep Windows (cM. SkcrniopT cepTuduKkaTa v 3aKpbiTOro karoya B Gais Ha cTp. 86).

o [ns otobpaxkeHus CBOWCTB cepTUdmKaTa Tenepb UCMOb3yeTcs cucteMHoe okHo Windows. B

3TOM OKHe, Hapagy C MHPopMaLmel, AoCTynHoM B npoLwabix Bepcuax ViPNet CSP, ans

AHHYJINPOBAHHbIX CepTI/Iq)VIKaTOB Bbl MO>XXeETE NPOCMOTPETb AaTy U BpeMA UX aHHYIMPOBaHNA B

nosie PaclumpeHHble cBegeHns 06 owwmnbke.

Ceptndmrar

| Obwue | CocTas |I'Iy'rb cemebuKaLuml

MokasaTe: [<Bce> v]

Mone SHaueHue

@Hnenmd:mawp KAO4E UEHTPE Co. MasHTHdMKaTOp KaoHa=c7
DHmonbsoBane KNo4a Lndposas nogncs, HeoTp
DOCHDBHbIE OrpaHH-EHA Tun cybbexTa=KoHeuHsI
D AnropuMTM OTNEYETKE shal

DOTneuaToK 5f 47 f0 ad 28 dc 0d 3e 80 6|=

.Pamp&ruecaen&mu&mﬁm COCTOAHME OT3LIBa: 0TO3ES

-

4 i 3

COCTOAHME OT3BIBA: 0TO3EaH0 < 9 woHA 2015 r. 16:02:09>

CBONCTES. .. KonuposaTe & daiin...

HDD.DDEHEE 0 COCTEEE CEDTHQHNGTG

==l

PucyHok 105. MiHgpopmayus o dame u spemeHU om3eiga cepmugbukama

MN3meHeHne koMmnaekTa AOKyMeHTauun

B komnnekT gobasneH aokymeHT «ViPNet SysLocker. PykoBoACTBO agMUHMCTpaTOpa».

M3meHeHna B cnucke nojaaep>xmBaeMbixX onepaunoHHbIX CUCTEM

B cBsi3m ¢ Tem, uTo KOMMaHus Microsoft npekpaTtaa NoAaep KKy OnepaLnoHHON CMCTeMbI

Windows XP (32-pa3psigHasn), pabota ViPNet CSP Ha koMnbroTepax € 3TOM onepaLyoOHHON CUCTEMOM

Takke 6onee He nogaepxunpaercs OAO «MHPoTeKC».

N3meHeHns B cnvcke noasaep>kMBaeMblix naketoB nporpamm Microsoft Office
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B cBA3u ¢ Tem, uto komnaHua Microsoft npekpaTuna Noaaep>kky naketa nporpaMm
Microsoft Office 2003, paboTa ViPNet CSP B 3Tux nporpaMmmax Takxe 6osiee He Noaaep>KMBaeTCs
OAO «NHpoTeKC».

N3meHeHns B cnucke nogaepxnBaembix Be6-6paysepos

Beuay HeBocTpebOBaHHOCTM NpekpalleHa noasep>kka Beb-bpaysepos Internet Explorer 6 n 7.
MN3meHeHNA B cnncKe BHELIHUX YCTPOWUCTB XpPaHEHUA AaHHbIX

PeannzoBaHa nogaepkka ycrponcts anHekn «<ESMART Token FOCT».

Beugy HeBoCcTpebOBaHHOCTY NpekpaLleHa Noaaepskka clefyoLnxX TUNOB BHELUHWX YCTPOUCTB!
Shipka, iButton Accord, iButton Aladdin, KAZTOKEN.

Bepcna 4.2.0

B 3ToM pasgene npegcraBaeH KpaTkMin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTeN nporpammsl ViPNet

CSP Bepcun 4.2 no cpaBHeHMIO € NporpaMmmont Bepcuun 4.1.

HoBbln popmaT KOHTEMHEPOB KtoUel, co3aaHHbIx No anroputmy FOCT 34.10-2012

[na obecneyeHns cooTBETCTBUA pekOMeHAaLmMaM TexHMUYeckoro kKoMmuTeTa No cTaHgapTu3aumm
(TK 26) «Kpuntorpadpuueckas s3awuta nHpopmaumm» (http://www.tc26.ru/) nsmeHen popmat
KOHTEMHEPOB KAOUEN, CO3AaHHbIX no anroputmy FOCT 34.10-2012.

MN3meHeHuna B cnucke nojaaep>xmBaeMbiX BHELUHUX yCTpOI‘/lICTB

BBuay HeBoCTpeboBaHHOCTYN NpekpaLlleHa NoaAepyKKa CleayroLmMxX TUMOB BHELUHUX YCTPOMNCTB:
Mifare Standard4K, SmartCard RIK, Rosan Mifare, Smartcard Athena.

Bepcna 4.1.0

B 3TOoM paszene npeactaBieH KpaTkMin 0630p M3MEHEHWI 1 HOBbIX BO3MOXHOCTeN nporpammel ViPNet

CSP Bepcun 4.1 no cpaBHeHMIO ¢ nporpammont Bepcum 4.0.

OG6HOB/IEHHbIN NOJIb30BaTENLCKUIN UHTepdEC

MoaHoCTbIO NepepaboTaH Av3aliH NoJIb30BaTENbCKOrO MHTepdEca NporpaMmbl.
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PucyHok 106. Monszosamensckuli uHmepgelic npoepammer ViPNet CSP 4.1

CooTtBeTtcTBME pekOMeHAaUnAM TeXHNUYECKOro KomuteTa no craHgaptmsaumm (TK 26)
«Kpuntorpaduueckas 3awmra MHpopmauumn»

KpunTorpaguueckme anroputmel ViPNet CSP npusegeHbl B COOTBETCTBME C pekoMeHgaunammn TK 26
«Kpuntorpapunueckas 3awmta nndopmaumm» (http://www.tc26.ru/).

PacwmpeHHas nogpaepykka anropmutma F'OCT 34.10-2012

o [obaBneHa BO3MOXHOCTb OpraHm3aL My 3aluiieHHoro coegnHeHmsa TLS/SSL ¢ ncnonb3zoBaHvem
K/toUel, co3ganHbix no anroputmy FOCT 34.10-2012.

o JlobaBneHa BO3MOXHOCTb 3KCMOPTA KOHTENHEPOB KJIHOUER, co3aaHHbIX No aaroputmy FOCT

34.10-2012, B dpannbl popmata PKCS#12 (*.pfx), a Tak)Ke MMMOpTa TakMX KOHTEMHEPOB KHOYEN
n3 parinos PKCS#12.

o [lobaBneHa BO3MOXHOCTb pPaboTbl C BHELLHUMMW YCTPOWCTBAMK, NOAAEP>XKMBAIOWUMN XPaHeHMe
Kntoyen, co3ganHbix no anroputmy FOCT 34.10-2012.

OpraHu13auus 3awumieHHoro coeanHermsa TLS/SSL ¢ ucnonb3oBaHUEM yHUBEpPCaNbHOM
3N1eKTPOHHO KapTbl (Y3K)
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[Jlob6aBneHa BO3MOXHOCTb MCMO/Ib30BaHUA KOHTEMHEpPa KAtOYer, 3anncaHHOro Ha BaLly
YHUBEPCa/NbHYHO 31EKTPOHHYIO KapTy, AN OpraHun3aumnn 3awmieHHoro coeamHenmnsa TLS/SSL ¢
nomoulbto ViPNet CSP.

HoBbil nopsagok paboTbl C BHELWHMMU YCTPOUCTBaMM

B rnaBHOM okHe nporpammbl yopaH pasgen YcrpoinctBa. Tenepb KOHTENHePbI KAroyen,
COXpaHeHHble Ha BHELLHEM YCTPOWCTBE, OTObpaxatoTcs B pasgesne KoHTelHepbl karouel npu
BbIOOpe Ha3BaHMsA YCTPOMCTBA B PaCcKPbIBAOLLEMCS CTMIUCKE.

““‘c* Lo S ViPNet CSP 4.0
oLToe
& YovpoikTea MORKACHEreRE YCTRRICTE:
A T Ao Ay e N —
BaTan cryaaeen wie |
Konreimeps: e
KonTpoms LenccTrocTin $ai

{ﬁ ViPNet CSP

¢ m Kp nposadaep ViPNet CSP n

DUMONMOR CncTene M

KOHTEAREDS! XAOMER YA y ¢V N Y

MoaxAOuAMBe YCTROACTES

Larunx cayNadepx uncen AcSaemrs rontedmep...

ViPNet CSP 4.1

KoMTPOAS URACCTHOCTH

LAonormntersnd )

PucyHok 107. 3meHeHue nopadka pabomel ¢ 8HeWHUMU ycmpolicmseamu
HoBbI1 nHTepdeiic aas HaCTPOMKK perncTpauum cobbiTuii KpunTonpoBanaepa

®yHKLMA HaCTPOMKM permctTpaumm cobbiTin KPUNTONpPOBalAepa NnepeHeceHa B pasgen Jpyroe.
Tenepb pexxuMbl BeAeHWSA XXypHaia 3a4atoTcs C MOMOLLbIO MOA3YHKA, AN KaXA0ro pexxmma
nobassieHa nogckaska.
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XKypsan CSP
wy YpoSeHn BEASHNA XypHANA

ViPNet CSP 40

=k

3

X%O?W I
YPOBeres

MaKOeanoHsst

XKypnan paGors: xpunronposaigepa:

ViPNet CSP41

KypHANUPOBIHME BCEX KPUNTOrPadUUECKuX ONePIUMit
BO!MO:‘:HO SHAUMTENLHOE CHINKEHNE NPOMISOAMTENBHOCTI,

JKypHanupoesHue 0CTynd K KAIOUIM NOABIOLITENA
H(JNJQHTCﬂbHOC CHIKEHUE NPONISOANTENDHOCTI,

KypHanuposanue oTKAHENO
Hanbonbiuas NponILOAUTEABNOCTY,

PucyHok 108. Hacmpolika pecucmpayuu cobsimuli kpunmonpoeatidepa

e ABTOMAaTUYECKMi MOUCK KOHTelHepa K/touyel, KOTOPOMY COOTBETCTBYET cepTudumkar

B Mactepe yCtaHOBKN CepTM¢MKaTOB p,o6aBneHa BO3MO>XHOCTb aBTOMaTU4eCKOro nomncka

KOHTEMHepa K/toYeil, COOTBETCTBYHOLLErO yCTaHaBAVBaeMoMy cepTudmkaty. Monck ocyLecTBaseTcs

Nno KOHTeMHepaM Katouyen, yctaHoBaeHHbIM B ViPNet CSP. HoBasi BO3MOXHOCTb No3BoAseT

3HauMTeNbHO yckopuTb paboty, ecim B ViPNet CSP yctaHoBNE€HO 60/1bLLIOE KONMYECTBO KOHTENHEPOB

Ktouen.

FOTOBHOCTL K yCTaHoBKe ceprudmKara,

MACTED rOTOB K YCTSHOEKE CEOTIEVINATA B OXTEIM0E
XpArsUNBALe,

Bouns yXAMRE CHEQIOLHE NADAMETDL!:

EXYWero NOMs3osaTeNS

YT SRBMBITE CEPTMEVATH! HIRATEASH,
YETHIO/VBITH TWOM OTOIIOHIX CEPTINIATOD.

Boi MOXETE YXAMITED KOMTEINED C JXPOITHM KAOHOM.
VndOpHasta O KONTEMEDE C JDuiTos Knouon Syzer
20520/eH B XPIPeUIALE CEDTHIVKATOD.

—

HE (RMOAREITD K KOHT ¢ »
He novsasssaTs K KoHTerepy

pca U hmsiohn
(T R TP C 30K =

PucyHok 109. 3a0aHue asmomamuyeckoz2o noucka koHmeliHepa k/rodel

o Komnnekr AOKyMeHTauunun

B koMnnekT gokymeHTaumm gobasneHo pykoBoacTBo «ViPNet CSP. BbicTpbii cTapT».

Bepcna 4.0.0

B 3TOM paszene npeacTaB/ieH KpaTKMii 0630p M3MEHEHWI 1 HOBbLIX BO3MOXHOCTEN Bepcun 4.0.

e CoOTBETCTBME HOBbIM CTaHAapTaM X3WNPOBaHNA U paGOTbI C 3ﬂeKTpOHHOI7I noanncbro
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X3wwnpoBaHve AaHHbIX 1 paboTa C 3NEKTPOHHOM NMOAMUCHIO OCYLLECTBASETCA B COOTBETCTBUM CO
craHgaptamm FOCT P 34.11-2012 n TOCT P 34.10-2012.

Moppaep>kka HOBbIX ONEPALMOHHBIX CUCTEM

B kpuntonpoBaligepe peanvsoBaHa nogaepxka onepaumoHHbix cuctem Windows 8 (32-paspsaHas
n 64-pazpsgHasn) n Windows Server 2012 (64-pa3psazHas).

MNoaaep>xkka nntepdetica Cryptography API: Next Generation (CNG)

B nporpamme peanusoBaHa nogaep>kka nHtepdeinca CNG, npuwesiiero Ha cMeHy CryptoAPI.
MoapobHee 06 nHTepdeice CNG cMm. «KpunTorpadpuueckmii untepoeiic ViPNet CNG. PykoBogactso
pa3spaboTunka».

MNoaaep>kka ctaHaapTa PKCS #11 ana 64-pa3pagHoi apxuTekTypbl

PeanvsoBaHa noaaepxxka ctaHgapta PKCS #11, onpegenstowiero nHtepdeinc goctyna k
Kpuntorpapuyecknm ycTponcTeam.

O6HoB/IEHNE NPOrpPaMMbl CO3AaHWA 3anpoca Ha cepTudukar

o [JlobaBneHa BO3MOXHOCTb GOPMMPOBaHMSA 3anpoca Ha cepTUPUKaT AN KIHOUe, CO34aHHbIX C
NMOMOLLbIO Pa3nnyHbIX kpunTonposaraepos: kak 0T OAO «NHPoTeKC», Tak 1 0T KopriopaLmm
Microsoft.

o B cnucok WabnoH ceptudukara gobasneH nyHkT WEB server, no3soasoLwwmin co3gatb 3anpoc
Ha cepTudukaT ana ycTaHOBKM Ha Be6-cepepe IS.

o [MosBWIaCh BO3MOXHOCTb C MOMOLLBIO $axKKOB IKCNopTUpyemblin 1 CUCTEMHBIN 3asaBaTb
Cilegytolye napameTpbl 34aBaeMoro cepTudukara:

. ByAET JiIn BO3BMO>XHO BMeCTe C 3JaBaeMbIM CepTVIq)VIKaTOM 3KCnopTnpoBaTb
COOTBeTCTByIOLLI,I/Il‘/‘I emy 3aKprTbII7I KJTHOY.

. CJ'IEAyGT Jin yCTaHaB/INBATb MSAaBaEMbIVI CepTI/Iq)I/IKaT B CUCTEMHOE XpaHWIULLE TOKaJIbHOIo
KOMMbOTEpPA.

Bepcua 3.2.X

Kpunronpogsaigep: Infotecs Cryptographic Service Provider

Haawavenmwe: [MMognuce u wndposanue -
Wabnon ceprndhimara:  Crasaapriuit -
Bepcus 4.0
Kpunronpoeaitaep: Microsoft Base Cryptographic Prowder v1.0 -
ANFOPHTM XEWHPOBAHNA: HA-1 «
HasHauenne: [Moanice u wudposasme -
Wabnow ceprnduxata:  Crangapmesit -

NapameTpt KIOua: V] IKCNOPTHPYEMbIA
Cucremumin

PucyHok 110. Hoselli uHmepgelic npoepammsl co30aHus 3anpoca Ha cepmugpukam

ViPNet CSP 4.4. PykoBoacTBo nonb3osatens | 207



OT1penbHoe oTobparkeHne KOHTEMHEPOB K/IOUEN, YCTaHOBNEHHbIX B NanKy XpaHeHus

KOHTGVIHGpOB KJIFOUYEN NOJIb30BaTENA U JIOKAJIbHOIO KOMMNbLOTEPAa

B pazgene KoHTelHepbl fo6aBsieH nepekstoyvaTtesib, NO3BOAAKOLWNA GUABTPOBATb KOHTENHEPDI

KAro4en no MECTY UX XpaHeHuA.

44| ViFNet CSP

B O
Cocran
HacTRodS el o
Dot e CAySTHED w0sn

BT Epl

Kentednepes

.MW*N

ol

B Tty Mo onaTeres
) Kosmuaomep

@ FAON 308 T KOHT VDb BRCrsic

erod-0-88 LA- 2608 -0 2CE-CCSD-ADEE-BER0-TREA
ered- 1-6084-5EEA -0F 9 3-00E 706 58-CA45-3801

=

Hard Dete
Hard Dezk

PucyHok 111. Mepekaroyamens 048 unempayuu KoHmeliHepog kroyeli

Hactpoiika npaB gocTyna K KOHTEAHEPY Katoueit

JlobaBneHa BO3MOXHOCTb 3afaHWsA NpaB JOCTyMNa K KOHTENHEPY KAFOYEN f/1 BCTPOEHHbIX YYETHbIX

3anuncen onepaunoHHon cuctembl Windows.

Ceon i i
ViR KOHTEMepa: md-D-D313-9472-5119-830F-D6F6-8F 25-AE96
Thn KonTesmepa: Mareca v anoxe
Pasmewersie:

JapuiTe KOst 1
Ceprngvaros: 1

MApOns A0CTYNA K KOHTSeDy

< fprogram fles (x36) fnfotecs Monet dentuser 086 key_dsk/dom/

Ans Kot NADONR KONTEMHERS HOeTe "OeereiTs Napons .

ANR YRANOR DEWEE COXPINErOr0 NAPONs ¢ YaamTe DT napoTe--
COXPIEEDET NP, NOCNE ITONO Napons Syaer ( ~ )
JANPUMBITLCA KEXABSE DI NP AOCTYNE K KOHTE/eDY. | YAMMTS COXpIErena NAPANS |
3APOITEE KA

Cepvansh omep AnropuTi RaTa cosaen Ceprinduncar

01CF 1809 78 7888 30 00 0... MOCTP 34.10 - 2001EDH  24,01.2014 10:54:17 &

PucyHok 112. Hacmpolika npag docmyna k KoHmeliHepy kiro4yeli
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Moasep>kka HOBbIX BHELUHWUX YCTPOWUCTB XPaHEHUSA AaHHbIX

Peanv3oBaHa noagep>kka HOBbIX YCTPONCTB XPaHEHUA AaHHbIX, TaKMX KaK YHMBepCaibHble
anekTpoHHble KapTbl (YIK), cmapT-kapTtel Magistra n gpyrux (cMm. BHelwHme ycTpoincTea Ha cTp. 211).

NHTerpaumsa c naketom nporpamm Microsoft Office 2013

PeanunsoBaHa nogaepska wWndposaHms 1 paboTbl C 31EKTPOHHON NMOAMNUCLIO B NPOrpaMmax rnakera
Microsoft Office 2013.

Moppepikka HOBbIX Be6-6pay3epoB

JobaBneHa BO3MOXHOCTb ncnonb3zoBaHusa ViPNet CSP ana pabotsl no npotokony TLS/SSL B
Beb-6pay3epax Google Chrome v Angekc.bpay3sep (cM. AyTEHTUYHOCTb U KOHPUAEHLMANBHOCTb
coeanHeHul TLS Ha cTp. 24).

Peructpaumsa cobbiTnin kpunTonpoBaiigepa B XKypHane onepauymoHHon cuctembl Windows

JlobaBneHa BO3MOXHOCTb BeAeHWsA XypHana cobbITuiA KpuntonpoBsaligepa. Bol MoxeTe 3asaTb OAMH
13 BYX PEXMMOB BefeHUs XypHana (cM. HacTpolika pernctpauum cobbiTuin kKpuntonpoBsalijepa

Ha cTp. 103).
(2] ViPhies C5P =
4 Dbuwme Ofugme
4 YCTRoRCTE
L e T VPRt C5P 4.00. 21801)
Koo TP UsnscTROCTH dad 2040 VndoTeHC R, 15991-2013. Boe Nposd asimucrol.
[ e Srmaiiuged:
MofsS08AT &M vk

Cpoet fSACTEMA Measis s WeTesast wiepes 14 gH,

| Brtretrarms moanemmocy palfors: ViPhet C5P wapes MS Cryplo AP]

PucyHok 113. Bbibop yposHa sedeHus XypHana cobeimuli kpunmonposatioepa

CootBetctBue TpeboBaHnam ®Cb Poccnn k cpeactBam kpuntorpadpryeckon 3alumnThbl
nHpopmaumm knacca KC3

[obaBneH MexaHV3M KOHTPOA LEeNOCTHOCTM $ariioB, MO3BONAOLLNA CO34aTb 3aMKHYTYHO
nporpammHyto cpegy. MNapameTpbl, HEOH6XOANMbIE ANS 3TOTO, MOXHO HAacCTPOWUTbL B CeLManbHOM
pa3gene KOHTpOb LLeNIoCTHOCTM.
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54 ViPNet €SP =
=} Obuwe Kontpons uenoctHocTn $ailnoe
Cocras
- Yorposicrea Rz megmwwmmm«wmmm
HACTDOMNA Crasxa onpaus / FPOrPAEION CPEADI.
AdTex ChyuSHe wKen

Koo emepol
Pexoee paboTes: He axTimen

DEI0S, CMARIOUX BAUETO POUGISLR, HET

¥ NMOKAIBATE IINOK B 0DABCTI YBEA0MNEIENT HY NEHEMNS 30204

[ ][ omes ][ momesms | [ cosea

PucyHok 114. Hacmpolika koHmpoas yenocmHocmu ¢hadinos

MprmeyaHune. MexaHn3M KOHTPOAA LLeNOCTHOCTU $GaliioB MO YMOAYAHUIO HEJOCTYMEH.

[Jns ero pobaBneHns BbibepuTe COOTBETCTBYHOLLMA KOMMOHEHT MPU YCTaHOBKE
nporpammbl (CM. YcTaHOBKa Nporpammbl Ha CTp. 27).

PaCUJMPEHHbIIz KOMMNIEKT AOKYMEeHTauunuun

KoMnnekT oKyMeHTaLUmu AOMOJIHEH PYKOBOACTBaMM pa3paboTumka no Kpuntorpaduyeckmm
nHtepdericam ViPNet CSP, ViPNet CNG un ViPNet PKCS11.
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BHeLHWe yCTponCTBa

ObLwme cBeaeHus

BHelwHWe ycTpoicTBa NpegHa3HauYeHbl 418 XPaHEHWA KOHTEMHEPOB Ktouen (CM. rnoccapwi, cTp. 227),
KOTOpble Bbl MOXETE UCMO/b30BaTh ANA ayTeHTUdMKaLMn, GOpMUPOBAHUA 31EKTPOHHOM NoANMcK
(cM. rnoccapuia, cTp. 228) uau ans Apyrux uenen.

Ha BHeLUHeM yCTpOCTBE MOTYT XPaHUTLCA KNHOUM, CO3JaHHbIE MO Pa3MUHbIM anropuTMam B
nporpaMmHomM obecneueHun ViPNet nav B cTOpoHHWUX nporpaMmax. MakcvMaibHOe KOIMYeCTBO
KOHTENHEPOB KAtOUEeW, KOTOPOE MOXKET XPaHWUTLCA Ha OAHOM BHELLHEM YCTPOMCTBE, 3aBUCUT OT o6bemMa
naMsTh YCTPOUCTBa.

Bce onepauun ¢ KoHTeHepamMu KAtOYel U BHELWHWMW YCTPOMCTBAMM Bbl MOXETE BbINOJHUTL B
nporpamme ViPNet CSP. YTto6bl ncnonb3oBaTb kakoe-1nbo BHELLHee YCTPONCTBO, Ha KOMMbIOTEP
HeobXo4MMO YCTaHOBUTb ApaliBepbl 3TOrO YCTPOKCTBa. MNepes 3anncbio KAKUer Ha YyCTPOUCTBO
ybeamnTech, UTO OHO OTHOPMaATUPOBAHO.

CNMCOK NOAAEPKMBAEMbBIX BHELLHWMX YCTPOWCTB

B cnepytolen Tabanie nepeyncieHbl BHELLHWE YCTPOCTBA, KOTOPbIe MOTYT HbITb MCMONb30BaHbI B
nporpammHom obecneyvernmn ViPNet. [1na kaxaoro ceMeiicTBa yCTpoOMCTB B TabaunLe npreeseHo
onuncaHue, ykasaHbl YCNOBUSA U OCOBEHHOCTM PaboTbl C YCTPONCTBAMM.
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Tabauya 6. Noddep xusaemesle 8HewWHUe ycmpolicmaa

Ha3sBaHue
cemMelicTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP

ESMART Token

Infotecs
Software Token

aKey

ViPNet HSM

MonHble Ha3BaHUA U TUNbI
YCTPOUCTB

CMapT-KapTbl 1 TOKEHBI
Tvnos ESMART Token,
ESMART Token FrOCT

ViPNet SoftToken —
nporpamMMHas peanu3aLms
cTaHgzapTta PKCS#11

CmapT-KapThl

aKey S1000,

aKey S1003,

aKey S1004
NPOV3BOACTBa KOMMNaHNM
Ak Kamal Security

MporpamMmHo-annapaTHbIi
komnaekc ViPNet HSM
npownssogcrea OAO
«NHPoTeKC»

Heobxoanmble 1 pekomeHAyeMble ycnoBusa paboTbl
C CEMEeICTBOM YCTPOICTB

Ha komnbtoTepe fonkHO BbiTb ycTaHoBAeHO MO ESMART PKI
Client gns Windows (pekomeHayemas Bepcusa — 4.5 RC).

Yctporictea Tvna ESMART Token Heobxoanmo
oTdopmMaTtuposatb ¢ nomousto MO ESMART PKI Client ans
Windows c npodunem ViPNet2.

MepeHoc KtoYelr NoANNCK C YCTPOMCTBA U Ha YCTPOMCTBO
ESMART Token FOCT HeBO3MOXKeH, TaK Kak Ha yCTPOUCTBe
UCMoJb3yeTcs annapaTtHas kpuntorpadus ¢ Hem3BaeKaeMbIM
K/NHOUOM.

Heobxoanmo yctaHoBuTb kKoMmnoHeHT ViPNet SoftToken
(Bxogut B coctaB MO ViPNet OpenSSL). C nomoLysto
nporpammMbl token manager.exe Ha KOMMbOTEPe JO/KEH
6bITb CO3aH MPOrPaMMHbIV TOKEH.

MoapobHyto MHPopMaLmto 0 paboTe ¢ NPorpaMmMHbIM
TOKeHOM cM. B gokymeHTe «ViPNet SoftToken. PykoBoacTBO
pa3pabotuvka», pasgen «Vicnonb3oBaHWe yTUANTBI
token_manager gn1s paboTbl C NPOrpaMMHbIMY TOKEHaMU».

Ha komnbtoTepe gosxHa 6biTb ycTaHOBNEHA 6UGMOTEKa
akpkcsll.dll, npesocTaBieHHas KOMMNaHWen
Ak Kamal Security.

YctpoiictBo nmeet aBa MNMNH-koga: agMuHUcTpaTopa
1 nonb3osatend. 3HayeHune 3Tmx MNVH-KoAo0B No ymonyaHuto
— 12345678.

MepeHoC KtOUel NOAMUCH C YCTPOMCTB U Ha YCTPOWCTBA
[aHHOTO CeMeicTBa HEBO3MOXEH, TakK Kak Ha yCTPOMCTBax
UCMOJIb3yeTCs annapaTtHas Kpuntorpadus ¢ Hem3BaeKaeMbIM
KNHOUOM.

Ha komnbtoTepe foxHO 6bI1Tb ycTaHoBaeHO MO ViPNet HSM
SDK.

B nporpamme ViPNet CSP Heobxoa1Mo 3agaTb NapaMeTpbl
nogkatoueHus k cepsepy ViPNet HSM (cm. Hactporika
B3anmogencteums ¢ MNMAK ViPNet HSM Ha cTp. 155).
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Ha3BaHue
cemelncTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP

JaCarta

Rutoken

Rutoken S

R301 Foros

MonHble Ha3BaHMA U TUMbI
yCTpOWCTB

[epcoHanbHble
3/IEKTPOHHBIE KAHOUN 1
cmapT-kapTbl eToken FOCT,
JaCarta I'OCT, JaCarta PKI,
JaCarta LT, JaCarta SE,
JaCarta PKI/TOCT,
JaCarta-2 PKI/TOCT,
JaCarta-2 IOCT
NPOWN3BOACTBA KOMMaHWK
«AnagamH P.4.»

DNEeKTPOHHbIEe
naeHTnpunkatTopbl PyTokeH
aun, Pytoken 3N 2.0

n PyTokeH Lite
NPOV3BOACTBa KOMMaHWM
«AKTMB»

DNeKTPOHHbIE
naeHTndunkatopbl PytokeH S
NpPOu3BOACTBa KOMMNaHMM
«AKTUB»

CMapT-KapTbl U TOKEHBI
R301 ®opoc PKCS
NPOV3BOACTBa KOMMaHWM
«Cmaprtllapk»

Heobxogunmbie n pekoMeHAyeMble ycioBUs paboTbl
C CEMeWNCTBOM YCTPOICTB

Ha komnbtoTepe goskHo 6bITb ycTaHoBAeHO MO «EanHbIn
Knnent JaCarta» komnanmm «Anagaun P.J.» (pekomeHayemas
Bepcua — 2.12).

MepeHoc katouert nognuck ¢ yctporicte eToken FOCT,
JaCarta I'OCT, JaCarta PKI/TOCT v Ha 3Tv ycTpolicTBa
HEBO3MOXEH, TaK Kak Ha YCTPOMCTBaX UCMONb3YeTCs
annapatHas Kpuntorpadus ¢ HeM3BaeKaeMbIM KJIHUOM.

Ha komnbtoTepe f0MKHbI BbITb YCTaHOBAEHBI ApaliBEpI
Rutoken (pekomenayemas Bepcuna — 4.7.0.0).

MepeHOC KtOUeW NOAMMCH C YCTPOMCTB, a Takke Ha
yctpoicTtea PytokeH LM n PytokeH LM 2.0 HeBO3MOXEH,
TaK KaK Ha yCTPOMCTBaX UCMO/b3yeTcs annapaTHas
KpunTorpadus c HemsBaeKaeMbIM KAHOHOM.

Ha komnbtoTepe f0MKHbI BbITb YCTaHOBAEHBI ApaliBepI
Rutoken (pekomenayemas Bepcna — 4.7.0.0).

Ha komnbtoTepe gosxHa 6bITb ycTaHOBNEHA BMbAMOTEKA
foros pkcsll.dll (ana 32-pa3psgHont anbo
64-pa3pAAHON apXMTEKTYpPbl NPOLLeccopa), NpejocTaBaeHHas
KkoMnaHuer «CmapTtMapk».

MepeHoC KtoUer NOAMUCH C YCTPOMCTB U Ha YCTPOMCTBA

[ aHHOTO CeMeicTBa HEBO3MOXKEH, TakK Kak Ha yCTPOMCTBax
UCMOJIb3yeTCs annapaTtHas Kpuntorpadus ¢ HEM3BAEKAEMbIM
K/NHOUOM.
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Ha3BaHue
cemelncTBa
yCTponcTB

B Nporpamme
ViPNet CSP

SafeNet
eToken

(eToken
Aladdin)

MonHble Ha3BaHMA U TUMbI
yCTpOWCTB

[epcoHanbHble
3NEKTPOHHbIE KAHOUM
Gemalto SafeNet eToken
5100/5105, 5200/5205, 5110,
7300,

cmapT-kapta Gemalto
SafeNet eToken 4100
NPOU3BOACTBA KOMMaHWUM
Gemalto (SafeNet)

[MepcoHanbHble
3NEKTPOHHbIE KNHOUM
eToken PRO (Java),
eToken PRO,

CMapT-KapTbl

eToken PRO (Java),
eToken PRO,

JaCarta PRO npow3soactsa
KoMnaHun «Anagavu P.A.»

Heobxogunmbie n pekoMeHAyeMble ycioBUs paboTbl
C CEMeWNCTBOM YCTPOICTB

Ecnn komnbroTep pabotaet nog ynpasneHnem OC
Windows 10, Ha HeM ZOJIXKHO 6bITb ycTaHoBAeHO MO SafeNet
Authentication Client (pekomeHayemas sepcns — 10.6.146).

Ecan komnbtoTep paboTaet nog ynpasneHvem gpyron OC, Ha
HeM A0/KHO BbITh ycTaHoBneHo anbo MO PKI Client Bepcum
5.1 SP1, nmbo MO SafeNet Authentication Client
(pekomeHayemas Bepcna — 10.6.146).

CmapTt-kapTa eToken PRO MOXeT MCMoNb30BaThCA C 0ObIM
cTaHgapTHbIM PC/SC-COBMECTUMBIM YCTPOMCTBOM
CUMTbIBaHMA KapT.

[nsa pabotsl cmapT-kapTsl JaCarta PRO Ha komnbroTepe
JAONKHO 6bIThb ycTaHoBAeHO MO JC-PROClient Bepcun 1.0.6 u
JONMKEH BbITb BK/IOUEH PeXMM coBMecTUMOCTM ¢ eToken.

Mpumeuanue. Ecan Bam Heobxoanmo paboTaTb €
ycTporictBoM u3 cemelictBa SafeNet eToken (eToken
Aladdin), a Takke ¢ ycTpoictBom 13 cemelictea JaCarta, To
BO v36exaHne NosBAeHNA OLNOOK NPY BbINOAHEHNN
KpvnTorpapuueckmx onepaLmin He ycTaHaBiMBanlTe Ha
KoMnbtoTep oaHoBpeMeHHO MO «EauHbin KnneHT JaCarta» un
MO SafeNet Authentication Client.

MpvMeuaHue. CNCOK NOAAEP)KNBAEMbIX OMEPALMOHHBIX CUCTEM Asl KaXA0ro 13
NpuBeAEHHbIX YCTPOWCTB Bbl HaligeTe Ha obuLManbHOM BeH-caliTe NPON3BOAWTENS
3TOro YCTPOCTBA.

ANTOPUTMbI 1 QYHKLMK, NOAAEPXMBAEMbIE
BHELLHWMM YCTPOUCTBaMM

B cnepytowert Tabavue nepeuncieHsl Kpuntorpadmyeckne anroputMbl, NoAAep>XMBaeMble BHELLIHUMMU

yCcTponcTBamu, npmBeseHa MHPopMaLns 0 BO3IMOXHOCTU MCMOJIb30BaHNA YCTPOMCTB B Ka4ecTBe

[aTUMKOB C/IyYaliHbIX UMcen, a Takxke MHPopMaLnsa o nogdepke cTaHgapta PKCS#11.

Mpumeuanwue. CtaHgapTt PKCS#11 (takxke m3BecTHbIN kak Cryptoki) — oanH 13
cTaHgapToB cemelictBa PKCS (Public Key Cryptography Standards —

KpunTorpadpuyeckme ctaHAapTbl KaoYa MPOBEPKM INEKTPOHHON NOANUCK),
pa3paboTaHHbIx koMnaHuel RSA Laboratories. CtaHZapT onpeaensieT He3aBUCUMBIA OT

nnatdopmbl MHTepderc APl ans paboTbl ¢ KpUnTorpaduyecknMm ycTpomncTBamm
NAEHTUOUKALMM N XPAaHEHNA JaHHbIX.
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Tabauya 7. Anzopummel u yHkyUU, noddepxxusaemsle BHeWHUMU ycmpoticmeamu

Ha3sBaHue
cemMelicTBa
YCTPOWCTB

B Nporpamme
ViPNet CSP

ESMART Token

Infotecs
Software Token

aKey

ViPNet HSM

JaCarta

(ycTporictBa
JaCarta PKI,
JaCarta SE,
JaCarta LT,

JaCarta PKI/TOCT

n JaCarta-2
PKI/TOCT

C annieTom
Laser)

JaCarta

(ycTporictea
eToken IOCT,
JaCarta I'OCT,

JaCarta PKI/TOCT

n JaCarta-2
PKI/TOCT

C annaeTom
[OCT,
JaCarta-2 FOCT)

AnnapaTtHas noagep>xka
poccuiicknx
KpunTtorpadmnueckmx
aIropuTMoB (Ha yCTpOMNCTBe)

ESMART Token —
OTCYTCTBYET;

ESMART Token FOCT —
FOCT P 34.10-2001,
FOCT P 34.10-2012
(kopoTkuiA KoY 256 6u1T)

MporpammHas noaaepka
poccuickmx
Kpuntorpadunueckmx
anroputmos (B ViPNet CSP)

ESMART Token —
FOCT P 34.10-2001,
FOCT P 34.10-2012

ESMART Token FOCT —
OTCyTCTBYET

M3onnpoBaHHas nporpaMMHas peanunsaums:

FOCT P 34.10-2001,
FOCT P 34.10-2012

aKey S1000, aKey S1003, aKey
$1004 —
rOCT P 34.10-2012;

aKey S1000, aKey S1003 —
rOCT P 34.10-2001

FOCT P 34.10-2001,
FOCT P 34.10-2012

oTcyTcTBYET

FOCT P 34.10-2001,
FOCT P 34.10-2012

oTcyTcTBYeT

OTCyTCTBYET

FOCT P 34.10-2001,
rOCT P 34.10-2012

oTcyTCTBYET

Ncnonb3oBaHue
AcY

]
[

Het

Het

Het

Het

Ja

B ViPNet CSP

Moaaep>xka
PKCS#11

A

[o¥]

Ja

Ja

[Ja

[Ja
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Ha3BaHue
cemelncTBa
yCTponcTB

B Nporpamme
ViPNet CSP

Rutoken

Rutoken S

SafeNet eToken

(eToken
Aladdin)

AnnapaTtHaa nogaepikka
poccuiicknx
Kpuntorpagpuyeckux
aNropuTMOoB (Ha yCTpolicTBe)

Pytoken 3UM —
rOCT P 34.10-2001,
rOCT P 34.10-2012
(KOpOTKMIA KNKOY);
PytokeHn 3LIM 2.0 —
rOCT P 34.10-2001,
rOCT P 34.10-2012;

PytokeH Lite — otcyTtcTBYyeT

oTcyTcTBYET

OTCyTCTBYET

MporpammHas noaaep>kka
poccuickmx
KpunTorpadpuueckmx
anroputmos (B ViPNet CSP)

PytokeH 3N — otcytcTByeT;

Pytoken 3LM 2.0 —
OTCYTCTBYET;

PytokeH Lite —
rOCT P 34.10-2001,
rOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

Ncnonb3oBaHue

3 acy
B ViPNet CSP

N WO W
oE & [
| o |
|
=)
©  Tlopaep>kka
PKCS#11

>
QL

Lite —
HeT

Het [Ja

Het [Ja

MpumeyaHwme. BoipaboTka katouelt WindposaHma (PyHKUMA C_DeriveKey MHTepdelica

PKCS#11) nogaep>X1BaeTcs He BCEMU MepPeUnUCNEHHbIMU YCTpOcTBaMK. s nonyyeHus 6onee
noapobHoN nHbOPMaLUK CM. LOKYMEHTALMIO MO HEOBXOANMOMY YCTPOMCTBY.
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PermoHanbHble HaCTPOWIKM

AN KOPPEKTHOrO OTOBPaXKEHNs PYCCKON Nokanm3aummn nitepderica nporpamm ViPNet B
pycnduumposaHHbix OC Microsoft Windows aHravinckoin nokanavsaumm Heobxoa1Mmo yCTaHOBUTb

MOAAEPXKKY KUPUAAWLbI A8 MPOTrpPaMM, He noadepkusatowmnx KOHMKOA. 3TN HACTPOMKMN PEKOMEHAYeTCS
MPOU3BOAUTL 40O YCTaHOBKM CaMOW NMpOrpaMmbl.

[JaHHble HaCTPOWMKM TakxXe NOHaZ0bMTCA caenaTb, eCan YyCTaHOBAEH pycckoasblvHbIi MUl (Multilanguage
User Interface). 310 3HauwWT, UTO AZPO OMEPALIMOHHON CUCTEMbI AHIIMINCKOE, @ PYCCKUI A3bIK /15

nHTEpdeiica 1 daiinoB cnpaBku Bbia yCTaHOBAEH MO3Xe. B 3TOM ciyyae permoHasibHble HaCTPOUKM No
YMONYAHWIO aHTINCKMNE U TPeByHOT N3MeHeHMs.

BHumaHwue! [1ns n3MeHeHNs permoHanbHbIX HaCTPOEK Bbl JOKHbI 061a4aTh NpaBaMu
aAMVHUCTpaTOpa OnepaLMOHHON CUCTEMBI.
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PermoHaneHble HacTponkm B OC
Windows 8.1, Windows Server 2012,
Windows Server 2012 R2, Windows
10, Windows Server 2016

Ans yctaHoBKkM noagepxxku knpuaamubl Ha OC Windows 8.1, Windows Server 2012, Windows Server 2012
R2, Windows 10, Windows Server 2016 BbinosHWUTe caeaytoLme AeACTBUSA:

1 OtkpowiTte naHenb ynpaeaerus (Control Panel) n B kateropun Yacsl, a3bik n pervoH (Clock,
Language, and Region) Bbi6epute napametp MameHeHue dpopmaToB gaTtbl, BPEMEHU U Umcen
(Change date, time, or number formats).

2 B okHe PernoH (Region) nepenaunte Ha Bkiagky JonoaHutensHo (Administrative).

& Region %
Formats Location Administrative

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

| E;Copy settings...

Language for non-Unicode programs

This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.

Current language for non-Unicode programs:

English (United States)

E;'Change system locale..

QK Cancel Apply

Pucyrok 115. JonosaHumesnbHoie A3biko8ble napamempeol

3 Ha Bknagke JononHutenbHo (Administrative) HaxxmuTe kHonky MameHnTb A3bik cuctembl (Change

system locale).

4 B nosBuBLIeMcs OKHe B criucke Bbibepute Pycckuin (Poccus) (Russian (Russia)).
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¥ Region Settings

that de not support Unicode, This setting affects all user accounts on the
computer.

Current system locale:

s

Select which language (system locale) to use when displaying text in programs

Russian (Russia) w

PucyHok 116. Beibop s3bika cucmemel

5 Haxmute kHonky OK. lMNepe3arpy3ute komnbroTep.

6 [oxautech 3aBepLUeHNs Nepe3arpy3kn KOMMbOTepa, OTKPoNTe naHesb ynpaeaeHus (Control Panel)

n B Kateropuun Yacsl, a3bik u pernoH (Clock, Language, and Region) Bbibepute napametp

N3meHeHne popmatoB aaTthl, BpeMeHu u uncen (Change date, time, or number formats).

7 B okHe PervoH (Region) nepeiante Ha Bkagky flononHutenbHo (Administrative) (cM. pucyHok

Ha cTp. 218).

8 Ha Bknagke AononHutenbHo (Administrative) HaxxmuTe KHonky KonvpoBaTtb napametpsbl (Copy

settings).

9 B oTKpbIBLLUEMCS OKHe B crivcke KonnpoBaTtb Tekywme napametpbl B (Copy your current settings

to) yctaHoBUTE dhaxkok IKpaH NPUBETCTBMA U cUCTEMHble yueTHble 3annucn (Welcome screen and

system accounts) 1 HaxxmuTe kHonky OK.

£ .
¥ Welcome screen and new user accounts settings

The settings for the current user, welcome screen (system accounts) and new
user accounts are displayed below.

Current user

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Welcome screen

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Mew user accounts

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Copy your current settings to:
[+] Welcome screen and system accounts

[] New user accounts

PucyHok 117. KonuposaHue napamemposg
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Takoke AN NCKAHOUEH NS NPobaeM C KOAMPOBKOW B HEKOTOPbLIX CUCTEMAX Mbl PEKOMEHAYEM BbINMOJHUTb
cnegyroLine AencTBus:

1 B okHe PernoH (Region) Ha Bkiagke ®opmartbl (Formats) B cnvcke ®opmat (Format) Bbibepute
Pycckmin (Poccumn) (Russian (Russia)).

¥ Region X
Formats | Location  Administrative

Fermat:

Ruszian (Russia) w

Language preferences
Date and time formats

Short date: dd.MM.yyyy ~
Leng date: d MMMM yyyy ' ~
Short time: H:rmm ~
Leng time: H:mmiss ~
First day of week: NoHEAENEHKK ~
Examples

Short date: 11.10.2017

Long date: 11 ckratpa 2017 .,

Short time: 14:30

Leng time: 14:30:06

Additional settings...

Concal | [ oot

PucyHok 118. Hacmpolika gpopmamos

2 B okHe PernoH (Region) Ha Bknagke MectononoyeHue (Location) B cnncke OcHOBHoe
pacnonoxeHue (Home location) Beibepute Poccus (Russia).

Mpumeuanue. B Windows 10 Bepcumn 1809 1 Bbilwe HeT BkAaaku Location, noatomy ykasaHHbIN
napamMeTp HacTpanBaTb He HY>HO.
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¥ Region X
Formats Location  Administrative
Some software, including Windews, may provide you with additional centent
for a particular lacation. Some services provide local information such as news
and weather.
Home location:
Russia ~
Cancel Aoply

PucyHok 119. Belbop mekyujezo pacnosoxeHus
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PermoHaneHble HacTponkm B OC
Windows 7, Windows Server 2008 R2

[Ans yctaHoBkM noaaepsxxku knpuanumubl Ha OC Windows 7, Windows Server 2008 R2 BbinoaHUTe

cnesyoLLne AencTBus:

1 Ortkpovite naHens ynpasnerus (Control Panel) n B kateropun Yacel, a3bik n pernoH (Clock,
Language, and Region) Bbibepute napametp A3bIK U permoHanbHble ctaHgapThl (Region and

Language).

2 B okHe fI3bik 1 pernoHanbHble ctaHaapTbl (Region and Language) nepenante Ha BKiagky

[JononHutenbHo (Administrative).

‘¥ Regicn and Language
Formats | Location | Keyboards and Languages | Administrative

Welcome screen and new user accounts

BCCounts and new user accounts.

Tell e rone about these accounts

Language far non-Unicode programs

Thas setting {system locale) controls the language used when displaying
teat in programs that do not suppont Unicode,

Current language for non-Unicode programs

Englizh (Unrted States)

4 Change system locale.

0K Cancel |

View and copy your intemational settings to the welcome screen, system

¥ Copy settings...

Pucyrok 120. [lonosHumesbHsie A3biko8ble napamempesi

3 Ha Bknaake AononHutenbHo (Administrative) Haxxmute kHonky M3ameHuTb A3bik cuctembl (Change

system locale).

4 B nosBuBLieMcs okHe B cnucke Current system locale Bbibepute Pycckuin (Poccusa) (Russian

(Russia)).
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Select which language (system locale) to use when displaying ted in pregrams
that do not support Unicode. Thes setting affects all wser accounts on the
computer,

Current system locale
| Russian {Russia) |

OK . Cancel

“# Regicn and Language Settings =]

| e

PucyHok 121. Beibop s3bika cucmemel

Haxxmute kHonky OK. MNMepe3arpy3ute komnbtoTep.

Joxantech 3aBepLUeHNs nepe3arpy3kn KOMMNbOTePa, OTKpoKTe nNaHesb ynpasneHus (Control Panel)
n B kaTeropmm Yacsl, a3bik 1 pernoH (Clock, Language, and Region) Bbibepute napameTp fA3bik u

pernoHanbHble cTaHgapThl (Region and Language).

B okHe fI3bik 1 pernoHanbHble ctaHaapTbl (Region and Language) nepenaunte Ha BKiagKy
[ononHutenbHo (Administrative) (cM. pucyHoK Ha cTp. 222).

Ha Bknagke flononHutenbHo (Administrative) HaxxmuTe kHoNKy KonupoBatb napametpbl (Copy

settings).

B oTkpbiBlIEMcA OkHe B cnvcke KonnpoBaTtb Tekywme napametpbl B (Copy your current settings

to) yctaHoBUTe dPnaxxok DKpaH NPUBETCTBMA N cUCTEMHBbIe yueTHble 3anncn (Welcome screen and

system accounts) n Haxxmute kHonky OK.

The settings for the cument user, welcome screen (system accounts) and new
user sccounts are deplayed below.

Current user

Display language English

Input Language English (United States) - US
Formak: English (United States)
Location: United States

Welcome screen

Dispilay languadge English

Input Language: English (United States) - US
Farmat: Englith (United States)
Lecatian: United States

Wiy wids BEcEURS
Display language English
Inipaut Languiage: English (United States) - US
Format: English (United States)
Lecation: United States

Cop:,- your cunrent szt'tings to:
o Welcome screen and systerm acoounts
New wser accounts

The new user accounts display language is currently inhented from the

weloome screen display language.
[ o [ Cancal

¥ Welcome sereen and new user accounts settings [

| e

PucyHok 122. KonuposaHue napamempos

ViPNet CSP 4.4. PykoBoACTBO noab3oBaTtes

223



Takoke AN NCKAHOUEH NS NPobaeM C KOAMPOBKOW B HEKOTOPbIX CUCTEMAX Mbl PEKOMEHAYEM BbIMOJHUTb
cnegyroLine AencTBus:

1 B okHe fI3bIk 1 pernoHanbHble ctaHaapTbl (Region and Language) Ha Bknagke ®opmatbl (Formats)
B cnucke ®opmat (Format) Boibepute Pycckmin (Poccusa) (Russian (Russia)).

# Regicn and Language
Fomats | Locaion | Kayboards and Languages | Administrative
Fenmat:
:Hus.:nm {Russia) -

Date and time fommats

Short date dd MB.yyyy -
Long date: :ﬁ BNIM ey r -
Short time: JH:mm =
Lang tinme H:mm:ss bt
First day of weelc MNOHESEABHEE -
What does the notakion mean

Examples

Shom date 02082010

Long date: 2 cenrpa 2000 r.

Short teme: 12:43

Lang time 12:43:50

[ Additional settings... ]

Gg onlins to leam sbeut changmng langusges and regronal farmats

ok ][ comcel [ som

PucyHok 123. Hacmpolika gpopmamos

2 B okHe fI3bik 1 pernoHanbHble ctaHAapTbl (Region and Language) Ha Bknagke PacnonoxkeHune
(Location) B cnucke Tekyuwiee pacrnonoxeHue (Current location) Boibepute Poccusa (Russia).
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Fommats | Locaton | Keyboards snd Languages | Admnistrative
Some software, incheding Windows, may provide you with sddrionasl content
for a pasticular becation. Some services provide local information such as news
and weather.
Current lpcation:
Russia T]
Zee abo
Defaylt location
ok || conce |[ mey |

PucyHok 124. Beibop mekyuje2o pacnonoxeHus
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[ noccapui

PKI (Public Key Infrastructure)

NHdpacTpyKkTypa OTKPbITBIX KAFOYEN — KOMMJIEKC annapaTHbIX ¥ MPOrpPamMMHbIX CPEACTB, MONUTUK U
npoueayp, obecneunBatoLmnX PacnpoCcTpaHeHNe JOBEPUTENbHOMO OTHOLLEHNSA K OTKPbITbIM KtoYam (B
TOM YmnC/e KItoYaM MPOBEPKM 31EKTPOHHOM MOANUCK) B pacrpeAeneHHbIX CUCTEMaX Yepes co3aaHve
CepTUPMKaTOB KIrOUe NPOBEPKMN 31EKTPOHHON MOAMUCH U NOAAEPXKaHUE NX XXM3HEHHOTO LiMKa.

S/MIME (Secure Multipurpose Internet Mail Extensions)
Cneumndukaums 6e3omnacHbIX COOBLLEHNIA INEKTPOHHOM NMOYTbI, MCNOAb3YtoLas cTaHgapT X.509 un
pa3inyHble MexaHun3mbl Wwindposanma (TOCT 28147-89, 3DES v gpyrue).

ViPNet HSM

MporpammHo-annapatHel komnaekc npounssogctsa OAO «MHpoTeKC». MNpeacTaBnset coboin cepsep,
KOTOPbIA NPejOCTaBAAET KAVEHTaM 3aLLULLEHHOE XPaHWUVLLE KIOUeR SNeKTPOHHON NMOAMUCY U
obecneyuvBaeT BbIMONHEHWE OCHOBHbIX KpUMTOrpapuyeckmx onepaLi B 3alLMLLIEHHOM OKPYXXEeHU.
B3aumogelictme knneHToB ¢ ViPNet HSM ocyuiectensietca no ctaHaapty PKCS#11.

AcmmeTpuyHoe WwndposaHme

Cuctema WndpPOBaHMSA, NPV KOTOPOW anropuTMbl UCMOJL3YHOT 4Ba MaTeMaTMUeckn CBA3aHHbIX KAtoua.
OTKpPbITbIA KU UCNO/b3YeTcs 415 3alndPOoBaHNs U NepeAaeTcs No He3alULEHHOMY KaHany.
3aKpbITbIA KU CYXUT A8 paclundpoBaHus.

[loBepeHHOE MO (a4MUHNCTPATOP) YAOCTOBEPSAIOLLENO LIeHTpa

Jlnuo, obnagatollee NpaBoM U3zaBaTh CepTUdUKATLI OT UMEHUN YAOCTOBEPSIOLLErO LeHTPa.
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3anpoc Ha ceptudumkaT

3alWmLLEeHHOE 3/1eKTPOHHOM MOAMUCHIO COOBLLEHNE, COAEP>KaLLee NMs MOb30BaTENs, KAOY NMPOBEPKU
3NEKTPOHHOM MOAMUCK U €r0 NapameTpbl, XXeNaeMblli CPOK AeNCTBUA cepTudrKaTa, npearnonaraemblie
Ha3HaueHus cepTuduKaTa U Apyrue napameTpsl (MOHbIM HAbOp NapameTpoB 3aBUCUT OT GdopmaTa
3anpoca v NpPorpaMMHOro obecrneyeHus, B KOTOPOM OH 6bll CGOPMUPOBaH).

KBanmouumpoBaHHbIN cepTudurkat

CepTI/ICbVIKaT K/1K04a NpPoOBEPKN 3}'IeKTpOHHOl\/‘I noanuncum, BbIAaHHbII‘/’I aKKpeanTOBaHHbIM YAOCTOBEPAOLWNM
LEHTPOM NAN AOBEPEHHBIM MLOM akKKpeanToBaHHOIO ya40CTOBEPAROLEro ueHTpa mbo q>e,a,epaanb|M
OopraHom NCNOAHUTEIbHOMN Baactn, ynoJJHOMO4Y€HHbIM B cc|)epe MNCnoJib30BaHMA 3}'IeKTpOHHOI‘/’I noanncu.

Kntou npoBepku 31eKTPOHHOW NOANNCH

B cootBetcTBMM € pesepanbHbiM 3akoHOM N 63-03 «O6 31eKTpOHHOM noanucK» oT 6 anpens 2011 r.
KJOYOM NPOBEPKM 3/1eKTPOHHON NOANNCK Ha3blBAaETCA OTKPbLITBIA KA, KOTOPbIM SABASETCA He
CeKPETHOW YacTbto Napbl aCMMMETPUYHBIX KAKOUEN U NpeAcTaBaseT cOO0M YHNKANbHYHO
nocneAoBaTeNbHOCTb CMBOJIOB, OAHO3HAYHO CBA3AHHYHO C 3aKPbITbIM KAOYOM U NpeAHa3HaYeHHYo As
NPOBEPKM NOANNHHOCTM 37IEKTPOHHOW MNOAMNNCH.

Kntou 31eKTpOHHOM noAnncK

B cootBeTcTBMU C PepepanbHbiM 3akoHOM N 63-P3 «O6 anekTpoHHOM nognucu» ot 6 anpens 2011 r.
KNHOUYOM 3NEKTPOHHOW NMOAMMNCK Ha3bIBAETCA 3aKPbITbIM KAHOY, KOTOPbIV ABAAETCA CEKPETHOMN YacTbo
napbl aCUMMETPUYHbIX KNHOUeR U NpesCcTaBaseT cCO60M YHUKaNbHYHO NOCAEA0BaTENbHOCTb CUMBOJIOB,
npeAHa3HayYeHHYIo 418 CO3JaHNA 3NEKTPOHHOW NOAMNMCH.

KoHTenHep katouen

®aiin nan yCTpOVICTBO, B KOTOPOM XPaHATCA KJIHOY 3J'IeKTpOHHOI‘/JI noanncnm m COOTBeTCTByPOLLI,I/IPI emy
CepTVIq)I/IKaT KN1Ko4Ya NpoOBEPKN BHEKTpOHHOI‘/JI noanucu.

KopHeBou cepTudurkat

CepTndukaT agMUHUCTPATOPa YAOCTOBEPSIOLLErO LEHTPA, ABAAIOLMNNCA NOCAeAHUM cepTUdMKATOM B
Lenouke gosepua. lpyrumun cnosamu, 48 KOPHEBOrO cepTudukaTta HeT ceptudmkaTta, C NOMOLLbIO
KOTOPOTro MOXHO 6b1710 6bl NPOBEPUTL €ro A40CTOBEPHOCTb. C MOMOLLbI KOPHEBOTO cepTudumkaTa
NpoBepPSEeTCA AOCTOBEPHOCTb cepTUDMKATOB (MONb30BaTENEN U U3AaTeNel), 3aBEPEHHBIX 3TUM
cepTndukatom.

MporpaMMHbI TOKEH

MporpaMMHbI @aHaNor BHELIHEro yCTPOMCTBA XPaHEHUA KAOUen 1 cepTUPMKaTOB, 419 B3aUMOAENCTBIA C
KOTOPbIM MCMOAb3YeTCs paclumpeHHbiin nHtepderic PKCS#11 (noapobHee cm. gokymeHT «ViPNet
SoftToken. PykoBogacTBO pa3paboTumka»).

ViPNet CSP 4.4. PykoBoacTBO nonb3osatens | 227



Ceptndukar nsgartena

CepTtudukar yA0CTOBEPAIOLLErO LIeHTPa, KOTOPbIM 3aBEpPAOTCA U3haBaemble cepTudukartol.

CepTndukart karoua NpoBepkn 31eKTPOHHOM NoANUCH

SNEKTPOHHBIN JOKYMEHT UAN AOKYMEHT Ha BYMaXkHOM HOCUTeNe, BblJaHHbIA YAOCTOBEPAIOLWMM LIEHTPOM
6O fOBEPEHHBIM JINLIOM YAOCTOBEPAIOLLErO LEeHTPa U MOATBEPXKAAOLLMI NPUHAANEXHOCTb KAtoYa
NPOBEPKM 3NEeKTPOHHOM NoANNCY BAajenbLy cepTudmkaTa Karova NPoBEPKN 31eKTPOHHON MNOAMMNCH.

Cnuncok aHHynpoBaHHbIX cepTtugukatos (CRL)

Cnncok cepTudUKaToB, KOTOPbIE 40 UCTEYEHNA CPOKa MX AeUCTBUA OblN aHHYIMPOBaHbI AU
NPWOCTaHOB/IEHbI a4MUHUCTPATOPOM YAOCTOBEPAIOLLErO LIEHTPa Y NOTOMY HEAENCTBUTE/bHbI Ha
MOMEHT, YKa3aHHbI/ B JaHHOM CMUCKE aHHY/IMPOBaHHbIX CEPTUPMKATOB.

TokeH

KomnakTHoe ycTponcTBo ayTeHTUdUKaLUK, NpesHa3HaueHHoe Ans obecneyeHns MHPOpPMaLMOHHOWM
6e30MacHOCTV Nob30BaTe .

Touka pacnpocTpaHeHua AaHHbIX

VICTOUHMK, AOCTYMHbIV NO 06LWen3BeCcTHbIM NpoTokoaaM (Hanpumep, HTTP uan LDAP), ncnonb3syemblii
ANA pasmeLteHmns cGopMmnpPOBaHHOM B yAOCTOBEPAIOLWEM LieHTpe nHGopmMaLmmn (ceptudukaTos
n3gatener n CNMCKOB aHHY/IMPOBaHHbIX CepTUdUKATOB).

Ya0CTOBEPAKOLWMIA LEHTP

OpraHu3sauus, oCcyLLecTBAAIOLLLAA BbINYCK CEPTUPUKATOB KIHOUEN NPOBEPKM 3NEKTPOHHOW NOAMNMUCY, a
TaKke cepTMdrKaToB APYroro Ha3HavyeHums.

Llenoyka cepTndpurkaummn

YnopsgoueHHas nNocief0BaTeNbHOCTL CEPTUPUKATOB, COOTBETCTBYHOLLLAS MEPaAPXUU U3gaTeNelt STUX
ceptudunkatos. CepTudurkaT cUMTaeTca 4eNcTBUTEbHBIM, €Y Lienoyka cepTudrkaumnm nosHa (To ectb
3aBepLIaeTca KOPHEBbIM CepTUHUKATOM) U BCe BXOAALLME B Hee cepTUdMKaTbl TakKe AeNCTBUTENbHbI.

DIeKTPOHHasA NoANuch

NHdopmauns B 31eKTPOHHON GOpMe, KOTopas NPUCoeiMHeHa K ApYroin MHGopMaLmMn B 3/1eKTPOHHON
dopme (nognvceiBaemo MHGOPMaLMK) MW MHBIM 06pPa3oM CBfi3aHa C Takol nHbopMaLmen 1 koTopas
MCrosb3yeTcs 417 OnpeAeneHns anLa, MoANUCbIBAOLLErO MHPOPMaLIO.
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DNeKTPOHHas pyneTka

BcTpoeHHbIN KOMMOHEHT nporpammMHoro obecneyeHus ViPNet, no3BossrOLWNN MHULMAAN3NPOBATb
AATUMK CNYYalHbIX YMcen No AeNcTBMAM Nosib3oBaTend. [NosyyeHHas nocnesoBaTeIbHOCTb NCMONb3YeTCs
npu GopMMUPOBaHUN KPUNTOFPapUUeCcKmx Karouen.
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