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Contacting Veeam Software

At Veeam Software we value the feedback from our customers. It is important not only to help you quickly with
your technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal at
www.veeam.com/support.html to open a case, search our knowledge base, reference documentation, manage
your license or obtain the latest product release.

Company Contacts

For the most up to date information about company contacts and offices location, visit
www.veeam.com/contacts.html.

Online Support

If you have any questions about Veeam products, you can use the following resources:
e Full documentation set: www.veeam.com/documentation-guides-datasheets.html

e Community forum at forums.veeam.com

9 | Veeam Backup for Microsoft Office 365 | User Guide


https://www.veeam.com/support.html
https://www.veeam.com/contacts.html
https://www.veeam.com/documentation-guides-datasheets.html
https://forums.veeam.com/

About This Document

This document explains on how to use Veeam Backup for Microsoft Office 365 to back up and recover data of
your Microsoft Office 365, on-premises Microsoft Exchange and on-premises Microsoft SharePoint
organizations, including Microsoft OneDrive for Business.

Information hereinafter is applicable to Veeam Backup for Microsoft Office 365 version 4.0 until it is replaced
with a newer version of the product.

Intended Audience

This guide is intended for IT specialists who want to provide 24/7/365 data protection and availability for
Microsoft Office 365 and on-premises Microsoft organizations users.



About Veeam Backup for Microsoft
Office 365

Veeam Backup for Microsoft Office 365 is a comprehensive solution that allows you to back up and restore data
of your Microsoft Office 365, on-premises Microsoft Exchange and on-premises Microsoft SharePoint
organizations, including Microsoft OneDrive for Business.
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Planning and Preparation

Before you install Veeam Backup for Microsoft Office 365, make sure that your environment and machines that
you plan to use as backup infrastructure components meet product hardware recommendations and system
requirements.
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System Requirements

Make sure that your Microsoft organizations and backup infrastructure components meet requirements listed
below.

= Microsoft Exchange organizations
= Microsoft SharePoint organizations
= Veeam Backup for Microsoft Office 365 server

= Backup proxy servers

Supported Microsoft Exchange Organizations

The following table lists supported Microsoft Exchange versions.

Microsoft Exchange Comments

Microsoft Office 365 Exchange Online Office 365 service families, standalone services and plans for
Business, Education, and Government* hosted by Microsoft are
supported. For more information about system requirements
and limitations for Microsoft Office 365, see this Microsoft
article.

Microsoft Exchange Server 2019 (compatibility support), | For more information about limitations for backup and restore
2016 or 2013 (on-premises) of mail items, see the Considerations and Limitations section.

*Government support is experimental.

NOTE:

Throttling policies for Exchange Online cannot be managed in the Office 365 interface.

Supported Microsoft SharePoint Organizations

The following table lists supported Microsoft SharePoint versions.

Microsoft SharePoint Comments

Microsoft Office 365 SharePoint Online Office 365 service families, standalone services and plans for
Business, Education, and Government* hosted by Microsoft are
supported. For more information about system requirements
and limitations for Microsoft Office 365, see this Microsoft
article.

Microsoft SharePoint Server 2019, 2016 For more information about hardware and software
requirements for Microsoft SharePoint Server 2019/2016, see:

= Hardware and software requirements for SharePoint
Server 2016

= Hardware and software requirements for SharePoint
Server 2019
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*Government support is experimental.

Veeam Backup for Microsoft Office 365 Server

The following table lists system requirements for the host machine with Veeam Backup for Microsoft Office 365.

Hardware The following hardware is required:

= CPU- any modern multi-core x64 processor, 4 cores minimum.

= Memory: 8 GB RAM minimum. Additional RAM and CPU resources improve
backup, restore and search performance.
Veeam Backup for Microsoft Office 365 also requires a minimum size of 8 GB
of RAM for VMs with dynamic memory allocation.

= Disk Space: 500 MB for product installation and additional free space for the
configuration database (depending on the amount of organizations, jobs and
sessions) and product logs.

(01 Only 64-bit version of the following operating systems are supported:

=  Microsoft Windows Server 2019

= Microsoft Windows Server 2016

= Microsoft Windows Server 2012 R2

=  Microsoft Windows Server 2012

= Microsoft Windows Server 2008 R2 SP1
= Microsoft Windows 10

= Microsoft Windows 8.x

=  Microsoft Windows 7 SP1

Software The following software is required:

= Microsoft .NET Framework 4.7.2 or higher.

=  Windows C Runtime and Update (UCRT) in Windows. For more information,
see this Microsoft article.

=  Mail restore requires Veeam Explorer for Microsoft Exchange that is part of
Veeam Backup & Replication 9.5 Update 4 or Veeam Backup for Microsoft
Office 4.0.

=  To use PowerShell cmdlets for backup and/or restore, Windows PowerShell
2.0 or higher is required. When using Windows 2012 or 2012R2, Windows
PowerShell 2.0 Engine must be installed regardless of the current PowerShell
version.

= For more information about Microsoft Office 365 system requirements and
limitations, see this Microsoft article.

14 | Veeam Backup for Microsoft Office 365 | User Guide


https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://products.office.com/en-us/office-system-requirements/#Office365forBEG

IMPORTANT!

Consider the following:

=  When you install Veeam Explorer for Microsoft Exchange, Veeam Explorer for Microsoft
SharePoint (including Veeam Explorer for Microsoft OneDrive for Business) and Veeam Backup for
Microsoft Office 365 on different servers, the OS version on computers with Veeam Explorers must
be the same or higher than the OS version on a computer with Veeam Backup for Microsoft Office
365.

= Veeam Explorers can only be installed on a machine hosting Veeam Backup for Microsoft Office
365 4.0 or the Veeam Backup for Microsoft Office 365 Console component. You can also use a
machine with Veeam Backup & Replication 9.5 Update 4 (or higher) that is deployed either along
with any of the above components, or as an independent solution.

Backup Proxy Server

The following table lists system requirements for machines that you plan to use as backup proxy servers.

Specification Requirement
Hardware The following hardware is required:
= (CPU: any modern x64 processor, 4 cores minimum.
= Memory: 8 GB RAM minimum. Additional RAM and CPU resources improve
backup, restore and search performance.
= Disk space: 300 MB for backup proxy installation and additional free space for
configuration database (depending on the amount of organizations, jobs and
sessions) and backup proxy logs.
(01 Only 64-bit version of the following operating systems are supported:
= Microsoft Windows Server 2019
= Microsoft Windows Server 2016
= Microsoft Windows Server 2012 R2
= Microsoft Windows Server 2012
= Microsoft Windows Server 2008 R2 SP1
= Microsoft Windows 10
= Microsoft Windows 8.x
= Microsoft Windows 7 SP1
Proxy servers can be deployed to the following core editions:
= Microsoft Windows Server 2019
= Microsoft Windows Server 2016 LTSC, 1709
= Microsoft Windows Server 2012 R2
Other The following components are required:

= Microsoft .NET Framework 4.7.2 or higher.
=  Windows C Runtime and Update (UCRT) in Windows. For more information,
see this Microsoft article.
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Used Ports

The following table lists required ports that must be opened for inbound/outbound requests in Veeam Backup
for Microsoft Office 365.

NOTE:

Data communication between Microsoft Office 365 organizations and Veeam Backup for Microsoft Office 365
is performed via an SSL connection.

Protocol Description
Veeam Backup for Microsoft Exchange TCP 80, 443 Required to connect to Microsoft
Microsoft Office 365 | Online Exchange Online organizations.
Server
Microsoft SharePoint TCP 80, 443 Required to connect to Microsoft
Online SharePoint Online organizations.

On-premises Microsoft HTTP (HTTPS) |5985 (5986 — | Required to connect to on-premises

SharePoint Server used by Microsoft SharePoint organizations
default) via the WinRM port.
On-premises Microsoft TCP 80, 443 Required to connect to on-premises
Exchange Server Microsoft Exchange organizations.
Backup Proxy Server TCP 9193 (used by | Required to manage
default) inbound/outbound traffic when

interacting with the Veeam Backup
for Microsoft Office 365 server.

Make sure to open this port on a
backup proxy server.

TCP 445 This port is used to:

= |nstall and manage the
Veeam.Archiver.Proxy
service on a target
proxy machine.

= Perform RPC requests.

Veeam Auto-update HTTPS 443 Required to access the auto-update

Server server and licensing server. For more
information, see Checking for
Updates and Installing License.

The end point is:
https.//vbo.butler.veeam.comyjson-

rpc.php
S3 Compatible object HTTPS 443 (used by | Required to work with any of the
storage default) object storage repositories.
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Amazon S3 object
storage / IBM Cloud
Object Storage

Azure blob storage

Components Veeam Backup for
Microsoft Office 365
Server

Veeam Explorer for Veeam Backup for
Microsoft Exchange Microsoft Office 365

Server
Veeam Explorer for

Microsoft SharePoint
(including Veeam
Explorer for Microsoft
OneDrive for Business)

Backup Proxy Server | Veeam Backup for
Microsoft Office 365
Server

Microsoft Exchange
Online

On-premises Microsoft

SharePoint
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HTTP (HTTPS) |5985 (5986)

Required to manage
inbound/outbound traffic when
interacting with the following
components:

= RESTful API
= PowerShell
= Veeam.Archiver.Shell (Ul)

=  (optionally) A remote
management server (if
any)

Make sure to open this port on a
Veeam Backup for Microsoft Office
365 server.

Required to manage
inbound/outbound traffic when
interacting with:

= Veeam Explorer for
Microsoft Exchange

= Veeam Explorer for
Microsoft SharePoint

Make sure to open this port on a
Veeam Backup for Microsoft Office
365 server.

Required to manage
inbound/outbound traffic when
interacting with backup proxy
servers.

Make sure to open this port on a
Veeam Backup for Microsoft Office
365 server.

You can also change this port, as
described in Editing Backup Proxy
Server.

Required to connect to Microsoft
Exchange Online via EWS (Exchange
Web Services).

Required to connect to on-premises
Microsoft SharePoint organizations
via the WinRM port.



Cloud Gateway A server that hosts TCP 9194
Veeam Backup &
Replication and Veeam
Backup for Microsoft
Office 365

Required to maintain
inbound/outbound traffic.
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Required Permissions

This section explains required permissions for user accounts.
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Microsoft SharePoint and OneDrive for Business

This section lists required permissions to work with Microsoft SharePoint and OneDrive for Business
organizations.

Consider the following:

= To add Microsoft SharePoint Online organizations, make sure that the LegacyAuthProtocolsEnabled
setting is enabled.

To enable this setting, use the following cmdlet.
Set-SPOTenant -LegacyAuthProtocolsEnabled $True

For more information about the Set-SPOTenant cmdlet, see this Microsoft article.

= The account you are using to add on-premises Microsoft SharePoint and Microsoft SharePoint Online
organizations must be a member of these organizations.

On-premises Microsoft SharePoint

The following table lists required roles that must be assigned to the account that you want to use to add on-
premises Microsoft SharePoint organizations.

Role Description ‘ Misc.
Site Collection Administrator Required to back up Microsoft SharePoint | The account must be a member of the
Sites. Farm Administrator group.

Microsoft SharePoint Online

The following table lists required roles that must be assigned to the account that you want to use to add
Microsoft SharePoint Online organizations.

Role Description ‘ Misc.

SharePoint Administrator Required to back up Microsoft SharePoint | You can assign the Global Administrator
Sites. role that overrides these roles.
View-only Configuration Required to get a list of available groups
and users.

View-Only Recipients

Assigning SharePoint Service Administrator role in PowerShell

To assign the SharePoint Service Administratorrole using PowerShell (for Microsoft SharePoint Online
organizations), use the following code snippet.

Connect-MsolService
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Srole=Get-MsolRole -RoleName "SharePoint Service Administrator"
Saccountname=example@domain.com

Add-MsolRoleMember -RoleMemberEmailAddress $accountname -RoleName S$role.Name

The $accountname variable must be a user UPN (example@domain.com).

The MSOL module can be downloaded from this Microsoft page.
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Microsoft Exchange Organizations

The following table lists required roles that must be assigned to the account that you want to use to add
Microsoft Exchange organizations.

Consider the following:

= The account you are using to add an organization must be a member of this organization.

= The account you are using to add an organization is not required to have a mailbox in such an
organization.

Role Description

Role Management Required to grant the Application/mpersonationrole.
Applicationlmpersonation Required to back up Exchange data.

Organization Configuration Required to manage role assignments.

View-Only Configuration Required to obtain necessary configuration parameters.
View-Only Recipients Required to view mailbox recipients.

Mailbox Search or Mail Recipients Required to back up groups.

Reviewer or Owner Required to use impersonation to backup/restore public folders

under the Default user.

Granting Applicationimpersonation via PowerShell

For On-Premises Microsoft Exchange Organizations

To grant the Applicationimpersonation role for on-premises Microsoft Exchange organizations, do the
following:

1. Connect to the Exchange server, as described in this Microsoft article.

2. Runthe following cmdlet to grant the role.

New-ManagementRoleAssignment -Role ApplicationImpersonation —-User "Administrator"

For Microsoft Office 365 Exchange Organizations

To grant the Applicationimpersonation role for Microsoft Office 365 Exchange organizations, do the following:
1. Connect to the Exchange server:
= For Basic Authentication, see this Microsoft article.

= For Modern Authentication, see this Microsoft article.
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2. Runthe following cmdlet to grant the role.

New-ManagementRoleAssignment —Role ApplicationImpersonation -User user.name@domain.com

To obtain the list of users whom the Applicationimpersonation role has already been granted, use the following
cmdlet (for both on-premises and Online organizations).

Get-ManagementRoleAssignment —-Role "ApplicationImpersonation"

To remove the role, use the following cmdlet (for both on-premises and Online organizations).

Get-ManagementRoleAssignment -RoleAssignee "Administrator" -Role
ApplicationImpersonation -RoleAssigneeType user | Remove-ManagementRoleAssignment
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Azure AD Applications

This section explains required permissions for Azure AD applications that you use to back up and restore data
from/to your Microsoft Office 365 organizations.

For more information about permissions in Azure, see this Microsoft article.

Veeam Backup for Microsoft Office 365 Version 4c

The following table lists permissions for AD applications that are granted automatically by Veeam Backup for
Microsoft Office 365 when you add organizations using the modern authentication method.

If you prefer to use a custom application of your own, make sure to grant all the permissions listed in this table
manually.

Type Usage

API Permission name
Microsoft Graph Directory.Read.All Agplication/ Delegat | Backup/Restore
e

Group.Read.All Application Backup
Group.ReadWrite.All Delegated Restore
offline_access Delegated Restore
Site.ReadWrite.All Application Backup

Exchange EWS,AccessAsUser.All Delegated Restore
full_access_as_app Application Backup
full_access_as_user Delegated Backup
This permission is only required when
you add an organization in the German
region.

SharePoint AllSitesFullControl Delegated Restore
Sites.FullControl.All Application Backup
User.Read.All Application Backup
User.ReadWrite.All Delegated Backup

The following table lists required permissions for AD applications that you add as backup applications.

Permission name

Microsoft Graph Site.ReadWrite.All Application Backup
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SharePoint

Sites.FullControl.All

Application

User.Read.All

Application

Veeam Backup for Microsoft Office 365 Version 4

The following table lists required permissions that must be granted to AD applications for backup operations for
organizations with modern authentication and legacy authentication protocols.

API Permission name Type
Microsoft Graph Directory.Read.All Application
Group.Read.All Application
Exchange full_access_as_app Application
SharePoint Sites.FullControl.All Application
User.Read.All Application

Usage

Backup
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Considerations and Limitations

This section lists considerations and known limitations in Veeam Backup for Microsoft Office 365.

Infrastructure

»  The Veeam Backup for Microsoft Office 365 RESTful API Service, Veeam Backup for Microsoft Office 365
Service and Veeam Backup Proxy for Microsoft Office 365 Service must be started using the Local
System account.

= You cannot change the name of the Veeam Backup for Microsoft Office 365 server or change domains of
the server without resetting the configuration.

= If the organization has multiple domains, they must be configured as a mesh to cross authenticate in
order to download content from all domains with the service account. For more information, see this
Microsoft article.

= Microsoft Windows 2008 operating system is not supported; Windows 2008 R2 SP1 is the minimum
supported version.

= Veeam Backup for Microsoft Office 365 does not support encryption at-rest for the following types of
backup repositories:

o Alocal directory on a backup proxy server.

o Direct Attached Storage (DAS) connected to the backup proxy server.
o Storage Area Network (SAN).

o Network Attached Storage (SMB 3.0 shares).

= Backup proxy servers and the Veeam Backup for Microsoft Office 365 server must be deployed within
the same or a trusted domain.

= [For Microsoft Outlook] Preliminary releases such as /nsider releases or releases provided by Monthly
Channel Updates are not supported; Veeam Backup for Microsoft Office 365 supports only RTM/GA
versions. For more information, see this Microsoft article.

= |f the Veeam Backup for Microsoft Office 365 console and a management server are deployed on
different machines, make sure that the management server is trusted for delegation. For more
information, see this Microsoft article.

= If any of the machines with any of the Veeam Backup for Microsoft Office 365 components have been
renamed (or its FQDN has been changed), or any machine has been added to a different domain, then all
the components become unavailable to each other. If any of the above has occurred on a server that
acts as a backup proxy server, then such a server becomes Offline in the Veeam Backup for Microsoft
Office 365 console. To make a server available, re-add it, as described in Adding Backup Proxy Servers.

= |Pv6 is not supported for Microsoft Azure China region.

= Notifications about backup jobs completion results may not work properly for Microsoft Azure Chinaand
Germany regions.

Backup Repositories

= Backup repositories with enabled volume deduplication are not supported.

= A symbolic link that is configured as a mapped drive is not supported.
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Object Storage Repositories

Veeam Backup for Microsoft Office 365 does not support the $root container in Azure blob storage.

Veeam Backup for Microsoft Office 365 does not support Glacier or Lifecycle policy in Amazon AWS Data
Management or Azure Archive storage class.

Make sure the S3 Compatible device you are adding supports AWS v4 signature. For more information
about authentication requests, see this Amazon article.

Veeam Backup for Microsoft Office 365 allows you to migrate data from a local backup repository to an
object storage repository, but not vice versa. For more information, see the Move-VBOEntityData
section of the Veeam Backup for Microsoft Office 365 PowerShell Reference.

Backup

To back up mailboxes, make sure that a mailbox has a valid Microsoft Office 365 license. Otherwise a
backup job will fail with the following error: " Error: Mailbox doesn'’t have a valid Microsoft Office 365
license"

Veeam Backup for Microsoft Office 365 backs up public folders that are located under the /PM SUBTREE
folder only.

Project Web Apps are not supported for backup.
On-premises service accounts cannot be used for multi-factor authentication.
Backup of /n-Place Hold /temsis not supported for on-premises Microsoft Exchange 2013.

You can select only the root public mailbox when backing up public mailboxes. The child folders of the
selected public mailbox will be backed up as well.

If you modify a retention policy tag for a folder, Veeam Backup for Microsoft Office 365 will perform full
synchronization of that folder during the subsequent backup job session. For more information, see this
Microsoft article.

A SharePoint Site Collection hierarchy is not supported if the root site was not configured. Make sure to
configure the root site in advance using a SharePoint site template of your choice. Otherwise, the
following error occurs: Error: Failed to find web template ID for: STS#-1. This organization account
might be missing a valid SharePoint license. Web configuration is not complete.

When backing up Microsoft Exchange mailboxes, Veeam Backup for Microsoft Office 365 does not
create a new version of an item the Read/Unread property of which was changed. That said, the
Read/Unread property of each of the backed-up items always remains exactly the same as it was during
the initial backup.

Restore

SharePoint sites with a red X over the symbol mean that there is an empty sector of the template and
supported content is available in the subsites.

Microsoft Teams messages cannot be restored directly back to Teams.

Veeam Backup for Microsoft Office 365 restores public folders that are located under the /PM_SUBTREE
folder only.

Restore of multiple objects is not supported for public folders.
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= (Cross-tenant restores in Office 365 is only possible for Exchange Online objects, not for SharePoint
sites.

= Torestore /n-Place Hold Items or Litigation Hold Items to the original location consider the following:

o Restore of /n-Place Hold Items is not supported for on-premises Microsoft Exchange Server
2013 due to EWS limitations.

o Torestore /n-Place Hold /tems of Exchange 2016/2019 mailboxes, these mailboxes must have
/n-Place Hold enabled and applied at least once with the DiscoveryHolds system folder
creation. Otherwise, restore of /n-Place Hold /tems will fail with the following error: "Failed to
restore In-Place Hold Items. Restore of In-Place Hold Items into Exchange 2013 is not
supported".

For more information about enabling /n-Place Hold and Litigation Hold, see this Microsoft
article.
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Supported Azure Storage Account Types

This section explains supported Azure storage account types for:
e Standard performance tier

e Premium performance tier

Standard Performance Tier

The following table lists supported storage account types for Standard Performance Tier.

Supported Storage Account Type Supported Services Supported Access Tiers

General-purpose V2 Blob Hot, Cool
General-purpose V1 Blob N/A
BlobStorage Blob (block blobs and append blobs only) | Hot, Cool

Premium Performance Tier

The following table lists supported storage account types for Premium Performance Tier.

Supported Storage Account Type Supported Services Supported Access Tiers

BlockBlobStorage Blob (block blobs and append blobs only) | N/A
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Licensing and License Types

Licensing in Veeam Backup for Microsoft Office 365 is based on user accounts that you back up; each backed-up
user account consumes one unit of the license.

A user account consists of:

Microsoft Exchange Online and on-premises Microsoft Exchange mailboxes

Such a mailbox can be a personal mailbox, an Online Archive mailbox or both — you will only need one
license per user.

A license is consumed by mailboxes that have at least one restore point created within the last 31 days.
If a mailbox was not backed-up for 31 days, its license is automatically revoked.

Microsoft OneDrive for Business

OneDrive for Business licenses are associated with email accounts. This means you cannot use the same
license to back up one user email and another user OneDrive for Business account.

Consider that OneDrive (without for Business) is an independent storage service and is not supported by
Veeam Backup for Microsoft Office 365.

Microsoft SharePoint Online and on-premises Microsoft SharePoint

Each SharePoint user in your Office 365 subscription (or on-premises deployment) that has been
granted access to the SharePoint sites needs to be licensed to back up your SharePoint environment. If
you have hybrid SharePoint deployment (on-premises Microsoft SharePoint and SharePoint Online) and
the same user has access to both, then only one Veeam license is required.

A license is not required for:

NOTE:

Shared, resource and group mailboxes

SharePoint team sites

For more information, see this Microsoft article.

External SharePoint users

An external SharePoint user is a user from outside your Office 365 subscription to whom you have given
access to one or more sites, files or folders. External authenticated users are limited to basic
collaboration tasks, and external anonymous users can edit or view specific documents when given
specific permissions.

After you install Veeam Backup for Microsoft Office 365, you will be prompted to provide a product license.
You can dismiss this step and continue using the product without any license installed. In this case, you will
have Community Edition mode that allows you to process up to 10 user accounts in all organizations
including 1TB of Microsoft SharePoint data. Community Edition mode suggests using the community license,
which is not limited in time, nor imposes any limitations in terms of program functionality.

License Types

Veeam Backup for Microsoft Office 365 supports the following types of licenses:

Subscription License
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Paid, fully-functional license that expires at the end of the subscription term which is 1 or 3 years from
the contract start date (depending on the subscription length).

= Rental License

Paid, fully-functional license that expires at the end of the contract which is the last day of the month
and normally 1 month from the contract start date. This license type is distributed only to service
providers.

= Not For Resale License

Free, fully-functional license that can be used for product demonstration, training and education. This
license is not for resale or other commercial use.

= Evaluation License

Free, fully-functional license that can be used for evaluation and testing purposes only.
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Subscription License

Subscription License is a paid and fully-functional license that expires at the end of the subscription term which
is 1 or 3 years from the contract start date (depending on the subscription length).

License Expired

A grace period of 1 month is granted after the expiration of license for purpose of renewal. During this period,
the program functionality is not limited. After this period, processing of all user accounts in all organizations will
be stopped; scheduled jobs will be terminated with failure. In both cases, a notification message will be shown
to notify you that the license is either about to be expired or has expired.

The restore abilities will continue to function regardless of whether your license has expired or not.

License Exceeded

Additional processing of no more than 10 user accounts or 10% of the license count (whichever is greater) is
granted if you exceed the license limit by up to 10 user accounts or up to 10% of the license count.

If you exceed the license by more than 10 user accounts or more than 10% of the license count (whichever is
greater), Veeam Backup for Microsoft Office 365 lets you process these 10 (or 10%) extra user accounts
according to the FIFO queue logic (that is, "first in - first out"); no additional accounts are allowed.

The grace period in this case is not limited and lasts during the whole term of the subscription.
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Rental License

Rental License is a paid and fully-functional license that expires at the end of the contract which is the last day
of the month and normally 1 month from the contract start date. Such a license type is distributed only to
service providers.

Understanding Trial State

A trial state is given to each user account that is being backed up for the first time and lasts until the first day of
the following month. During this period your rental license remains unconsumed by such accounts.

For example, you have three user accounts A, B and C to be backed up and the first session of a backup job is
scheduled on January 13, 2019. In such a scenario, after the backup session, all three user accounts (A, B and C)
will be given a trial state until February 1, 2019. On February 1, 2019, a trial state for each of these accounts will
be automatically reset. After the trial state is reset, upon the next backup job session all three user accounts (A,
B and C) start consuming a rental license immediately.

You can avoid consuming a rental license by trial accounts that you no longer want to process. For example, you
may not want to continue backing up the account Bfrom the example above. For that, you can simply remove
this account from the backup job processing list.

License Expired

A grace period of 2 month is granted after the expiration of license for purpose of renewal. During this period,
the program functionality is not limited. After this period, processing of all user accounts in all organizations will
be stopped; scheduled jobs will be terminated with failure. In both cases, a notification message will be shown
to notify you that the license is either about to be expired or has expired.

The restore abilities will continue to function regardless of whether your license has expired or not.

License Exceeded

Additional processing of no more than 20 user accounts or 20% of the license count (whichever is greater) is
granted if you exceed the license limit by up to 20 user accounts or up to 20% of the license count.

If you exceed the license by more than 20 user accounts or more than 20% of the license count (whichever is
greater), Veeam Backup for Microsoft Office 365 lets you process these 20 (or 20%) extra user accounts
according to the FIFO queue logic (that is, "first in - first out"); no additional accounts are allowed.

The grace period in this case is 2 months. After this period, processing of excessive user accounts (in FIFO
queue) will be stopped; no more extra accounts will be queued for processing.

The restore abilities will continue to function regardless of the grace period state.
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Monthly Usage Report

When using a rental license, you can submit a monthly usage report on the first day of each month. Such reports
contain information on processed user accounts per each organization added to the Veeam Backup for Microsoft
Office 365 backup infrastructure.

On the first day of each month and for the next 9 days you will be receiving the following notification message.

RONTHLY USAGE REFORT

9 honthly usage report has been generated.
Mumber of managed users for the previous
month: 1. Please review and submit the
reportwithin the next 9 days.

s ] [t |

You can send the report immediately by clicking the Send button or you can skip this step by clicking Postpone.

In the latter case, on each subsequent launch of the application, the message above will continue to appear for
the next 9 days. After this period, you will not be able to send a monthly usage report using the functionality
described herein, but you can still review the report, as Veeam Backup for Microsoft Office 365 automatically
saves it to the %programdata%|Veeam|Backup365|Reports directory in the .pdfand .csvformats.

Managing Reports

To review details of a report, click Review in the lower-left corner of the Monthly Usage Report dialog.

By default, Veeam Backup for Microsoft Office 365 will list each backed up user account of every organization
added to the application scope.

You can do the following while in the Monthly Usage Report dialog to manage filters and perform other
required actions:

= To view backed up accounts of a particular organization, select an organization in the drop-down list in
the upper-left corner.

= To find accounts of the selected organization, use the search field in the upper-right corner.

= To prevent accounts from being added to the report, select such accounts and click Remove, then
provide the removal reason (optional) and click OK.

To undo removing, click Reset.

= Tosave the report as a .pdfor .csvfile, click Save As in the lower-left corner and specify a location.
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RACMTHLY REPORT

honthly repaort for February 2019

Al organizations v | | [Type in an object narme to search for]
F
ACCOUNT 1 ORGANIZATION MAME LAST PROCESSED s
admin@abc.onmicrosoft.com abc.onmicrosaft.caom 2472019 3:47 P Reset

Send | | Cancel
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Not For Resale License

Not For Resale (NFR) license is a free and fully-functional license that can be used for product demonstration,
training and education.

License Expired

Within a month before the expiration date, you will be receiving a notification message stating that your license
is about to be expired. During this period, the program functionality will not be limited by any means. After your
license has expired, processing of all user accounts will be stopped.

The restore abilities will continue to function regardless of whether your license has expired or not.

License Exceeded

Processing of user accounts that exceed the allowed license count is not possible.
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Evaluation License

Evaluation License is a free and fully-functional license that can be used for evaluation and testing purposes
only.

License Expired

Within a month before the expiration date, you will be receiving a notification message stating that your license
is about to be expired. During this period, the program functionality will not be limited by any means. After your
license has expired, processing of all user accounts will be stopped.

The restore abilities will continue to function regardless of whether your license has expired or not.

License Exceeded

Processing of user accounts that exceed the allowed license count is not possible.
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Deployment

This section explains how to deploy Veeam Backup for Microsoft Office 365 to your environment.

Consider the following:

= If you have been participating in the public beta testing of Veeam Backup for Microsoft Office 365, make
sure to uninstall the pre-release (BETA) versions of Veeam Backup for Microsoft Office 365, Veeam
Explorer for Microsoft Exchange and Veeam Explorer for Microsoft SharePoint.

= Touse the solution in hybrid Exchange deployment or on-premises organizations with SPN and Kerberos
authentication, make sure to install Veeam Backup for Microsoft Office 365 on a server that is located

within the domain with the source Microsoft Exchange server.

= The solution can be deployed to virtual or physical machines or directly to cloud platforms such as Azure
or Amazon Web Services (AWS).
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Downloading Installation Package

You can download the Veeam Backup for Microsoft Office 365 installation package from the official Veeam
Website.

The installation package consists of the following MSI files:
"  Veeam.Backup365.msi — installs Veeam Backup for Microsoft Office 365 with the following services:
o Veeam Backup for Microsoft Office 365 Service
Controls global configuration settings.
o Veeam Backup Proxy for Microsoft Office 365 Service
Manages backup proxy servers.
o Veeam Backup for Microsoft Office 365 RESTful API Service

Processes RESTful commands. This component is disabled by default and can be enabled, as
described in Configuring RESTful API Settings.

" VeeamExplorerForExchange.msi — installs Veeam Explorer for Microsoft Exchange.

For more information, see the Veeam Explorer for Microsoft Exchange section of the Veeam Explorers
User Guide.

" VeeamExplorerForSharePoint.msi — installs Veeam Explorer for Microsoft SharePoint and Veeam
Explorer for Microsoft OneDrive for Business.

For more information, see the Veeam Explorer for Microsoft SharePoint and Veeam Explorer for
Microsoft OneDrive for Business sections of the Veeam Explorers User Guide.
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Installing Veeam Backup for Microsoft
Office 365

To install Veeam Backup for Microsoft Office 365, do the following:

1. Runthe veeam.Backup365.msi file from the Veeam Backup for Microsoft Office 365 distribution
package.

15 Yeeam Backup for Microsoft Office 365 Setup \;‘i-

Welcome to the Veeam Backup for
Microsoft Office 365 Setup Wizard

The Setup Wizard will install Yeeam Backup For Microsaft
Cffice 365 on your computer, Click Mext to continue or
Cancel ta exit the Setup Wizard.

Back, | Mext | | Cancel

2. Read and accept License Agreement.

i Weeam Backup for Microsoft Office 365 Setup = | = -
End-User License Agreement
Please read the following license agreement carefully

Veeam Software ("veeam™) ~
End User Software License Agreement ("EULA™)

IMPORTANT - READ CAREFULLY

This ELUILA is a legally hinding agreement between licensee end user ("End
User and Weeam setting forth the terms and conditions governing the use and
operation of Weeam's proprietary computer software products ithe "Software")
and the written technical specifications for the use and operation of the Software
{the "Documentation”. Where the sense and context permit, references in this

U A de Al e G

PP Y R R SR SR FUPIA SUETY PR B JPSOUE TY PN

[T accept the terms of this software license agreement

[W]1 accept the terms of the Following 3rd party software components license agreements

| Print | | Back || Mexk | | Cancel

3. Select system components to install.

By default, Veeam Backup for Microsoft Office 365 is installed to the C:|Program

Files|Veeam|Backup365| directory. To install to a different location, click Browse and specify a
destination directory.
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Program features

Select the program Features vou wank to be installed.

= = | Weeam Backup for Microsoft OFfice 365 Server Companent description
<= ~ | Yeeam Backup for Microsoft Office 365 Consol Povver Shell exkension
r Backup For Mic mf,_dm? E,hat nglieles
owerShell
Will be installed on local hard drive ts that allaw you
almost all
ations available in
rm Backup far
Entire feature will be unavailable soft Office 365
userinterface.

Entire feature will be installed an local hard drive

This Feature requires
5756KE on vour hard
drive,

Inskall ko Ci\Program FilesiYesam'Backup3es!,

Cancel |

4. Click Install.

Ready to install Yeeam Backup for Microsoft Office 365

Click Install bo begin the installation, Click Back to review or change any of vour
installation settings. Click Cancel ko exit the wizard.

Instal | | Cancel
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Installing Veeam Explorer for Microsoft
Exchange

To install Veeam Explorer for Microsoft Exchange, do the following:

1. Runthe veeamExplorerForExchange.msi file from the Veeam Backup for Microsoft Office 365

distribution package.

i Yeeam Explorer for Microsoft Exchange Setup \;‘i-

Welcome to the Veearmn Explorer for
Microsoft Exchange Setup Wizard

The Setup Wizard will install Yeesam Explarer For Microsaft
Exchange on your computer, Click Mext ko continue or
Cancel ta exit the Setup Wizard.

Back, | Mext | | Cancel

2. Read and accept License Agreement.

i Yeeam Explorer for Microsoft Exchange Setup = | = -

End-User License Agreement NE‘
Please read the following license agreement carefully IE N
VYeeam Software ("Veeam") A

End User Software License Agreement ("EULA™)

IMPORTANT - READ CAREFULLY

This ELUILA is a legally hinding agreement between licensee end user ("End
User and Weeam setting forth the terms and conditions governing the use and
operation of Weeam's proprietary computer software products ithe "Software")
and the written technical specifications for the use and operation of the Software
{the "Documentation”. Where the sense and context permit, references in this

U A de Al e G

PP Y R R SR SR FUPIA SUETY PR B JPSOUE TY PN

[T accept the terms of this software license agreement

[W]1 accept the terms of the Following 3rd party software components license agreements

| Print | | Back || Mexk | | Cancel

3. Select system components to install.

By default, Veeam Explorer for Microsoft Exchange will be installed to the C:|Program

Files|Veeam|Backup and Replication|Explorers|Exchange| directory. To install to a different location,
click Browse and specify a destination directory.
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Program features Al El
Select the program Features vou wank to be installed. IE N

(=)~ | Weeam Explorer For Microsoft Exchange Com.ponent description
<=3 = | Yeeam Explorer for Microsaft Exchange Powershel Plugin far YBO REST
£ ange REST APT AFI that includes sets
ands Sl B of Hitp resources that
Will be installed on local hard drive yaou to do almost
erations available
=am Explorer for

soft Exchange
Feature will be installed when required nterface,

Entire feature will be installed an local hard drive

¥ Entire feature will be unawvailable

This Feature requires
9422KE on vour hard
drive,

Inskall ko Ci\Program FilestYesam'Backup and
Replication\Explorers|Exchangel

Cancel |

4. Click Install.

Ready to install Yeeam Explorer for Microsoft Exchange

Click Install bo begin the installation, Click Back to review or change any of vour
installation settings. Click Cancel ko exit the wizard.

Instal | | Cancel
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Installing Veeam Explorer for Microsoft
SharePoint

To install Veeam Explorer for Microsoft SharePoint, do the following:

1. Runthe veeamExplorerForSharePoint.msi file from the Veeam Backup for Microsoft Office 365

distribution package.

15 Yeeam Explorer for Microsoft SharePoint Setup \;‘i-

Welcome to the Veearmn Explorer for
Microsoft SharePoint Setup Wizard

The Setup Wizard will install Yeesam Explarer For Microsaft
SharePoint on your computer, Click Mext to continue or
Cancel ta exit the Setup Wizard.

Back, | Mext | | Cancel

2. Read and accept License Agreement.

i Yeeam Explorer for Microsoft SharePoint Setup = | = -

End-User License Agreement NE‘
Please read the following license agreement carefully IE N
VYeeam Software ("Veeam") A

End User Software License Agreement ("EULA™)

IMPORTANT - READ CAREFULLY

This ELUILA is a legally hinding agreement between licensee end user ("End
User and Weeam setting forth the terms and conditions governing the use and
operation of Weeam's proprietary computer software products ithe "Software")
and the written technical specifications for the use and operation of the Software
{the "Documentation”. Where the sense and context permit, references in this

U A de Al e G
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[T accept the terms of this software license agreement

[W]1 accept the terms of the Following 3rd party software components license agreements

| Print | | Back || Mexk | | Cancel

3. Select system components to install.

By default, Veeam Explorer for Microsoft SharePoint will be installed to the C:|Program

Files|Veeam|Backup and Replication|Explorers|SharePoint| directory. To install to a different location,
click Browse and specify a destination directory.
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Program features Al El
Select the program Features vou wank to be installed. IE N

(= - | Yeeam Explarer Far Microsoft SharePaint Companent description
= ~ | Weeam Explorer For Microsoft SharePoint PowerShell Flugin Fc"f YBO REST
Ty ST ——m—my | API that inchudes sets
veeam F arel () Crasart JnarerFoin FEo AF HF p e that
Will be installed on local hard drive yaou to do almost
erations available
=am Explorer for

soft SharePaint
Feature will be installed when required nterface,

Entire feature will be installed an local hard drive

¥ Entire feature will be unawvailable

This Feature requires
36MB on wour hard
drive,

Inskall ko Ci\Program FilestYesam'Backup and
Replication\Explorers) SharePoint),

Cancel |

4. Click Install.

Ready to install Yeeam Explorer for Microsoft SharePoint

Click Install bo begin the installation, Click Back to review or change any of vour
installation settings. Click Cancel ko exit the wizard.

Instal | | Cancel

NOTE:

Veeam Explorer for Microsoft SharePoint and Veeam Explorer for Microsoft OneDrive for Business are
distributed in one package.
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Installing in Unattended Mode

You can install Veeam Backup for Microsoft Office 365, Veeam Explorer for Microsoft Exchange and Veeam
Explorer for Microsoft SharePoint in unattended mode.

The syntax of running an M5/ package is as follows:

msiexec /i <path to msi> /gn ADDLOCAL=<featurel, feature2>
ACCEPT_THIRDPARTY_LICENSES=1 ACCEPT_EULA=1

The following table lists components and feature names for Veeam Backup for Microsoft Office 365.

Component Feature name

Server BR_OFFICE365
Console CONSOLE_OFFICE365
PowerShell PS_OFFICE365

The following table lists components and feature names for Veeam Explorer for Microsoft Exchange.

Component Feature name
Ul BR_LEXCHANGEEXPLORER
PowerShell PS_EXCHANGEEXPLORER

The following table lists components and feature names for Veeam Explorer for Microsoft SharePoint.

Component Feature name

Ul BR_SHAREPOINTEXPLORER
PowerShell PS_SHAREPOINTEXPLORER
Examples

To install the Veeam Backup for Microsoft Office 365 and PowerShell components.

msiexec /i Veeam.Backup365.msi /gn
ADDLOCAL=BR_OFFICE365,CONSOLE_OFFICE365,PS_OFFICE365 ACCEPT_THIRDPARTY_LICENSES=1
ACCEPT_EULA=1

To install the Veeam Explorer for Microsoft Exchange, Ul and PowerShell components.
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msiexec /i VeeamExplorerForExchange.msi /gn
ADDLOCAL=BR_ EXCHANGEEXPLORER, PS EXCHANGEEXPLORER ACCEPT THIRDPARTY LICENSES=1
ACCEPT EULA=1

To install the Veeam Explorer for Microsoft SharePoint, Ul and PowerShell components.

msiexec /i VeeamExplorerForSharePoint.msi /gn
ADDLOCAL=BR SHAREPOINTEXPLORER, PS SHAREPOINTEXPLORER ACCEPT THIRDPARTY LICENSES=1
ACCEPT EULA=1

NOTE:

Veeam Explorer for Microsoft SharePoint and Veeam Explorer for Microsoft OneDrive for Business are
distributed in a single package.
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Deploying to Azure and AWS

Veeam Backup for Microsoft Office 365 can be deployed to Azure or Amazon Web Services (AWS) cloud
platforms according to the following steps:

1. Install Veeam Backup for Microsoft Office 365 on an Azure or AWS virtual machine, as described in
Installing Veeam Backup for Microsoft Office 365.

Alternatively, you can deploy Veeam Backup for Microsoft Office 365 from Azure Marketplace and AWS
Marketplace.

When deploying to Azure, we recommend using F-Series VM Sizes for better performance.
2. Configure additional backup proxy servers, as described in Configuring Backup Proxy Servers.
3. Configure backup repositories, as described in Configuring Backup Repositories.

4. Install Veeam Explorer for Microsoft Exchange and Veeam Explorer for Microsoft SharePoint, as
described in Installing Veeam Explorer for Microsoft Exchange and Installing Veeam Explorer for

Microsoft SharePoint.
After deployment is complete, you can:

= Add Microsoft Office 365 and on-premises Microsoft organizations to the program scope, as described in
Microsoft Organizations Management.

= Create new backups, as described in Data Backup.

= View and restore your data, as described in Data Restore.
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Checking for Updates

To perform an upgrade of Veeam Backup for Microsoft Office 365, do the following:
1. In the main menu, click Upgrade.

2. Inthe Check for available updates step, click Next.

Make sure to open the port that is required to access the Veeam auto-update server. For more
information, see Used Ports.

UPGRADE WIZARD

Check for available updates

Status: Vour system is up to date
Last updated: 1 day ago
Last checked: 1 day age

Back | Mest | | Cancel |

3. Wait until Veeam Backup for Microsoft Office 365 checks whether a newer version is available.

To abort the request, click Cancel.

UPGRADE WEEAM BACKUP FOR MICROSOFT QOFFICE 365

Check for available updates

Currentwersion: 3.0.0422
Last checked: 1 day ago
Statust Checking..,

"

- Checking for updates (Cancel)..

4. If available, review details about new features and enhancements and click Upgrade.
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During upgrade, the Veeam Backup for Microsoft Office 365 console will be closed, whereupon you will
be offered to go through the setup steps, as described in Installing Veeam Backup for Microsoft Office

365.

5. Once installation is complete, launch Veeam Backup for Microsoft Office 365, as described in Launching
Veeam Backup for Microsoft Office 365.

6. After you launch the Veeam Backup for Microsoft Office 365 console, you will be offered to upgrade
Veeam Explorer for Microsoft Exchange and Veeam Explorer for Microsoft SharePoint.

UPGRADE WIZARD

Update

The following updates are available:

COMPOMNENT MNEW VERSION WHAT'S NEW
Veeam Explorer for Microsoft Exchange 1001416 ﬂ What's new?
Veearn Explorer for Microsoft SharePoint 10.0.1.416 0 What's new?

Back Install | Cancel

NOTE:

Veeam Backup for Microsoft Office 365 is also capable of checking for a newer version of the application
automatically. For that, select the Automatically check and notify me on available updates check box on the
Updates tab, as described in Configuring Update Notifications.
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Installing and Updating License

After you install Veeam Backup for Microsoft Office 365, you will be prompted to provide a product license. You
can dismiss this step and continue using the product without any license installed. In this case, you will have
Community Edition mode that allows you to process up to 10 user accounts in all organizations including 1TB of
Microsoft SharePoint data. Community Edition mode suggests using the community license, which is not limited
in time, nor imposes any limitations in terms of program functionality.

Installing Fully-Functional License

You can purchase and install a fully-functional license if you plan to back up more than 10 user accounts or more
than 1TB of Microsoft SharePoint data. For more information about available license types in Veeam Backup for
Microsoft Office 365, see Licensing and License Types.

The number of user accounts that you will be able to back up depends on the purchase agreement with Veeam
sales representatives. You can see how many accounts are available in the Users row of the License Information
window.

To install a license, do the following:
1. Inthe main menu, click License.

2. Inthe License Information dialog, click Install and specify the path to the ./icfile.

Updating License

You can update an existing license, for example, if you want to extend the number of supported user accounts
that you need to back up.

To update an existing license, click Update now and wait until Veeam Backup for Microsoft Office 365
downloads and installs the license.

To automatically update your current license, select the Update license automatically check box.
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NOTE:

To use the Update license automatically option, make sure to open the required port to access the Veeam
auto-update server. For more information, see Used Ports.

Installed licerse

Install...
Status Walid
Expiration date 1/17/2019 (36 days left) Update Now

Type Subscription

Licensed to Weearn Software 86
Contact person Dew and Q& Departrments
Users 0999 (2 used)

Support D 00782619

Support expiration date 1772019 (36 days left)

Update license automatically {enables usage reporting)

ak | | Cancel
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Upgrading to Veeam Backup for Microsoft
Office 365 4.0

Veeam Backup for Microsoft Office 365 application upgrade to version 4.0 is supported for the following
versions:

= Veeam Backup for Microsoft Office 365 2.0 (product builds 2.0.0.567, 2.0.0.594 and 2.0.0.814).
= Veeam Backup for Microsoft Office 365 3.0 (product builds 3.0.0.422).

Consider the following:
= All modifications made to the config.xm1 file manually will be lost.

= Upgrade of backup jobs created with version 2.0 is only required if these jobs contain Microsoft
SharePoint sites.

= Backup jobs that have not been upgraded to Veeam Backup for Microsoft Office 365 version 2.0 will be
removed.

For example, if you are still using Veeam Backup for Microsoft Office 365 version 1.5 or 1.0 and have not
upgraded to version 2.0 prior to upgrading to version 4.0.

= The Veeam Backup for Microsoft Office 365 RESTful APl Service must be enabled manually after the
upgrade using the services.msc console.

Upgrading Application

To upgrade Veeam Backup for Microsoft Office 365, install Veeam Backup for Microsoft Office 365 version 4.0,
as described in the following sections:

= Installing Veeam Backup for Microsoft Office 365
= |Installing Veeam Explorer for Microsoft Exchange
= |nstalling Veeam Explorer for Microsoft SharePoint
Once installed, the following system components will be marked as Out of Date:
=  Backup repositories

For more information on how to upgrade backup repositories, see Upgrading Backup Repositories.

»  Backup jobs
For more information on how to upgrade backup jobs, see Upgrading Backup Job.
= Backup proxy servers
For more information on how to upgrade backup proxy servers, see Upgrading Backup Proxy Servers

Consider that a default backup proxy server will be upgraded automatically.
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Uninstalling Veeam Backup for Microsoft
Office 365

To uninstall Veeam Backup for Microsoft Office 365, do the following:

1. Stop all restore sessions (if any) in Veeam Explorer for Microsoft Exchange, Veeam Explorer for
Microsoft SharePoint and Veeam Explorer for Microsoft OneDrive for Business.

2. Open the Veeam Backup for Microsoft Office 365 console, go to Backup Infrastructure > Backup Proxies
and remove all configured backup proxy servers, as described in Removing Backup Proxy Server.

3. Open Control Panel > Programs and Features, select Veeam Backup for Microsoft Office 365 and click
Uninstall.

4. In the Control Panel > Programs and Features, select Veeam Backup & Replication and click Uninstall to
uninstall Veeam Explorers.
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Launching Veeam Backup for Microsoft
Office 365

To launch Veeam Backup for Microsoft Office 365, go to Start, select Veeam Backup for Microsoft Office 365
and specify the following:

1. A name or IP-address of the Veeam Backup for Microsoft Office 365 server.
2. A port number via which to connect to the specified Veeam Backup for Microsoft Office 365 server.

3. Authentication credentials that you want to use to connect to the specified Veeam Backup for Microsoft
Office 365 server.

The account you are using must be a member of the Local Administrator group on the specified Veeam
Backup for Microsoft Office 365 server.

To use your current account, select Use Windows session authentication.
To save a connection shortcut to the desktop, click Save shortcut in the bottom-Lleft corner.

=

Veeam Backup

for Microsoft Office 365

Type it a server narme of [P address, service port number and user
credentials to connect with,

127,001 MIEL |

GarMANAdrministrator

Use Windows session authentication

Save shortout | Connect || Close |

Launching via Command Line

To launch the application via the command-Lline tool, run the c:\Program
Files\Veeam\Backup365\Veeam.Archiver.Shell.exe file with the following parameters:

= [local=true

To connect to Veeam Backup for Microsoft Office 365 that is installed on a local machine using the Local
System account.

Example:

C:\Program Files\Veeam\Backup365\Veeam.Archiver.Shell.exe /local=true

= /host=<hostname> /port=<port> /usewincredentials=true
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To connect to Veeam Backup for Microsoft Office 365 that is installed on a remote machine using the
/host and /port parameters.

Example:

C:\Program Files\Veeam\Backup365\Veeam.Archiver.Shell.exe /host=192.168.0.12
/port=9895 /usewincredentials=true

» /host=<host> /port=<port> /account=<domain\accountName>

To connect to Veeam Backup for Microsoft Office 365 that is installed on a remote machine using the
/host and /port parameters.

You can also provide an account that you want to use to launch Veeam Backup for Microsoft Office 365
using the /account=<domain\accountName> format.

Example:

C:\Program Files\Veeam\Backup365\Veeam.Archiver.Shell.exe /host=192.168.0.12
/port=9895 /account=tech.local\Administrator
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User Interface

Continue with this section to learn more about the Veeam Backup for Microsoft Office 365 user interface.

Main Menu

The main menu comprises the following:

Upgrade. Allows you to upgrade Veeam Backup for Microsoft Office 365.
For more information, see Checking for Updates.
Managing cloud credentials. Allows you to manage cloud passwords.

For more information, see Managing Cloud Credentials.
Managing passwords. Allows you to manage encryption passwords.
For more information, see Managing Encryption Passwords.
General Options. Allows you to configure general application options.
For more information, see General Settings.
Console.

o PowerShell. Opens the PowerShell toolkit.

o Swagger. Opens Swagger Website. Unavailable until you enable the REST service. For more
information, see Configuring RESTful API Settings.

Color Theme. Contains four different color schemes that you can select for your application console.
License. Shows license information.
For more information, see Installing License.
Help and Support.
o Online help. Opens the online web help page.
o Support Information. Launches the support information collection wizard.

For more information, see Log Files Export.
o About. Shows product information.

Exit. Closes the program.
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Main Application Window

The main application window can be divided into five categories:
1. The ribbon, which contains general commands organized into logical groups represented as tabs:
= The Home tab provides quick access to common application operations.
*= The View tab allows you to switch between the compact and full view modes.
» The Jobs tab contains commands specific for backup jobs.
*  The Backup Proxy tab contains commands specific for backup proxies and backup repositories.
2. Theinventory pane, which shows you a list of organizations added to the scope.
3. The preview pane, which shows you a list of backup jobs configured for the selected organization.

4. The views switch, which allows you to switch among the infrastructure views such as Organizations,
Backup Infrastructure and History.

5. The action view, which allows you to view details about backup jobs results.
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TIP:

To open online help, press F1in any Veeam Backup for Microsoft Office 365 wizard or window.
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Current Session

Each time you open the Veeam Backup for Microsoft Office 365 console, a new connection is established to the
specified backup server. After 30 minutes of idleness, such a connection is timed out prompting you whether to
continue using the product, thereby reestablishing a connection, or exit the console.

Consider the following:

= When closing the Veeam Backup for Microsoft Office 365 console, all running backup sessions will
continue to be executed in the background.

= Restore sessions (if any) will not be affected.
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Configuration

Before you start using Veeam Backup for Microsoft Office 365 for data protection and disaster recovery, make
sure to configure your backup infrastructure.
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General Settings

You can configure general settings for Veeam Backup for Microsoft Office 365. General settings are applied to
all backup jobs and backup infrastructure components.
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Folder Exclusions

You can configure folder exclusions if you do not want certain folders to be backed up by a backup job or
removed by a retention policy.

To configure exclusions, do the following:
1. In the main menu, click General Options.
2. Open the Folders tab.

3. In the Specify mailbox folders to exclude from backup section, select folders that you want to exclude
from a backup.

4. Click OK.
NOTE:

When you select Deleted Items, both deleted and permanently deleted items will be excluded.

To prevent mailbox folders to be removed by a retention policy, do the following:
1. In the main menu, click General Options.

2. Open the Folders tab.

3. In the Specify mailbox folders to exclude from retention policy section, select folders that you want to
preserve during a retention session.

4. Click OK.
QOPTIOMNS
Authentication Updates Internet Proxy
Faolders History REZT API Motifications

Specify mailbox folders to exclude from backup:
I:‘ Drafts

I:‘ Deleted tems

Junk E-Mail

I:‘ Chuthbox

ync lssues

In-Place Haold Items

Litigation Hald lterns

Specify mailbox folders to exclude from retention policy:
Comtacts

Calendar

0k || Cancel || Apply
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Session History

Veeam Backup for Microsoft Office 365 saves its backup and restore sessions to the configuration database. You
can review such sessions, as described in Backup and Restore Statistics.

To configure a period during which to keep backup and restore sessions log data, do the following:
1. In the main menu, click General Options.

2. Open the History tab.

3. Specify for how long the history of your backup and restore sessions should be kept. You can select
Keep all sessions or specify a custom value in the Keep only last field.

OPTIOMS

Authentication Updates Internet Prowy
Folders Histary REST &PI Motifications
Specify session history retention settings:

| Keep all sessions

@) keep only last | 53 | wweeks

0K || Cancel || Apply
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RESTful API Settings

You can use the RESTful APl to communicate with Veeam Backup for Microsoft Office 365.

To configure Veeam Backup for Microsoft Office 365 RESTful API settings, do the following:
1. In the main menu, click General Options.

Open the REST API tab.

Select the Enable REST Service check box.

oW

In the Authentication token lifetime (in minutes) field, specify the lifetime value for an authentication
token.

RESTful APl authorization is based on the OAuth 2.0 Authorization Framework.
In the HTTPS port field, specify a port number via which you can access the RESTful service.

6. Click Install to specify an SSL certificate.

You can generate a new certificate or select an existing one using the Select Certificate wizard, as
described in SSL Certificate.

QOPTIOMNS

Authentication Updates Internet Prosy
Folders Histary REST API Matifications

Specify the port configuration and 351 certificate to be used by
Weearn Backup for Microsoft Office 363 RESTful &F1 Service,
Enahle REST service

Auythentication token lifetime (in minutes): 6l :
-

HTTP: port: 4443

Installed certificate

lssued to: | CH=eearm Software, O=\Veeam Software, OL|=|

Issued by | CH=\eearn Software, O=\Veearn Software, OLI:I

Friendly narme: | Weearn Softweare |

Expiration date: | 12/12/2028 5:06 AM |

Install...

Ok, || Cancel || Bpply
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Notification Settings

Continue with this section to learn how to configure Veeam Backup for Microsoft Office 365 to send email
notifications about backup job completion results.

Consider the following:
= Notifications about backup job completion results are sent by a backup proxy server.
Such a server is selected in the Specify Backup Proxy and Repository step of the new backup job wizard.

= By default, system notifications are sent every time a backup job completes its sessions with any of the
following states: Success, Warning and Failure. To turn off unwanted notifications, deselect check boxes
that correspond to the events you do not want to be notified about.

= |If a backup job is configured to perform retry attempts, you can select the Suppress notifications until
last retry check box to send email notifications only after the last attempt.

To configure email notifications, do the following:
1. In the main menu, click General Options.
Go to the Natifications tab.
Select the Enable e-mail notifications check box.

Specify the address of a server you want to use as an SMTP server.

vos W

To provide advanced settings, click Advanced and specify the following:

= A port number of an SMTP server you want to use.

By default, Veeam Backup for Microsoft Office 365 establishes a connection to
smtp.office365.com via port 587. For more information, see this Microsoft article.

= Select the Connect Using SSL check box to establish a secure connection.

= Select the The SMTP server requires authentication check box and provide authentication
credentials.

6. Inthe From field, specify the email address to be shown as a sender.

7. Inthe To field, specify the email address for a notification recipient.

To specify multiple email addresses, use semicolon.

8. By default, a notification subject will be as follows: [%JobResult %] %OrgName% - %JobName%
(%0bjectCount% objects), %lssues% issues:

% JobResult%. A backup job result (Success, Warning, Failed).

»  %OrgName%. An Office 365 organization for which the job was configured.
* % JobName%. The backup job name.

»  %ObjectCount%. The number of processed items.

*  %lssues%. The number of items with Failedor Warning states.

= 9%Time%. Date and time of backup job completion.

9. Inthe Attachment drop-down list, select whether to include a detailed report as an attachment to the
email.
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Mind that such a report is only sent if contains more than 1000 users.

10. Click Test Message to send a test message.

DPTION:

Authentication Updates Internet Procey
Folders Histary REST &P Matifications

Enable e-rmail notifications
SMTP server
| sitpooffice365.com | |.ﬂ.dvanced... |

From:

| Administrator@tech.org |

To

| Recipient@tech.org |

Subject:

[#elobResult®s] 30rgMame®s - alobMame?s (%ObjectCount";‘i
Aftachrnent:
| Include detailed report as an attachment » |

Maotify on success

Motify on warnhing

Matify on failure

Suppress notifications until the last retry

Ok || Cancel || Bpply
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Authentication Settings

Tenant authentication is required to view and recover backups that are located on the service provider side.

To enable tenant authentication, do the following:

1. In the main menu, click General Options.
2. Open the Authentication tab.
3. Select the Enable authentication with organization credentials check box.
4. Click Install to specify an SSL certificate.
You can generate a new certificate or select an existing one using the Select Certificate wizard, as
described in SSL Certificate.
TIP:

You can use the same certificate for both Veeam Backup for Office 365 and Veeam Backup & Replication
applications.

QPTIC

Falders History REST &R Muotifications
Authentication Updates Internet Proxy

Specify settings to allow tenants to connect to Weearm Backup for
Office 360 to explore and recowver their backup data,

Enable tenants authentication with organization credentials

Installed certificate

lssued to: | CH=eearm Software, O=\Veeam Software, OL|=|

Issued by | CH=\eearn Software, O=\Veearn Software, OLI:I

Friendly narme: | Weearn Software certificate |

Expiration date: | 12/12/2028 5:12 AM |

Install...

Ok || Cancel || Bpply
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Update Notification Settings

You can configure notifications about new versions of Veeam Backup for Microsoft Office 365.
To configure notifications, do the following:
1. In the main menu, click General Options.
2. Open the Updates tab.
3. Select the following check boxes:
=  Automatically check and notify me on available updates.
To be notified via a dialog message that appears in the user interface.
= Send e-mail notification on available updates.

To be notified via an email message. The recipient address will be taken from the SMTP
configuration settings. For more information, see Configuring Notification Settings.

TIP:

To manually check for a new version, see Checking for Updates.

QFTIONS

Falders Histary REET &P Matifications
Authertication Updates Internet Proxy

Autornatically check and notify me on available updates
Send e-rmail notification on available updates

Ok || Cancel || Bpply
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Global Internet Proxy Server Settings

If a server on which Veeam Backup for Microsoft Office 365 is deployed does not have a direct access to the
internet, you can assign an internet proxy server to be used as a gateway.

To set an internet proxy server, do the following:

1. In the main menu, click General Options.

2. Go to the Internet Proxy tab.

3. Select the Use the following internet proxy settings option.
4.

In the Host field, specify a server that has access to the internet and which you want to use as your
internet proxy.

You can provide a DNS or IP address of a server.
In the Port field, provide a port number via which to connect to the specified server.

6. Select the Use authentication check box to provide authentication credentials to access the internet
proxy server.

7. Click OK to save the settings.
TIP:

In addition to configuring an internet proxy server for the Veeam Backup for Microsoft Office 365 server, you

can configure such a server for each of your backup proxies, as described in Configuring Internet Proxy Server
for Backup Proxies.

QFTIONS

Falders History REST &R Muotifications
Authentication Updates Internet Proxy

| Dot use internet prosy

® Uze the following internet proxy settings:

Huost: | garnima.tech.local |

Use authentication:

Usernarme: | garnrmatadministrator |

paSSWDI’d: LI LTI Y]] )] |

0k || Cancel || Bpply
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SSL Certificates

An SSL certificate is required in the following cases:

*= To configure RESTful API settings.

For more information, see RESTful API Settings.

* To enable user authentication with organization credentials for tenants.
For more information, see Authentication Settings.

= To add Microsoft Office 365 organizations.
For more information, see Microsoft Office 365 Organizations.

= To add backup applications to the backup configuration.
For more information, see Backup Applications.

To install a new certificate, proceed with any of the following options:
= Generate new self-signed certificate
= Select certificate from the Certificate Store of this server

= Import certificate from the PFX file

SELECT CERTIFICATE

Select certificate type

Choose certificate to be used for encrppted S50 connection:
@) Generate new self-signed certificate
() Select certificate fram the Certificate Store of this server

) Import certificate from PFX file

Back | Mext | | Cancel

Generating New Certificate

To generate a new certificate, provide a certificate name and click Finish.
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SELECT CERTIFICATE

Generate certificate

Friendly narme:
Weearn Software certificate

The certificate created by this feature will not originate from a trusted certification authority (CA),
Users will be notified about this factwhen establishing the initial connection to your service,

| Back || Finish | | Cancel

Selecting Certificate

To select an existing certificate from the certificate store, choose a certificate that you want to use and click
Finish.

SELECT CERTIFICATE

Pick certificate

Search: | [Type in an object name to search for]
ISSUED TO EXPIRATION DATE FRIEMDLY MAME
Zyrepsilontech.local 5/14/2028 B:17:25 Ak Weearn Backup Server Certi
EyWeeam Backup Server Certificate 541642010 83m38 Ak Weearn Backup Server Certi
S -EPSILON 104872028 10:12:11 AR WRSWC

£ >
| Back | | Finish | | Cancel

Importing Certificate

To import a certificate, click Browse and select a .pfxfile to use.
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Import certificate

Certificate:

| Ci\Certificate.phe

| | Browese.., |

Password:

Pazsward is required anly if this certificate was exported with the passaord protection enabled,

Back || Finish | | Cancel
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Backup Infrastructure

The backup infrastructure of Veeam Backup for Microsoft Office 365 consists of the following:

» Backup proxy servers

Backup proxy servers are auxiliary machines that you can configure to effectively manage network
traffic.

= Backup repositories

Backup repositories are storage systems that you can add to the Veeam Backup for Microsoft Office 365
backup infrastructure to keep your backup data.

= Object storage repositories

Object storage repositories are cloud-based and on-premises storage systems that you can employ to
keep you backup data.
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Backup Proxy Servers

A backup proxy server is an auxiliary physical or virtual machine that you can employ to leverage network traffic
when backing up or restoring data.

Consider the following:

= Adefault backup proxy server is a machine with Veeam Backup for Microsoft Office 365.

It is recommended that after you install Veeam Backup for Microsoft Office 365, you configure an
additional set of backup proxy servers to manage your data in a more efficient manner.

= A backup proxy server can be a physical or virtual machine.

= A server with Veeam Backup for Microsoft Office 365 and backup proxy servers must be deployed within
the same or a trusted domain.

= Each backup proxy server can process one or several organizations.
= An organization can be processed by one or several backup proxies.

= A backup proxy server is responsible for sending email notifications about backup job completion
results.

To send email notifications, backup proxy servers use an SMTP server that is configured, as described in
Configuring Notification Settings.

IMPORTANT!

Backup proxy servers and the machine hosting Veeam Backup for Microsoft Office 365 must be deployed
within the same or a trusted domain.

Adding Backup Proxy Servers

To add a new backup proxy server to the Veeam Backup for Microsoft Office 365 backup infrastructure, do the
following:

1. Launch the New Backup Proxy wizard.
2. Specify a backup proxy server address.

3. Specify credentials.

Step 1. Launch New Backup Proxy Wizard

To launch the New Backup Proxy wizard, do the following:
1. Open the Backup Infrastructure view.
2. Intheinventory pane, select the Backup Proxies node.

3. On the Backup Proxy tab, click Add Proxy.
Alternatively, in the inventory pane, right-click the Backup Proxies node and select Add backup proxy.
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Step 2. Specify Backup Proxy Server Address

At this step of the wizard, specify a computer that you want to use as a backup proxy server, its port number
and optional description.

1.

2.
3.

In the Host field, enter a DNS name or IP address of the computer that you want to use as a backup
proxy server.

If the specified computer does not have a direct access to the internet, you can configure an internet
proxy server for such a computer.

Make sure that the default admin share ADMIN$ (C:|Windows) is enabled on the specified computer.
In the Port field, enter a port number to access the specified computer.

In the Description field, enter a description (optional).
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Specify DMNS name or IP address of the proxy server

Host: Paort:
| storaged tech.local | |9193 : |
Description:

Rermote Storage

Back It | | Cancel

Step 3. Specify Credentials

At this step of the wizard, enter user credentials to connect to the specified computer.

The account must be a member of the Local Administrator group.

Once a new proxy is added, you will be prompted to create a new backup repository on this proxy. You can
dismiss this step and create a backup repository later, as described in Adding Backup Repository.

Specify credentials to connect to the proxy server

Specify user account to connect to Windows sercer:
| Use current account (EPSILOMN\ADministratar)

(@) Use the follawing accaunt:

Usernarme: | storagedhadministrator |

Passward:

| Back || Text | | Cancel

Editing Backup Proxy Server Settings

Veeam Backup for Microsoft Office 365 allows you to edit settings of your backup proxy servers.

To edit backup proxy server settings, do the following:

1. Open the Backup Infrastructure view.
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2. Intheinventory pane, select the Backup Proxies node.
3. Inthe preview pane, select a backup proxy server.

4. On the Backup Proxy tab, click Edit Proxy on the ribbon.

Alternatively, in the preview pane, right-click a backup proxy server and select Edit.

5. Modify settings as required.

Consider the following:

Editing a host server name is prohibited once it is set.

Upgrading Backup Proxy Servers.

VEEAM BACKUP FOR MICROSOFT OFFICE 365

The Edit command is unavailable if a backup proxy server needs to be upgraded, as described in

HOME BACKUP PROXY
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Rescanning Backup Proxy Servers

Rescan is required if some of your backup proxy servers are unavailable.
To rescan a backup proxy server, do the following:

1. Open the Backup Infrastructure view.
In the inventory pane, select the Backup Proxies node.

In the preview pane, select a backup proxy server.

oW

On the Backup Proxy tab, click Rescan on the ribbon.

Manage Proxy
BACKUP INFRASTRUCTURE MNAME 1 PQ.. VERSION DESCRIPTION
.Ba e E‘ EPSILON 9193 4.0.0.1192 Default backup proxy
~ ck"" R'C""S_ i k] storage1 tech.local 9193 200.1192 Created by TECH\Administrator at 12:57 AM
= Backup Repositories .
% Object Storage Repositories _ Ei=
E@ Rescan
AN Upgrade...
x Rermove
| Properties...

SUPPORT: 126 DAYS REMAINING

Alternatively, in the preview pane, right-click a backup proxy server and select Rescan.
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To rescan each backup proxy server in your environment, right-click the root Backup Proxies node and
select Rescan.

VEEAM BACKUP FOR MICROSOFT OFFICE 365
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Upgrading Backup Proxy Servers

To communicate with backup proxy servers, Veeam Backup for Microsoft Office 365 uses the proprietary service
— Veeam Backup Proxy for Microsoft Office 365 Service that is installed on the target proxy machine. If this
service becomes outdated, make sure to upgrade it manually.
To upgrade backup proxy servers, do the following:

1. Launch the New Proxy Upgrade wizard.

2. Select a backup proxy server to upgrade.

3. Specify credentials.

Step 1. Launch New Proxy Upgrade Wizard

To launch the new Proxy Upgrade wizard, do the following:
1. Open the Backup Infrastructure view.
In the inventory pane, select the Backup Proxies node.

In the preview pane, select a backup proxy server.

oW

On the Backup Proxy tab, click Upgrade.

Alternatively, in the preview pane, right-click a backup proxy server and select Upgrade.
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To upgrade all backup proxy servers at the same time, select the Backup Proxies node and click
Upgrade.

&
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Step 2. Select Backup Proxy Server to Upgrade

At this step of the wizard, select a backup proxy server to upgrade. You can select multiple proxies at the same
time.

The default backup proxy server will be upgraded automatically.

Select proxy servers to upgrade

SERWER 1

EPSILON
storageltech.local
storagedtech.local

Back It | | Cancel
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Step 3. Specify Credentials

At this step of the wizard, enter user credentials to connect to the backup proxy server.

The account must be a member of the Local Administrator group.

PROY UPGRADE

Specify credentials to connect to proxy servers

' Use current account (EPSILOMNYSdministrator)

®) Uze the following account:

Usernarme: | epsilomyAdministrator |

Pazzrwvord: | sesssssses |

| Back || Finish | | Cancel

Removing Backup Proxy Servers

You can remove a backup proxy server from the Veeam Backup for Microsoft Office 365 backup infrastructure if
you no longer need it.

Consider the following:
= A default backup proxy server cannot be removed.
= The Veeam Backup Proxy for Microsoft Office 365 service will be uninstalled from the target server.
= Backup data and log files will be preserved.
To remove a backup proxy server from the backup infrastructure, do the following:
1. Open the Backup Infrastructure view.
In the inventory pane, select the Backup Proxies node.

In the preview pane, select a backup proxy server.

oW

On the Backup Proxy tab, click Remave Proxy on the ribbon.

Alternatively, in the preview pane, right-click a backup proxy server and select Remove.
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Modifying Backup Proxy Server Properties

This section explains how to configure backup proxy server properties.
To configure backup proxy server properties, do the following:

1. Open the Backup Infrastructure view.

2. Intheinventory pane, select the Backup Proxies node.

3. Inthe preview pane, right-click a backup proxy server, select Properties and proceed to:

Configuring Threads and Network Bandwidth

Configuring Internet Proxy Server for Backup Proxies
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NOTE:

The Properties command is unavailable if a backup proxy server needs to be upgraded, as described in
Upgrading Backup Proxy Servers.
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Configuring Threads and Network Bandwidth

Continue with this section to learn how to configure threads and how to limit download speed.
To set the number of threads and limit download speed, do the following:

1. On the General tab:

* Inthe Set the number of threads to field, specify the allowed number of threads.

A thread defines the total number of proxy server threads that are responsible for handling
data transfer to/from backup repositories. By default, 64 threads are used. Depending on your
environment configuration and capacities (lLow CPU or RAM deficiency), running too many
threads may significantly reduce the efficiency due to possible throttling errors or connection
failures. As every production environment operates under different equipment capacity,
Veeam Backup for Microsoft Office 365 allows you to explicitly define the number of threads
that your infrastructure is potentially able to handle without losing performance.

= Select the Throttle network traffic to check box and specify the average download speed.

For example, if you have set this value to 10 Mbps and have downloaded 100 Mb in 8 seconds,
Veeam Backup for Microsoft Office 365 will stop retrieving new data for approximately 2

minutes after which download will be resumed automatically. The exact time for which Veeam
Backup for Microsoft Office 365 stops getting data is calculated by predefined algorithms and

depends upon the value that you specify as traffic throttling, the amount of downloaded data
and the amount of time it took to get this data.
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2. Click OK to save the settings.

BACKUP PROXY PROPERTIES

General  Internet Proxy
Set the number of threads to: | 84 :
Throttle network traffic to: | 1 o || Mbps  w
| oK | | Cancel | | Apply |

Configuring Internet Proxy Server for Backup Proxies

Veeam Backup for Microsoft Office 365 lets you assign an internet proxy server to backup proxies that do not
have direct access to the internet.

To set up an internet proxy server for a backup proxy, do the following:
1. Go to the Internet Proxy tab.
2. Select an option to use:

* Do not use internet proxy. Select this option if your backup proxy server has direct access to
the internet and you do not want to use any other internet proxy servers.

= Use internet proxy settings from the management server. Select this option to use an internet
proxy that is configured for your management server.

For more information, see Configuring Global Internet Proxy Server Settings.

= Use the following internet proxy settings. Select this option to set up a dedicated internet
proxy server and provide the following:

o Inthe Host field, enter a DNS name or IP address of a server that has access to the
internet and which you want to use as an internet proxy.

o Inthe Port files, specify a port number via which to connect to the specified server.

o Select the Use authentication check box to authenticate yourself on a server and
provide authentication credentials.

3. Click OK to save the settings.
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NOTE:

A default backup proxy server always uses the settings of the management server.

Gemeral  Internet Prosgy

| Do not use inkernet proxy
| Use internet proxy settings from the management server

® Use the following internet prowy settings:

Hast: | delta tech.local |

Use authentication:

Usernarme: | Administrator |

Passnard: | sessessssene |

014 || Cancel || Bpply
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Backup Repositories

A backup repository is a storage system where you can keep backups created by your backup jobs.

You can add the following types of backup repositories to the Veeam Backup for Microsoft Office 365
infrastructure:

» A local directory on a backup proxy server.

A default backup repository is the C:|VeeamRepository directory on a computer with Veeam Backup for
Microsoft Office 365.

= Direct Attached Storage (DAS) connected to the backup proxy server.

= Storage Area Network (SAN).

A backup server must be connected to the SAN fabric via hardware, virtual HBA or software iSCSI
initiator.

= Network Attached Storage (SMB 3.0 shares).

Experimental support.

Consider the following:
= Backup repositories with enabled volume deduplication are not supported.
= Storage volumes that host backup repositories must be formatted with NTFS or ReFS.

= Backups in backup repositories must not be encrypted by 3rd party encryption software as it leads to
unpredictable system behavior and inevitable data loss.

Backup Repository Structure

In a backup repository, all backed-up items are stored in a way that each item belongs to a separate folder
named after the year when the item has been backed up.

Each folder contains repository.adb — a backup file with the Office 365 organization data — along with a
number of auxiliary files required to retain checkpoint information and repository configuration settings. To
determine the period during which backup data must be stored in a backup repository, Veeam Backup for
Microsoft Office 365 applies retention policy settings specified while adding the repository.

NOTE:

If a backup repository is extended with object storage, only cache will be saved to such an extended backup
repository.

Consider the following example. A Microsoft organization owns a mailbox that contains 3 email items; each item
has been modified on a different date (10:00 AM on 9/1/2016, 10:20 AM on 11/11/2017 and 3:20 PM on
12/21/2018). To protect these items, you configure a backup job that will store backed-up files in a specific
backup repository. When running backup job sessions, Veeam Backup for Microsoft Office 365 will add items to
the backup repository in the following way:

1. During the initial backup job session, Veeam Backup for Microsoft Office 365 will collect all data from
the Microsoft organization and save the data to folders in the backup repository.
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As each email item has been modified on a different date, Veeam Backup for Microsoft Office 365 will
create 3 different folders in the backup repository: 2016, 2017 and 2018. Each folder will contain its
own backup file repository.ado.

2. During subsequent backup job sessions, Veeam Backup for Microsoft Office 365 will back up only those
email items that have changed since the last backup job session.

This means that if the organization receives a new email item at 7:28 PM on 12/21/2018, and no other
items change since the initial backup job session, Veeam Backup for Microsoft Office 365 will back up
only the new item — and save the data to the repository.adp file in the 2018 repository folder.

NOTE:

Although the example describes only Microsoft Exchange items, the same approach applies to Microsoft
SharePoint and Microsoft OneDrive for Business items.

Microsoft Organization

- Backup Repository

Initial Backup Job
2016

\ * Repository.adb

W
? 10:00 AM Septemibrer 1 2016

\
'\: 2017
:

10:00 AM 10:20 AM 15:20 PM
September 1 2016 November 11 2017 December 21 2015

% Repository.ado

é 10:20 AM November 11 2017
2018

v % Repository.ado

15:20 AM December 21 2018

Microsoft Organization

19:28 AM December 22 2018

@ L@ @ Suhseq%Backup

10:00 Ah 10:20 Al 15:20 Pha —
September 1 2076, Movember 11 2097 December 21 2018 -
_,.f-"ff
@ T

19:28 PM
December 21 2018
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Retention Policy

A retention policy defines how long and under which retention type your data should be stored in a repository.
Veeam Backup for Microsoft Office 365 provides the following types of retention:

e Item-Level Retention

Select this type if you want to keep an item until its creation time or last modification time is within the
retention coverage.

e Snapshot-Based Retention

Select this type if you want to keep an item until its latest restore point is within the retention coverage.

ltem-Level Retention Type

Data removal from backup repositories with the /tem-Level Retentiontype occurs every time the creation time
or last modification time of an item in a backup file goes beyond the retention coverage.

The following is an example that demonstrates three backup files; each file contains Microsoft Office 365 items
per year where each item has its own last modification time.

For example, your retention policy is said to be applied at 10:20 AM on September 1, 2018. In such a scenario,
Veeam Backup for Microsoft Office 365 will remove the /tem 7from the Backup 7repository because the Item 1
exceeds the retention period (2 years in our example) by 20 minutes.

The next item to be removed is the /term 2 because its last modifications were made at 10:20 AM on November
11, 2016. That said, when a retention policy is being applied, for example, at 10:30 AM on November 11, 2018,
Veeam Backup for Microsoft Office 365 removes the Item 2 because its age equals 2 years and 10 minutes which
exceeds the specified threshold.

The same is repeated until no items left in a repository, whereupon Veeam Backup for Microsoft Office 365
completely removes such a repository from the hard drive.

Backup 1 Backup 2 Backup 3

m 10:00 AN September 1 m 09:58 AM  September 12 m 14:07 AM  September 21
m 10:20 AM  Nowember 11 m 08:26 AM  November 15 m 10:22 AM  November 14
m 15:00 PM  December 21 m 15:34 PM December 21 m 15:46 PM  December 21

2016

2017

2018

Retention policy is 2 years

Snapshot-Based Retention Type

Data removal from backup repositories with the Snapshot-Based Retention type occurs every time the latest
restore point of an item in a backup file goes beyond the retention coverage.

Mind that each item in a backup file might have its own different version, which is also considered by the
retention policy.

A different version means that the user could have changed any attribute in the production environment; for
instance, he could have assigned a new category to an email in the mailbox. Such an action leads to a new
version of an item to be created during the subsequent backup job session.
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The following example represents two backup files consisting of three items each, where each item has its own
backup date. Consider the /tem 7of Backup 7storage to be an email message, the attributes of which have been
modified three times in the production environment; each modification was made on different days (Mon, Tue,
and Wed) and each modification was successfully backed up.

That said, there are three different versions of the same item in a backup repository.

According to the example, if the retention policy is 1 year and said to be applied at 10:00 AM on September 12,
2018, then all the item versions that exceed the specified retention threshold will be removed from the backup
repository. As per example, these versions would be the Version 7and Version 2. The next version to be
removed is the Version 3, the removal of which is about to occur right after 11:03:01 AM September 12, 2018.

Such an approach repeats itself until no other items (or versions of items) left in a repository, whereupon Veeam
Backup for Microsoft Office 365 completely removes such a repository from the hard drive.

Retention policy is 1 year

Backup 1 Backup 2
11:03 AM  September 12 14:07 AM  September 21

08:26 AM  MNovember 15 10:22 AM November 14

15:34 PM December 21 15:46 PM  December 21

2037 2018
Wersion 1 Version 2 WVersion 3
. T =
08:53 AM 09:20 AM 11:03 AM
Maon Tue Wed

Removing Unresolved Data

If a backup job fails to resolve organization mailboxes, SharePoint or OneDrive items, Veeam Backup for
Microsoft Office 365 preserves the latest backup state until the next successful backup of such a mailbox,
SharePoint or OneDrive item is created.

The following is an example that demonstrates a backup of the mailbox A which is followed by 6 consecutive
unsuccessful attempts (Bthough G) of backing up that same mailbox during subsequent backup job sessions. In
such a scenario, the mailbox A will not be removed until this mailbox is successfully backed up during the

attempt H.

Once H is created A is removed

Retention period

L]

/

/ |
| |
I I I I I I S e
A B c D E F G H

Backup job progress
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Removing Restore Points

Each version of an item can have its own restore points. The restore points of items are removed as soon as they
are out of the retention coverage. Once the latest available restore point is removed, the parent item of such a

restore point will be removed as well.

Consider the following example with four items (4 through ) and two restore points (47and A2) both of which
belong to the item A. The A7restore point has already been removed since it was out of the retention scope,
whereas the A2restore point will only be removed after it goes out of the retention coverage (Example 7).

Once the latest restore point is out of the retention scope and, therefore, can safely be removed, the item A —
the parent item of the latest restore point 42 — will be removed as well (Example 2).

Retention period Retention pericd
A Al A2 B C D A A1 A2 B [ D
Backup job progress Backup job progress
Example 1 Example 2

Backup Job Idleness

If a backup job has created a successful backup and then went idle for an indefinite period of time (for example,
it might have become disabled), then all the data created by such a job will be removed once it is out of the
retention coverage.

The following is an example in which the mailbox A has been removed because it was already out of the
retention scope (Example 1), and the next mailbox to be removed is the mailbox B, the removal of which will
happen once it goes beyond the retention coverage (Example 2).

The same is applicable to Microsoft SharePoint and OneDrive for Business.

Retention pericd Retention period
T = B dlebackup job = I = ldle backup job
A B C A B C
Backup job progress Backup job progress
Example 1 Example 2

Direct Attached Storage (DAS)

In Veeam Backup for Microsoft Office 365, you can use the following Microsoft Windows and Linux-based
storage types as backup repositories:

= A Windows-based server with local or directly attached storage.

Such storage can be a local disk, directly attached disk-based storage (such as a USB hard drive), or
iSCSI/FC SAN LUN in case the server is connected into the SAN fabric.
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» Linux-based storage connected to the Veeam Backup for Microsoft Office 365 server.

Such storage can be a local disk, directly attached disk-based storage (such as a USB hard drive), NFS
share, or iSCSI/FC SAN LUN in case the server is connected into the SAN fabric. The storage must then
be provisioned to the Windows-based server VM as a volume in the guest OS.

Network Attached Storage (SMB Shares)

Veeam Backup for Microsoft Office 365 lets you use network attached storage (NAS) as backup repositories.
Such NAS storage can be a shared folder on your computer, or any other physical device that can be accessed via
the Server Message Block (SMB) protocol.

Consider the following:
= Network share browsing is not supported; make sure to prove the path to the shared folder manually.
= A shared folder must be on a computer or device located within the same or a trusted domain.
= To use SMB 3.0, make sure you are using Microsoft Windows 8 or Microsoft Windows 2012 and higher.
To access and use a shared folder, do the following:
= Configure NTFS permissions.
= Configure share permissions.
For more information, see this Microsoft article.
After you share a folder, you can access it via the SMB 3.0 protocol to read/write data to/from this folder.

To add a shared folder as a backup repository, in the Specify Backup Proxy Server step, in the Path field, specify
the path to the shared folder using the following syntax: \\ <FQDN._name> or
<[p_address>|<shared folder name>.

MEWY BACKUP REPCSITORY

Specify location for backup repository

Backup prosy:
| E7] EPSILOM (Default backup prosy) v |

Path:
|\\gamma.tech.local\share || Browsse... |

% 1069 GB free of 1267 GB

Back || It | | Cancel
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Adding Backup Repositories

To add a new backup repository, do the following:
1. Launch the New Backup Repository wizard.
Specify a backup repository name.

Specify a backup proxy server.

oW

Specify an object storage repository.

5. Specify retention policy settings.

Step 1. Launch New Backup Repository Wizard

To launch the New Backup Repository wizard, do the following:
1. Open the Backup Infrastructure view.
2. Intheinventory pane, select the Backup Repositories node.
3. On the Backup Repository tab, click Add Repository.

Alternatively, in the inventory pane, right-click the Backup Repaositories node and select Add backup
repository.
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Step 2. Specify Backup Repository Name

At this step of the wizard, enter a name for the backup repository and provide optional description:
1. In the Name field, enter a new name for the backup repository.

2. Inthe Description field, enter a description (optional).

MEW BACKUP REPOSITORY

Specify details for backup repository

Marne:

| Rermote Backup Repository

Description:

Created by EPSILOMNAADministrator at 53 A0

Back | Mext | | Cancel

Step 3. Specify Backup Proxy Server

At this step of the wizard, select a backup proxy server and specify a directory where you want to store backups.
To specify a backup proxy server and directory for storing backups, do the following:

1. In the Backup proxy drop-down list, select a backup proxy server. For more information, see Backup
Proxy Servers.

2. Inthe Path field, specify a directory to store your backup data. Click Browse to choose a directory.

When planning to extend a backup repository with object storage, this directory will only be keeping
cache consisting of required metadata, as described in Cache. The actual data will be compressed and
backed up directly to object storage that you specify in the next step.

When specifying a directory that already contains cache, in the next step, make sure to select the same
exact object storage repository for which this cache was created.

3. Click Get free space if you want to know the available space on the selected backup proxy server.
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NOTE:

Speci

Backup prose:

To use a shared folder, provide the path manually. For more information about shared folders, see Network
Attached Storage (SMB Shares).

MEW BACKUP REPOSITORY

fy location for backup repository

|E st

oragel.tech local (Created by EPSILOMNYAdministrator at £:58 AM) v |

Path:

| B

0_Backups || Browse.., |

% Get

free space

| Back || Mext | | Cancel |

Step 4. Specify Object Storage Repository

At this step of the wizard, you can optionally extend a backup repository with object storage to back up data

directly

to the cloud. For more information about object storage, see Object Storage Repositories.

If you do not want to use object storage as your backup repository, skip this step and click Next.

Conside

r the following:

You cannot extend a backup repository with object storage which is already an extension to another
backup repository.

Extending an existing backup repository is not possible.

If object storage that you select contains offloaded backup data, you will be offered to synchronize
required metadata (cache) of such offloaded backups with the backup repository that is being added.

If you skip synchronization, the backup repository will be added with the Out of Syncstate. To use such
a repository, make sure to synchronize it manually, as described in Synchronizing Repositories.

If object storage that you select contains encrypted data, make sure to provide the same exact password
with which this data was encrypted. Otherwise, the addition of object storage will not be possible.

Removing object storage from the backup repository configuration is not possible after the backup
repository was extended with object storage.

To extend a backup repository with object storage, do the following:

1.
2.

Select the Offload backup data to object storage check box.

In the drop-down list, select an object storage repository to which you want to offload your data.

Make sure that an object storage repository has been added to your environment in advance. Otherwise,
click Add and follow the steps of the wizard, as described in Adding Object Storage Repositories.
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3. To offload data encrypted, select Encrypt data uploaded to object storage and provide a password.

If you have not created a password beforehand, click Add or use the Manage passwords link to specify a
new password.

A password can be changed in the Password Manager at any time. A password change does not impose
any restrictions on accessing existing backup data in object storage.

IMPORTANT!

Make sure to remember your password because, if lost, it cannot be restored.

WCKUP REPCQSITORY

Object storage backup repository

Specify if you want to extend ywour backup repository to object storage:
Offload backup data to object storage:

| #l Amazon W | | Add... |

Encrypt data uploaded to object storage:

Password:
| A\ Created by TECH/Administratar at 107172019 7:00 &M, (last edited: || Add.. |

Manage passawards

| Back || Mext | | Cancel

Step 5. Specify Retention Policy Settings

At this step of the wizard, specify retention policy settings.
To specify retention settings, do the following:

1. In the Retention policy drop-down list, specify how long your data should be stored in a backup
repository.

2. Choose a retention type:

o Item-level retention.

Select this type if you want to keep an item until its creation time or last modification time is
within the retention coverage.

o Snapshot-based retention.

Select this type if you want to keep an item until its latest restore point is within the retention
coverage.

3. Click Advanced if you want to specify when to apply a retention policy. You can select the following
options:

o Daily at

Select this option if you want a retention policy to be applied on a daily basis and choose the
time and day.

95 | Veeam Backup for Microsoft Office 365 | User Guide



o Monthly at

Select this option if you want a retention policy to be applied on a monthly basis and choose
the time and day, which can be the first, second, third, fourth or even the last one in the
month.

Consider the following:

The retention type of a backup repository cannot be changed once set.

The retention type of a backup repository cannot be modified when extending a repository with object
storage that contains offloaded backup data.

In such a scenario, the retention type will be inherited from that of object storage that you have
selected in the previous step.

A retention policy configured in this step removes outdated restore points located in object storage
repositories.

Specify retention policy settings

Retention policy:

| Tyears v

® ltem-level retention
Individual iters will be deleted from backup once their creation or last modification date exceeds
the data retention period, This is sirmilar to how classic docurments archive works, and is wseful if
you need to ensure that iterns are not stored in backup longer than required,

Snapshot-based retention

Each restore point represents the snapshot (actual state) of each mailbox, library or folder at the
tirme of backup, Iterns will be deleted from backup once the last restore point they are contained
within leaves the retention period, This is sirmilar to how image-level backup works,

Click Advanced to customize houw often the retention policy should be applied

| Back || Finish | | Cancel |

Editing Backup Repository Settings

Veeam Backup for Microsoft Office 365 allows you to edit backup repository settings.

Consider the following:

Editing the Backup proxy and Path values is not possible after the repository was created.

Extending a backup repository with object storage is not possible after the backup repository was added
to the Veeam Backup for Microsoft Office 365 backup infrastructure.

For more information on how to extend a backup repository with object storage, see Specify Object
Storage Repository.

Removing object storage from the backup repository configuration is not possible after the backup
repository was extended with object storage.

The retention type of a backup repository cannot be changed once set.

For more information about retention policies, see Retention Policy.
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* The Edit command is unavailable if a backup repository is out of date.

For more information on how to upgrade a backup repository, see Upgrading Backup Repositories.

To edit backup repository settings, do the following:
1. Open the Backup Infrastructure view.
In the inventory pane, select the Backup Repositories node.

In the preview pane, select a backup repository.

oW

On the Backup Repository tab, click Edit Repository on the ribbon.
Alternatively, in the preview pane, right-click a backup repository and select Edit.

5. Modify settings as required.
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Removing Backup Repositories

Veeam Backup for Microsoft Office 365 allows you to remove backup repositories from the backup
infrastructure if you no longer need them.

Consider the following:

When removing a backup repository, backup files that reside in such a repository will not be removed.

= The last remaining backup repository cannot be removed.

When removing an extended backup repository that was synchronized, as described in Synchronizing
Repositories, the backup data located in associated object storage becomes unavailable.

= The backup repository that is in use by backup jobs cannot be removed
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To remove such a repository, remove (or re-map) all backup jobs that are mapped to this repository and
then remove a repository. For more information on how to remove a backup job, see Removing Backup
Job.

To remove a backup repository, do the following:
1. Open the Backup Infrastructure view.
2. Intheinventory pane, select the Backup Repositories node.
3. Inthe preview pane, select a backup repository.

4. On the Backup Repository tab, click Remove Repository on the ribbon.
Alternatively, in the preview pane, right-click a backup repository and select Remove.
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Upgrading Backup Repositories

When you upgrade Veeam Backup for Microsoft Office 365 to a newer version, all backup repositories
configured in your environment are marked as Out of Date and have to be upgraded manually.

To upgrade backup repositories, do the following:
1. Open the Backup Infrastructure view.
In the inventory pane, select the Backup Repositories > Out of Date node.

In the preview pane, select a backup repository.

oW

On the Backup Repository tab, click Upgrade Repository on the ribbon.
Alternatively, in the preview pane, right-click a backup repository and select Upgrade.

To cancel an upgrade, click Stop Upgrade on the ribbon.
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Synchronizing Repositories

The Synchronize Repaository option allows you to synchronize cache between object storage and extended
backup repositories.

Such synchronization is required when an extended backup repository has the Out of Sync state. This state is
assigned if you skip synchronization during extension of a backup repository with object storage.

Once cache is synchronized, you can do the following:
= Open and restore data from backups located in object storage.

Backups located in object storage become available for browsing and restore, as described in Exploring
Single Organization and Exploring All Organizations.

= (Create new backups and offload these backups to object storage, as described in Data Backup.
To synchronize cache between object storage and extended backup repositories, do the following:

1. Open the Backup Infrastructure view.
In the inventory pane. select the Backup Repositories > Out of Sync node.

In the preview pane, select a backup repository.

oW

On the Backup Repository tab, click Synchronize Repaository on the ribbon.
Alternatively, in the preview pane, right-click a backup repository and select Synchronize.

During synchronization, Veeam Backup for Microsoft Office 365 downloads metadata (cache) from
object storage to the selected backup repository. For more information about cache, see Cache.

To stop synchronization, click Stop Sync on the ribbon.
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Invalid State

In Veeam Backup for Microsoft Office 365, a backup repository can be put into an /nvalid state in any of the
following cases:

Local cache on an extended backup repository is different from that in object storage.

A cache state is verified by comparing timestamps and an identification number of the associated
backup and proxy repositories; these values must be identical to each other.

A repository lock in object storage is missing.

A repository lock is imposed by the backup proxy server and prevents such locked object storage from
being added as an extension to any other backup repository configuration. A lock file is saved to the
Repositorylock directory, as described in Object Storage Repository Structure.

A trusted certificate for S3 Compatible object storage has been changed.
If any of the following is true for extended backup repositories:

o A connection to object storage is missing.

o A container/bucket is missing or has been renamed.

o A repository folder is missing or has been renamed.

If the connection to DAS or NFS is missing.

Such an invalid backup repository becomes available after your DAS or NFS storage is online.

Once a repository is put into an /nvalidstate, restore or backup from/to such a repository is not possible.

Invalid backup repositories can be found in the Backup Infrastructure view under the Backup Repaositories >
Invalid node.
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Object Storage Repositories

Object storage repositories are used to store Microsoft Office 365 and on-premises Microsoft organization
backups using the following cloud and on-premises services:

= S3 Compatible object storage

S3 Compatible storage is any device that conforms to the Amazon S3 protocol.
= Amazon S3 object storage

For more information about Amazon S3 object storage, see this Amazon article.
= Microsoft Azure Blob storage

For more information about Azure blob storage, see this Microsoft article.
= IBM Cloud Object Storage

For more information about IBM cloud object storage, see this IBM article.

To back up data to object storage, you can simply extend a backup repository with any of the storage listed
above, as described in Specify Object Storage Repository, and map a backup job to such an extended repository,
as described in Specify Backup Proxy and Repository.

Object Storage Repository Structure

The following structure is created and maintained by Veeam Backup for Microsoft Office 365 in object storage.
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Directory Description

<bucket_name/container_name> | A bucket or container name.

Buckets and containers must be created in advance using the cloud provider tools.
Veeam Backup for Microsoft Office 365 does not support creating new buckets or
containers.

<bucket_name/container_name> | A set of mandatory folders created by Veeam Backup for Microsoft Office 365.
/Veeam/Backup365/

<repository_folder_name> A repository folder that you create when adding a new object storage repository.

For more information on how to add a new object storage repository, see Adding Object
Storage Repositories.
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<repository_folder_name>/Com | Contains the following directories and blob files:

moninfo
= [Directory] RestorePoints. Contains information about available restore

points for Microsoft Exchange.

= [Directory] WebRestorePoints. Contains information about available restore
points for Microsoft SharePoint and OneDrive for Business.
Both directories keep a blob file that contains a list of available restore
points. Each blob may store up to 100 000 records after which another blob
file is created and so on.

= [Blob file] Organizations. Contains a list of backed-up organizations.

= [Blob file] RepositoryConfig. Contains extended backup repository
configuration such as the retention type and other auxiliary information.

<repository_folder_name>/Critic | Contains identical copies of the following blob files:

alDataBacku
P = [Blob file] Organizations. Contains a list of backed-up organizations.

= [Blob file] RepositoryConfig. Contains extended backup repository
configuration such as the retention type and other auxiliary information.

= [Blob file] BackupKeys. Contains information about the encryption keys that
you might have set during extension of a backup repository with object
storage.

<repository_folder_name>/Encry | Contains a BackupKeys blob file that holds information about the encryption keys that
ption you might have set during extension of a backup repository with object storage.

For more information on how to extend a backup repository with object storage, see
Specify Object Storage Repository.

<repository_folder_name>/Orga | The root folder that contains backed-up Microsoft organizations. Each organization is
nizations kept in its own folder with a unique identification number.

Organizations/<organization_Id> | The <organization_/d> directory contains the following blob files:

= AccountMailbox. Contains information required to load the backup contents
into the Veeam Explorer for Microsoft Exchange scope.

= AccountWeb. Contains information required to load the backup contents into
the Veeam Explorer for Microsoft SharePoint scope.

<organization_ld>/Mailboxes/< | The Mailboxes directory contains backed-up Exchange mailboxes. Each mailbox is saved
mailbox_Id> under a unique identification number to the <mailbox_ld> directory.

The <mailbox Id> directory contains the following directories:

= Folders. Contains backed-up Exchange folders such as /nbox, Drafts, Sent
/tems, and so on.

= FoldersHistory. Contains folder changes.

For example, you may have renamed a folder. In such a scenario, after the
subsequent backup session, Veeam Backup for Microsoft Office 365 will
update information about the renamed folders and save each new folder
version to the FoldersHistory directory.

= [temsChanges. Contains incremental backup data.
= /temsData. Contains blob data of the backed-up Exchange messages.
For example, attachments are saved to this folder.

= [temsPreview. Contains required data to load the backup contents into the
Veeam Explorer for Microsoft Exchange scope.
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<organization_ld>/Sites Contains a blob file with a list of backed-up SharePoint sites.
<organization_ld>/WebData Contains data that is required to restore SharePoint or OneDrive items.

<organization_ld>/WebBackups | Contains a list of SharePoint sites to be loaded into the Veeam Explorer for Microsoft
SharePoint scope.

<organization_ld>/WebPreview | Contains backup dates of SharePoint sites.
Required for a snapshot-based retention policy.

<organization_ld>/Webs/<web_l | A set of folders that contain backed-up SharePoint sites and OneDrive Items.

d>
The <web_Id>directory contains the following directories:

=  Files. Contains files of your SharePoint site.

= /tems. Contains items such as those located under the Subsites and Content
folders for SharePoint, and users folders for OneDrive.

= //sts. Contains SharePoint lists.
= [/stViews. Contains SharePoint list views.

<repository_folder_name>/Repo | Contains a lock file that tells that this storage is already an extension to a backup
sitoryLock repository.

Object storage can only be owned by one owner (a backup repository) at a time.

For more information on how to extend a backup repository with object storage, see
Specify Object Storage Repository.

Cache

Cache helps you reduce cost expensive operations incurred by your cloud storage provider when reading or
writing data to/from object storage repositories.

For example, when you use Veeam Explorers to open backups located in object storage, Veeam Backup for
Microsoft Office 365 uses cache from which it retrieves the structure of the backed-up objects of your
organizations. Such a structure is then loaded into the inventory pane of each of the Veeam Explorers so that
you can navigate though it without actually downloading any data from object storage.

Consider the following about cache:
= Cacheis metadata that holds information about backed-up objects.
= Cache is created (or updated) during each backup session.

= Cache is saved to the PersistentCache directory in an extended backup repository as a JET-based
database and also replicated to the object storage repository.

Replication gives Veeam Backup for Microsoft Office 365 the ability to synchronize cache between
object storage and the backup repository when:

o Creating a new backup repository and extending it with object storage that contains offloaded
backup data.

For more information on how to extend a backup repository, see Specify Object Storage
Repository.

o Recovering lost cache.
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For example, you may have accidentally removed a directory with cache from the extended
backup repository. In such a scenario, manual synchronization is required. For more
information on how to synchronize data, see Synchronizing Repositories.

The location of the PersistentCache directory is specified in the Specify Backup Proxy Server step.

Compression

Compression in Veeam Backup for Microsoft Office 365 helps you save storage space and reduce costs incurred
by your cloud storage provider for maintaining backup data.

Compression works as follows:

= All chunks of data that are larger than 512 bytes are subject to compression; each blob file that is
created is compressed first and then saved to object storage.

To compress data, Veeam Backup for Microsoft Office 365 uses the Gzjpalgorithm. For more
information about this algorithm, see this Gzip article.

= Compression is done by the backup proxy server that you specify in the Specify Backup Proxy Server
step.

= Certain types of data such as images or other media files cannot be compressed properly, thereby
making an output compressed blob file larger than it would have been had it not been compressed at
all. In such a scenario, the uncompressed version of the file will be saved.

Object Storage Retention

Obsolete restore points are removed from object storage automatically by Veeam Backup for Microsoft Office
365. Data removal is based on the retention policy settings that you configure when extending a backup
repository with object storage.

Depending on how frequently your retention policy is configured to be executed, Veeam Backup for Microsoft
Office 365 initiates a service task that calculates the age of offloaded restore points and if the age exceeds the
specified retention period, this task purges obsolete restore points from object storage.

IMPORTANT!

Do not remove anything from object storage manually, as this will irreversibly damage your backup structure
to the point where you will be completely unable to read data from such corrupted backups.

Adding Object Storage Repositories

This section explains how to add the following types of object storage repositories to the Veeam Backup for
Microsoft Office 365 backup infrastructure:

= S3 Compatible Object Storage Repositories
= Amazon S3 Object Storage Repositories
= Microsoft Azure Blob Storage Repositories

= |BM Cloud Object Storage Repositories
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Adding S3 Compatible Object Storage Repositories

To add a new S3 Compatible object storage repository to the Veeam Backup for Microsoft Office 365 backup
infrastructure, do the following:

1.
2
3.
4
5.

Step 1

Launch the New Object Storage Repository wizard.
Specify an object storage repository name.

Select an object storage type.

Specify an object storage service point and account.

Specify an object storage bucket.

. Launch New Object Storage Repository Wizard

To launch the New Object Storage Repository wizard, do the following:

1.
2.

Open the Backup Infrastructure view.
In the inventory pane, select the Object Storage Repositories node.

On the Object Storage Repository tab, click Add Object Storage Repository.

Alternatively, in the inventory pane, right-click the Object Storage Repositories node and select Add
object storage.
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Step 2. Specify Object Storage Repository Name

At this step of the wizard, enter a name for the object storage repository and provide optional description:

1. In the Name field, specify a new name for the object storage repository.

2. Inthe Description field, enter a description (optional).

Object storage repository name and description

Marne:

53-Cormpatible Storage

Cescription:

Secondary Backup Storage

Back | Iext | | Cancel

Step 3. Select Object Storage Type

At this step of the wizard, select S3 Compatible.

MEW OBJECT STORAGE REPOSITORY

Object storage type

(®) 53 Compatible
Adds a cloud object storage provider, or an on-premises chject storage system,
| Amazon 53
Adds Amazon 53 storage, Both standard and Infrequent Access (I4) storage classes are supported,
| Microsoft Azure Blob Storage

Adds Microsoft Azure blob storage. Both hot and cold storage tiers are supported at the account
level,

! IBM Cloud Object Storage

Adds IBM Cloud object storage, 53 compatible versions of both on-premises and IEM Cloud
storage offerings are supported.

Back || Mest | | Cancel
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Step 4. Specify Object Storage Service Point and Account

At this step of the wizard, specify a service point of your S3 compatible device, select a data center region and
specify account credentials.

1. In the Service point field, specify an endpoint address of your S3-compatible device.
2. Inthe Data center region field, specify a region.

3. In the Specify account credentials to connect to Amazon S3 storage bucket drop-down list, select user
credentials to access your S3-Compatible object storage.

If you already have a credentials record that was configured beforehand, select such a record in the
drop-down list. Otherwise, click Add and provide your access and secret keys, as described in Adding S3-
Compatible Access Key. You can also click Manage cloud accounts to manage existing credentials
records.

MEWY OBIECT STORAGE REPOSITORY

53 compatible storage system

Service point:

| 172.17.186.13:0000 |

Data center region:

| us-gast-1 |

Specify account credentials to connect to Smazon 33 storage bucket:

| T uAAYSLEQTIBHO97SPATKR (Created by SWSTORSadministrator at 97372019« | | Add... |

Manage cloud accounts

Step 5. Specify Object Storage Bucket

At this step of the wizard, specify an object storage bucket and folder where you want to keep your backup
data.

1. In the Bucket drop-down list, select a bucket.

Make sure that the bucket you want to use to store your data was created in advance; Veeam Backup for
Microsoft Office 365 does not support creating new buckets.

2. Inthe Folder field, select a folder to which you want to map your object storage repository, and which
will be used to store backups.

To select a folder, click Browse and either select an existing folder or create a new one by clicking New
Folder.

For more information about how data is stored, see Object Storage Repository Structure.

3. Click Advanced if you want to configure storage consumption limitations.

Veeam Backup for Microsoft Office 365 will display the Advanced Settings window.
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53 compatible storage system bucket

Bucket:
bucketl v |

Folder:

Click &dvanced to customize object storage consumption

| Back || Finish | | Cancel |

4. In the Advanced Settings window, do the following:

a. Select the Limit object storage consumption to check box if you want to allow Veeam Backup
for Microsoft Office 365 to exceed the storage limit.

b. Setthe limit.

c. Click OK.

Lirnit object storage consumption to: | 1024 = | | GB v

This is a soft limit to help contral your storage spend, If the specified limit is
exceeded, the already running backup job will be allowed to complete, but
no new jobs will start,

| oK || Cancel |

Adding Amazon S3 Object Storage Repositories

To add a new Amazon S3 object storage repository to the Veeam Backup for Microsoft Office 365 backup
infrastructure, do the following:

1. Launch the New Object Storage Repository wizard.
2. Specify an object storage repository name.

3. Select an object storage type.
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4. Specify an object storage account.

5. Specify object storage settings.

Step 1. Launch New Object Storage Repository Wizard
To launch the New Object Storage Repository wizard, do the following:
1. Open the Backup Infrastructure view.
2. Intheinventory pane, select the Object Storage Repositories node.

3. On the Object Storage Repository tab, click Add Object Storage Repository.

Alternatively, in the inventory pane, right-click the Object Storage Repositories node and select Add

object storage.
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Step 2. Specify Object Storage Repository Name

At this step of the wizard, enter a name for the object storage repository and provide optional description:
1. In the Name field, specify a new name for the object storage repository.

2. Inthe Description field, enter a description (optional).
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MEW OBJECT

Specify details for object storage repository

Marne:

| Arnazon Object Storage

Description:

Secondary Backup Storage

Back | It | | Cancel

Step 3. Select Object Storage Type

At this step of the wizard, select Amazon S3.

MNEW OBJECT STORAGE REPOSITORY

Object storage type

| 53 Compatible
Adds a cloud ohject storage provider, or an on-premises object storage system.

'@ Amazon 53
Adds Amazon 53 storage, Both standard and Infrequent Access (IA) storage classes are supported,

| Microsoft Azure Blob Storage
Adds Microsoft Azure blob storage. Both hot and cold storage tiers are supported at the account
level,

! IBM Cloud Object Storage

Adds 1BM Cloud object storage, 53 compatible versions of both on-premises and IBM Cloud
storage offerings are supported,

Step 4. Specify Object Storage Account

At this step of the wizard, specify an Amazon account and select a data center region.

1. In the Specify account credentials to connect to Amazon S3 storage bucket drop-down list, select user
credentials to access your Amazon S3 object storage.

If you already have a credentials record that was configured beforehand, select such a record in the
drop-down list. Otherwise, click Add and provide your access and secret keys, as described in Adding S3-
Compatible Access Key. You can also click Manage cloud accounts to manage existing credentials
records.

2. Inthe Data center region drop-down list, select a data center region.
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Amazon AWS account

Specify account credentials to connect to Smazon 33 storage bucket:

| T\ JO000000000000000M (Created by EPSILON/Sdministrator at 7/25/20193 | | Add.., |

Diata center reqion:

Manage cloud accounts

| Global v |

| Back || It | | Cancel

Step 5. Specify Object Storage Settings

At this step of the wizard, select a location of your Amazon bucket, a bucket and folder where you want to keep
backup data.

1.
2.

In the Data center location drop-down list, select a region that contains available buckets.

In the Bucket drop-down list, select a bucket.

Make sure that the bucket you want to use to store your data was created in advance; Veeam Backup for
Microsoft Office 365 does not support creating new buckets.

In the Folder field, select a cloud folder to which you want to map your object storage repository, and
which will be used to store backups.

To select a folder, click Browse and either select an existing folder or create a new one by clicking New
Folder.

For more information about how data is stored, see Object Storage Repository Structure.

Click Advanced if you want to configure storage consumption limitations.

Veeam Backup for Microsoft Office 365 will display the Advanced Settings window.
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Amazon 53 bucket
Data center lacation:
| LS East (Ohio) v |
Bucket:
| weeam -t W |
Falder:

Ohject Storage Directory
Click &dvanced to customize object storage consumption

| Back | | Finish | | Cancel |

4. In the Advanced Settings window, do the following:

a. Select the Limit object storage consumption to check box if you want to allow Veeam Backup
for Microsoft Office 365 to exceed the storage limit.

b. Setthe limit.

c. Select the Use infrequent access storage class check box If you plan to access your backup
data in an infrequent manner and to mark each block as Standard IA (Standard Infrequent
Access). For more information about infrequent access, see this Amazon article.

d. Click OK.

Lirnit ohject storage consumption to: | 1024 e | | GH v

This is a soft limit to help contral your starage spend. If the specified limit is
exceeded, the already running backup job will be allowed to complete, but
no news jobs will start,

Use infrequent access storage class (may result in additional costs)
Frovides lower price per GB at the cost of higher retreival and early deletion
fees, and 5o is best suited for storing older backups which you are unlikely to
hawe to restare from,

Ok | | Cancel
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Adding Microsoft Azure Blob Storage Repositories

To add a new Microsoft Azure blob storage repository to the Veeam Backup for Microsoft Office 365 backup

infrastructure, do the following:
1. Launch the New Object Storage Repository wizard.
Specify an object storage repository name.

Select an object storage type.

oW

Specify an object storage account.

5. Specify object storage settings.

Step 1. Launch New Object Storage Repository Wizard
To launch the New Object Storage Repository wizard, do the following:
1. Open the Backup Infrastructure view.

2. Intheinventory pane, select the Object Storage Repositories node.

3. On the Object Storage Repository tab, click Add Object Storage Repository.

Alternatively, in the inventory pane, right-click the Object Storage Repositories node and select Add

object storage.
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Step 2. Specify Object Storage Repository Name

At this step of the wizard, enter a name for the object storage repository and provide optional description:

1. In the Name field, specify a new name for the object storage repository.

2. Inthe Description field, enter a description (optional).

Object storage repository name and description

Marne:

Azyre Object Storage

Cescription:

Secondary Backup Storage

Back | Iext | | Cancel

Step 3. Select Object Storage Type

At this step of the wizard, select Microsoft Azure Blob Storage.

MEW OBJECT STORAGE REPOSITORY

Object storage type

| 53 Compatible
Adds a cloud object storage provider, or an on-premises chject storage system,
| Amazon 53
Adds Amazon 53 storage, Both standard and Infrequent Access (I4) storage classes are supported,
'@ Microsoft Azure Blob Storage

Adds Microsoft Azure blob storage. Both hot and cold storage tiers are supported at the account
level,

' IBM Cloud Object Storage

Adds IBM Cloud object storage, 53 compatible versions of both on-premises and IEM Cloud
storage offerings are supported.

Back || Mest | | Cancel
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Step 4. Specify Object Storage Account

At this step of the wizard, specify a Microsoft Azure account and select a region.

1.

2.

In the Specify account credentials to connect to Microsoft Azure blob storage drop-down list, select
user credentials to access your Azure blob storage.

If you already have a credentials record that was configured beforehand, select such a record in the
drop-down list. Otherwise, click Add and provide your account and a shared key, as described in Adding
Microsoft Azure Storage Account. You can also click Manage cloud accounts to manage existing
credentials records.

In the Region drop-down list, select a region.

MEWY OBIECT STORAGE REPOSITORY

Microsoft Azure storage account

Specify account credentials to connect to Microsoft Azure blob storage:

| A xoosoccocos (Created by EPSILOM AAdrministrator at 7A25/2019 4:23 &ML, [as » | | Add... |

Regiomn:

Manage cloud accounts

| Saure Glabal (Standard) " |

| Back || It | | Cancel

Step 5. Specify Object Storage Settings

At this step of the wizard, specify an object storage container and folder where you want to keep your backup

data.

1.

In the Container drop-down list, select an Azure container.

Make sure that the container you want to use to store your data was created in advance; Veeam Backup
for Microsoft Office 365 does not support creating new containers.

In the Folder field, select a cloud folder to which you want to map your object storage repository, and
which will be used to store offloaded data.

To select a folder, click Browse and either select an existing folder or create a new one by clicking New
Folder.

For more information about how data is stored, see Object Storage Repository Structure.
Click Advanced if you want to configure storage consumption limitations.

Veeam Backup for Microsoft Office 365 will display the Advanced Settings window.
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Microsoft Azure blob container

Container:

container] v |

Folder:

Azyre Storage

Click &dvanced to customize object storage consumption

| Back || Finish | | Cancel |

4. In the Advanced Settings window, do the following:

a. Select the Limit object storage consumption to check box if you want to allow Veeam Backup
for Microsoft Office 365 to exceed the storage limit.

b. Setthe limit.

c. Click OK.

Lirnit object storage consumption to: | 1024 = | | GB v

This is a soft limit to help contral your storage spend, If the specified limit is
exceeded, the already running backup job will be allowed to complete, but
no new jobs will start,

| oK || Cancel |

Adding IBM Cloud Object Storage Repositories

To add a new IBM cloud object storage repository to the Veeam Backup for Microsoft Office 365 backup
infrastructure, do the following:

1. Launch the New Object Storage Repository wizard.
2. Specify an object storage repository name.

3. Select an object storage type.
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4. Specify an object storage service point and account.

5. Specify object storage settings.

Step 1. Launch New Object Storage Repository Wizard
To launch the New Object Storage Repository wizard, do the following:
1. Open the Backup Infrastructure view.
2. Intheinventory pane, select the Object Storage Repositories node.

3. On the Object Storage Repository tab, click Add Object Storage Repository.

Alternatively, in the inventory pane, right-click the Object Storage Repositories node and select Add

object storage.
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Step 2. Specify Object Storage Repository Name

At this step of the wizard, enter a name for the object storage repository and provide optional description:
1. In the Name field, specify a new name for the object storage repository.

2. Inthe Description field, enter a description (optional).
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MEW OBJECT STORAGE REPOSITORY

Object storage repository name and description

MNare:

IEM Cloud Object Storage

Description:

Created by TECH\Administrator at 10/31/2019 12:14:23 AM

Back | Mext | | Cancel

Step 3. Select Object Storage Type

At this step of the wizard, select IBM Cloud Object Storage.

MNEW OBJECT STORAGE REPOSITORY

Object storage type

| 53 Compatible
Adds a cloud ohject storage provider, or an on-premises object storage system.
| Amazon 53
Adds Amazon 53 storage, Both standard and Infrequent Access (IA) storage classes are supported,
| Microsoft Azure Blob Storage
Adds Microsoft Azure blob storage. Both hot and cold storage tiers are supported at the account
level,
(®) IBM Cloud Object Storage

Adds 1BM Cloud object storage, 53 compatible versions of both on-premises and IBM Cloud
storage offerings are supported,

Step 4. Specify Object Storage Service Point and Account

At this step of the wizard, specify a service point of your IBM cloud object storage, select a data center region
and specify account credentials.

= In the Service point field, specify an endpoint address of your IBM cloud object storage.
* Inthe Data center region field, specify a region.

= In the Specify account credentials to connect to IBM Cloud Object Storage bucket drop-down list, select
user credentials to access your IBM cloud object storage.
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If you already have a credentials record that was configured beforehand, select such a record in the
drop-down list. Otherwise, click Add and provide your access and secret keys, as described in Adding S3-
Compatible Access Key. You can also click Manage cloud accounts to manage existing credentials
records.

MEW OBJECT STORAGE REPOSITORY

IBM Cloud Object Storage

Service point:

| s3.us-west-1.wasabisys.com:443 |

Data center region:

| us-east-1 |

Specify account credentials to connect to [BM Cloud Object Storage bucket:
| [\ QRTIZWSRTVIOVAZE3UGS (Created by TECH/Administrator at 10/25/20195 | | Add.. |

Manage cloud accounts

| Back || Mest | | Cancel

Step 5. Specify Object Storage Settings

At this step of the wizard, specify an object storage bucket and folder where you want to keep your backup
data.

1. In the Bucket drop-down list, select a bucket.

Make sure that the bucket you want to use to store your data was created in advance; Veeam Backup for
Microsoft Office 365 does not support creating new buckets.

2. Inthe Folder field, select a folder to which you want to map your object storage repository, and which
will be used to store backups.

To select a folder, click Browse and either select an existing folder or create a new one by clicking New
Folder.

For more information about how data is stored, see Object Storage Repository Structure.

3. Click Advanced if you want to configure storage consumption limitations.

Veeam Backup for Microsoft Office 365 will display the Advanced Settings window.
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MEW OBJECT STORAGE REPOSITORY

IBM Cloud Object Storage bucket

Bucket:
twhbucket v |

Folder:

Click Advanced to customize object storage consumption

| Back || Finish | | Cancel |

4. In the Advanced Settings window, do the following:

a. Select the Limit object storage consumption to check box if you want to allow Veeam Backup
for Microsoft Office 365 to exceed the storage limit.

b. Setthe limit.

c. Click OK.

Lirnit object storage consumption to: | 1024 = | | GB v

This is a soft limit to help contral your storage spend, If the specified limit is
exceeded, the already running backup job will be allowed to complete, but
no new jobs will start,

| oK | | Cancel

Editing Object Storage Settings

Veeam Backup for Microsoft Office 365 allows you to edit object storage repository settings such as the name of
an object storage repository and its consumption Llimit.

To edit object storage repository settings, do the following:
1. Open the Backup Infrastructure view.

2. Intheinventory pane, select the Object Storage Repositories node.
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3. Inthe preview pane, select an object storage repository.
4. On the Object Storage Repository tab, click Edit Object Storage on the ribbon.
Alternatively, in the preview pane, right-click an object storage repository and select Edit.

5. Modify the name as required.
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Removing Object Storage Repositories

Veeam Backup for Microsoft Office 365 allows you to remove object storage repositories from the backup
infrastructure if you no longer need them.

Consider the following:

=  You cannot remove an object storage repository that is in use by an extended backup repository.

To remove such object storage, remove an extended backup repository and then remove object storage.
For more information on how to remove a backup repository, see Removing Backup Repositories.

=  When removing an object storage repository from the Veeam Backup for Microsoft Office 365
infrastructure, the backup data will not be removed from this storage.

To remove an object storage repository from the Veeam Backup for Microsoft Office 365 backup infrastructure,
do the following:

1. Open the Backup Infrastructure view.
In the inventory pane, select the Object Storage Repositories node.

In the preview pane, select an object storage repository.

oW

On the Object Storage Repository tab, click Remove Object Storage on the ribbon.

Alternatively, in the preview pane, right-click an object storage repository and select Remove.
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Credentials

In Veeam Backup for Microsoft Office 365, you can use the following types of credentials:
* Cloud credentials
You can use this type of credentials to work with object storage repositories.
= Encryption passwords

You can use this type of credentials to encrypt data in object storage repositories.
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Managing Cloud Credentials

Veeam Backup for Microsoft Office 365 allows you to configure cloud credentials that you can use to access the
following object storage:

e S3-Compatible and IBM storage
e Amazon AWS object storage

e Microsoft Azure Storage

Adding S3-Compatible and IBM Storage Access Key

This section explains how to add new credentials for S3-Compatible or IBM cloud object storage.
To add credentials, do the following:
1. In the main menu, click Manage cloud credentials.
2. Inthe Cloud Credential Manager dialog, click Add > S3 Compatible access key.
In the Access key field, enter your access key.
In the Secret key field, enter your secret key.

In the Description field, enter optional description.

o vop oW

Click OK.

CLOUD CREDENTIAL MAMNAGER

hanage cloud credentials

ADD CREDEMTIAL

Add...
Ancess key Cdit
it
| ARIASKMBQOORDSGC3FDE |
Secret key: HEmEE
SRR RERRRR R R RR RN RN R R R RN R RN R RN R R RO R RE R |
Description:

Aonewr access key

Ok || Cancel |
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Adding Amazon AWS Access Key

This section explains how to add new credentials for Amazon AWS object storage.
To add credentials, do the following:

1. In the main menu, click Manage cloud credentials.

2. Inthe Cloud Credential Manager dialog, click Add > Amazon AWS access key.
In the Access key field, enter your access key.
In the Secret key field, enter your secret key.

In the Description field, enter optional description.

o voA W

Click OK.

CLOUD CREDENTIAL MAMNAGER

hanage cloud credentials

ADD CREDEMTIAL
Add...
Aiccess key Edit
it

| ARIA3KMBQOORDSGCIFDE |
Secret key: R

SRR RERRRR R R RR RN RN R R R RN R RN R RN R R RO R RE R |
Description:

Aomew access key

Ok || Cancel |

Adding Microsoft Azure Storage Account

This section explains how to add new credentials for Microsoft Azure blob storage.
To add credentials, do the following:
1. In the main menu, click Manage cloud credentials.
2. Inthe Cloud Credential Manager dialog, click Add > Microsoft Azure storage account.
In the Account field, enter your storage account name.
In the Shared key field, enter your shared key.

In the Description field, enter optional description.

o voA oW

Click OK.
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Editing and Removing Cloud Credentials

Veeam Backup for Microsoft Office 365 allows you to edit and remove object storage credentials.

Editing Credentials

To edit credentials, do the following:
1. In the main menu, click Manage cloud credentials.
2. Inthe Cloud Credential Manager dialog, select credentials and click Edit.

3. Modify the selected credentials as required.

When editing Azure accounts, only the shared key can be changed.

Removing Credentials

To remove credentials, do the following:
1. In the main menu, click Manage cloud credentials.

2. Inthe Cloud Credential Manager dialog, select credentials and click Remove.

NOTE:

You cannot remove credentials that are in use.
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Managing Encryption Passwords

Veeam Backup for Microsoft Office 365 allows you to configure passwords that you can use to encrypt data in
object storage repositories using the AES-256 specification.

To configure a password, do the following:

—_

In the main menu, click Manage passwords.

2. In the Password Manager dialog, click Add.

3. Inthe Password field, enter a new password.

4. In the Verify password field, re-enter the password.
5

In the Hint field, enter a hint that might help you remember the password.

IMPORTANT!

Make sure to remember your password because, if lost, it cannot be restored.

PASSWORD MAMAGER

ADD PASSWORD

Manage e
Manage pass Password: tual
encryption k [TIYTTYTY] | ackup file.
HINT 1 Verify password: Add...
LRI I LT LY | .
Created b Edit...
Hint:
. Remove
Created by TECH/Administrator at 11/1/2019 6:44 AM.
Do not lose your passwords, Yeeam Support cannot recover lost
passwords or retrieve your data from encrypted backup files,
oK | | Cancel |
| oK | | Cancel |

Editing and Removing Password Records

Veeam Backup for Microsoft Office 365 allows you to edit and remove passwords.

Editing Records

To edit a password, do the following:

—_

In the main menu, click Manage passwords.

2. In the Manage passwords dialog, select a password and click Edit.
3. Inthe Current password field, enter your current password.
4

In the New password field, enter a new password.
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5. Inthe Verify new password field, re-enter the password.

6. Inthe Hint field, enter a hint that might help you remember the password.

PASSWORD MAMAGER

EDIT PASSWORD

Manage e

Current password:

Manage pass| | | | tual
encryption k ackup file
Mew password:
Add
HINT ITTTTTYTIT T Y |
Created i Verfy new password: Edit...
Created H ITTTTTYTIT T Y |
Remove

Hint:
Created by TECH/Administrator at 11/1/2019 6:45 AM.

Do not lose your passwords, Veeam Support cannot recover lost
passwords or retrieve your data from encrypted backup files,

OK || Cancel |

| oK | | Tl

Removing Records

To remove a password, do the following:
1. In the main menu, click Manage passwords.

2. In the Manage passwords dialog, select a password and click Remove.

NOTE:

You cannot remove passwords that are in use.
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Organization Management

You can add the following types of Microsoft organizations to the Veeam Backup for Microsoft Office 365
environment:

= Microsoft Office 365 organizations
= On-Premises Microsoft organizations
= Hybrid organizations

To connect to Microsoft Office 365 and on-premises Microsoft organizations, Veeam Backup for Microsoft Office
365 uses the following components:

= Exchange Web Services (EWS) and PowerShellto connect to Microsoft Office 365 and on-premises
Microsoft Exchange organizations.

= SharePoint Client Object Model (CSOM) and Windows Remote Managementto connect to on-premises
Microsoft SharePoint organizations.

For more information about Windows Remote Management, see this Microsoft article.

»  Microsoft Graph to connect to Microsoft Office 365 organizations.
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Microsoft Office 365 Organizations

You can add Microsoft Office 365 organizations to the Veeam Backup for Microsoft Office 365 infrastructure to
back up data of these organizations and quickly restore it back to production servers in case of an unexpected

disaster.

When you add Office 365 organizations, you can use the following authentication methods:

= Modern authentication

When you use this method, Veeam Backup for Microsoft Office 365 uses an Azure AD application for an
authentication process against your Office 365 organizations with enabled security defaults; you cannot
use a user account when using a modern authentication method.

= Modern authentication with legacy authentication protocols

When you use this method, you can use both the user account and the Azure AD application to
authenticate against your Office 365 organizations with disabled security defaults.

= Basic authentication

When you use this method, you are required to provide a user account and its password to authenticate
against your Office 365 organization.
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Adding Organizations with MFA

[Information in this section is applicable to Veeam Backup for Microsoft Office 365 version 4c only.]

When you add an organization using the modern authentication method, you are required to provide Azure AD
application settings. Veeam Backup for Microsoft Office 365 uses such an application to establish a connection
to your Office 365 organizations with enabled security defaults and maintain data transfer during backup and
restore sessions.

With modern authentication, you cannot use a user account; only communications via an AD application is
possible.

To add a new Microsoft Office 365 organization, do the following:
1. Launch the Add Organization wizard.
2. Select an organization deployment type.
3. Specify connection settings.
4. Choose an Azure AD application.
5. Register an Azure AD Application.
6. Logon to Office365.

7. Finish the wizard.

Step 1. Launch Add Organization Wizard

To launch the Add Organization wizard, do the following:
1. Open the Organizations view.

2. Onthe Home tab, click Add Org on the ribbon.

Alternatively, in the inventory pane, right-click the Organizations node and select Add organization.
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Step 2. Select Organization Deployment Type

At this step of the wizard, select a deployment type and Microsoft Online services that you want to protect.
To select a deployment type and services, do the following:
1. In the Select organization deployment type drop-down list, select Microsoft Office 365.
2. Select services that you want to protect:
= Exchange Online
Select this check box if you want to back up Microsoft Exchange Online data.
» SharePoint Online and OneDrive for Business

Select this check box if you want to back up Microsoft SharePoint Online and Microsoft
OneDrive for Business data.

134 | Veeam Backup for Microsoft Office 365 | User Guide



ADD ORGAMNIZATIOMN

Organization deployment type

Select organization deployment type:

| Micrasoft Office 365 v

Select the sepvices you wwant to protect:

Exchange Online
SharePoint Online and Onelrive for Business

Back | It | | Cancel

Step 3. Specify Connection Settings

At this step of the wizard, select a region and authentication method.
To select a region and authentication method, do the following:

1. In the Region drop-down list, select a Microsoft Azure region your Office 365 organization belongs to.

[Applicable to Veeam Backup for Microsoft Office 365 version 4. To select a Government Community
Cloud (GCC)region, select Default in the drop-down list. For more information about Microsoft Office
365 endpoints, see this Microsoft article.]

When you select China, you can use the Basic Authentication method only, as described in Adding
Organizations with Basic Authentication.

2. Select the Modern authentication option to connect to your Microsoft Office 365 organization with
enabled security defaults.

Make sure to leave the Allow for using legacy authentication protocols check box unchecked. This check
box allows you to add an Office 365 organization with disabled security defaults, as described in Adding
Organizations with MFA and Legacy Protocols.
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Region:

| Default v

Select authentication method:

'@ Modern authentication
Access Office 365 using an Azure AD application and certificate-based authentication for extra
security.
D Allow for using legacy authentication protocols
Provides extended backup functionality, including protection of Discovery Search and Public
Folder mailboxes, Dynamic Distribution groups, and more,
| Basic authentication

Legacy authentication to access the Office 365 services on behalf of a user,
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Step 4. Choose Azure AD Application

At this step of the wizard, choose whether you want to register a new Azure AD application to connect to your
Microsoft Office 365 organization or use an existing AD application.

You can select either of the following options:

= Register a new Azure AD application automatically

With this option selected, Veeam Backup for Microsoft Office 365 requires to provide an application
name and certificate to register a new AD application in Microsoft Azure Active Directory, as described in
Registering New Application.

= Use an existing Azure AD application

With this option selected, Veeam Backup for Microsoft Office 365 requires to provide connection
parameters to the existing AD application, as described in Using Existing Application.

ADD ORGANIZATION

Office 365 connection settings

Select how to connect to the Office 365 organization:

® ) Register a new Azure AD application automnatically
A new Veeamn Backup for Microsoft Office 3685 application will be registered in the specified Office
365 organization and granted with required permissions,
| Use an existing Azure AD application

Use an existing pre-configured Azure AD application,

Back || Mext | | Cancel

136 | Veeam Backup for Microsoft Office 365 | User Guide


https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-application-management

Step 5. Register Azure AD Application

At this step of the wizard, you can create a new application in Microsoft Azure Active Directory or select an
existing one, as described in:

= Registering new application

Use this method if you have selected the Register a new Azure AD application automatically option at
the previous step.

= Using existing application

Use this method if you have selected the Use an existing Azure AD application option at the previous
step.

Registering New Azure AD Application

You can register a new AD application in Microsoft Azure Active Directory. Veeam Backup for Microsoft Office
365 will use this application for data exchange with your Microsoft Office 365 organizations during backup and
restore sessions.

When registering a new AD application, Veeam Backup for Microsoft Office 365 automatically grants required
permissions to this application.

To register a new application, do the following:

1. In the Application Name field, enter a name that you want to use to register a new AD application in
your Microsoft Azure Active Directory.

2. Click Install to choose an SSL certificate that you want to use for data exchange between Veeam Backup
for Microsoft Office 365 and an AD application.

3. Inthe Select Certificate wizard, select a certificate, as described in SSL Certificates.

You can generate a new self-signed certificate or use an existing one. Before using an existing
certificate, make sure to register this certificate in Microsoft Azure Active Directory, as described in this
Microsoft article. When generating a new self-signed certificate, Veeam Backup for Microsoft Office 365
will register it automatically.

4. Select the Allow this application to change the export mode for SharePoint Web parts check box to
allow Veeam Backup for Microsoft Office 365 to back up web parts of your Microsoft SharePoint web
sites. For more information about web parts, see this Microsoft article.

By default, web parts of Microsoft SharePoint sites that belong to Office 365 organization with enabled
security defaults have the allowexport property set to false, which prevents Veeam Backup for
Microsoft Office 365 from having a direct access to such web parts.

If this check box is selected, Veeam Backup for Microsoft Office 365 automatically alters the
allowexport property of each web part and sets this property to true. After the allowexport property is
set to frue, a web part can be backed up without any limitations.
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Using Existing Azure AD Application

You can specify an existing AD application in your Microsoft Azure Active Directory. Veeam Backup for Microsoft
Office 365 will use this application for data exchange with your Microsoft Office 365 organizations during
backup and restore sessions.

To use an existing application, do the following:

1. Inthe Username field, enter a user account that you want to use for impersonation. For more
information about impersonation, see this Microsoft article.

You can enter any account that belongs to your Office 365 organization using the following format:
name@<domain_name>.<domain>. For example, user@abc.com.

Mind that if you select to protect only SharePoint Online and OneDrive for Business services at the
Select Organization Deployment Type step, Veeam Backup for Microsoft Office 365 displays the Specify
organization name field instead. In this field, specify a domain name of your Office 365 organization
without the user name. For example, abc.com.

2. Inthe Application ID field, specify an identification number of an AD application that you want to use to
access your Microsoft Office 365 organization.

You can find this number in the application settings of your Microsoft Azure Active Directory, as
described in this Microsoft article.

5. Click Install to choose an SSL certificate that you want to use for data exchange between Veeam Backup
for Microsoft Office 365 and the specified AD application.

6. Inthe Select Certificate wizard, select a certificate, as described in SSL Certificates.

You can generate a new self-signed certificate or use an existing one. Before using an existing
certificate, make sure to register this certificate in Microsoft Azure Active Directory, as described in this
Microsoft article. When generating a new self-signed certificate, Veeam Backup for Microsoft Office 365
will register it automatically.

7. Select the Grant this application required permissions and register its certificate in Azure AD check box
to automatically grant required permissions to the AD application.

Veeam Backup for Microsoft Office 365 will also register the specified certificate in your Microsoft Azure
Active Directory.
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Mind that if this check box is not selected, Veeam Backup for Microsoft Office 365 skips the Logon to
Microsoft Office365 Organization step and proceeds to Finish Wizard.

8. Select the Allow this application to change the export mode for SharePoint Web parts check box to
allow Veeam Backup for Microsoft Office 365 to back up web parts of your Microsoft SharePoint web
sites. For more information about web parts, see this Microsoft article.

By default, web parts of Microsoft SharePoint sites that belong to Office 365 organization with enabled
security defaults have the allowexport property set to false, which prevents Veeam Backup for
Microsoft Office 365 from having a direct access to such web parts.

If this check box is selected, Veeam Backup for Microsoft Office 365 automatically alters the
allowexport property of each web part and sets this property to true. After the allowexport property is
set to frue, a web part can be backed up without any limitations.
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Specify a user account to use for impersenation in Exchange Online Web Services:

Username: | administrator@office365.1ocal |

Specify Azure AD application credentials to connect to Microsoft Graph:

Application |D: | eefb3987-1430-4768-2545-B4cbabd1dbea |

Application certificate: | DB3BD705A19DF50E5877991429433E125F0361EE | | Install...

Grant this application required permissions and register its certificate in Azure AD.

Allow this application to change the export mode for SharePoint Web Parts, This is required to
back up customized content of SharePoint Online sites,
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Step 6. Log on to Office 365

At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:
1. Click Copy Code to copy an authentication code.
Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the Global Administratorrole. For more information
about this role, see this Microsoft article.

4. Return to the Add Organization window and click Next.
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Provided account rmust have permissions to authenticate to the Office 363 organization.

To sign in, use a web browser and authenticate by entering a code below to the page:
https://microsoft.com/devicelogin

CBQOFG2734 Copy Code

) Refresh code

0 You are authenticated to Office 365 as administrator@tech.club
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Step 7. Finish Wizard

At this step of the wizard, wait for a connection to be established and click Finish.
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o Connect to SharePoint 00:01

Q Check Exchange Online plan
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Adding Organizations with MFA and Legacy
Protocols

[Information in this section is applicable to Veeam Backup for Microsoft Office 365 version 4 and 4c.]

When you add an organization using the modern authentication method with legacy authentication protocols,
you can use either a user account or an Azure AD application for authentication. Veeam Backup for Microsoft
Office 365 uses a user account or an application to establish a connection to your Office 365 organizations with
disabled security defaults and maintain data transfer during backup and restore sessions.

To add a new Microsoft Office 365 organization, check prerequisites and do the following:

1. Launch the Add Organization wizard.

2. Select an organization deployment type.
3. Specify connection settings.

4. Specify Azure AD application credentials.
5. Specify SharePoint Online credentials.

6. Finish the wizard.

Before You Begin

Before you start adding a new Microsoft Office 365 organization with enabled multi-factor authentication
(MFA), you must register a new Azure AD application in your Microsoft Azure Active Directory.

You will be required to provide connection settings to this application at the Specify Azure AD Application
Credentials step. Such an application is used for establishing and maintaining a connection to your Office 365
organizations and to perform a backup and restore from/to such organizations.

Make sure to grant your AD application required permissions.

Step 1. Launch Add Organization Wizard

To launch the Add Organization wizard, do the following:
1. Open the Organizations view.

2. Onthe Home tab, click Add Org on the ribbon.

Alternatively, in the inventory pane, right-click the Organizations node and select Add organization.
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Step 2. Select Organization Deployment Type

At this step of the wizard, select a deployment type and Microsoft Online services that you want to protect.
To select a deployment type and services, do the following:
1. In the Select organization deployment type drop-down list, select Microsoft Office 365.
2. Select services that you want to protect:
= Exchange Online
Select this check box if you want to back up Microsoft Exchange Online data.
» SharePoint Online and OneDrive for Business

Select this check box if you want to back up Microsoft SharePoint Online and Microsoft
OneDrive for Business data.
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Organization deployment type

Select organization deployment type:

| Micrasoft Office 365 v

Select the sepvices you wwant to protect:

Exchange Online
SharePoint Online and Onelrive for Business
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Step 3. Specify Connection Settings

At this step of the wizard, select a region and authentication method.
To select a region and authentication method, do the following:

1. In the Region drop-down list, select a Microsoft Azure region your Office 365 organization belongs to.

[Applicable to Veeam Backup for Microsoft Office 365 version 4. To select a Government Community
Cloud (GCC)region, select Default in the drop-down list. For more information about Microsoft Office
365 endpoints, see this Microsoft article.]

When you select China, you can use the Basic Authentication method only, as described in Adding
Organizations with Basic Authentication.

2. Select the Modern authentication option and the Allow for using legacy authentication protocols check
box to connect to your Microsoft Office 365 organization.
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Region:

| Default v

Select authentication method:

'@ Modern authentication
Access Office 385 using an Azure AD application and certificate-based authentication for extra
security.
Allow for using legacy authentication protocols
Provides extended backup functionality, including protection of Discovery Search and Public
Folder mailboxes, Dynamic Distribution groups, and more,
| Basic authentication

Legacy authentication to access the Office 363 services on behalf of a user,
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Step 4. Specify Azure AD Application Credentials

At this step of the wizard, specify connection parameters to the Microsoft Azure AD application that you want to
use to access your Microsoft Office 365 resources.

To specify connection parameters, do the following:

1. In the Application ID field, specify an identification number of the AD application.

You can find this number in the application settings of your Microsoft Azure Active Directory, as
described in this Microsoft article.

2. Choose an AD application authentication type. You can select either Application secret or Application
certificate:

a. Touse asecret key, in the Application secret field, enter a secret key to access your custom
application.

To obtain a secret key, you will need to generate it first, as described in this Microsoft article.

Mind that a key will become hidden once you leave or refresh the page in the Azure portal.
Consider saving the key to a secure location.

b. To use a certificate, switch to the Application certificate option and click Install. For more
information, see SSL Certificates.

To be able to use a certificate, you must upload it to the Azure portal, as described in this
Microsoft article.

3. Inthe Username and App password fields, specify Exchange Online credentials of your Microsoft Office
365 organization.

The user account must be provided in either of the following formats: user@domain.com or
user@domain.onmicrosoft.com. If you are using an ADFS account, you can only use a non-MFA enabled
ADFS account.

4. Select the Grant this account required roles and permissions check box to automatically assign the
Applicationimpersonation role. This role is required to back up Microsoft Office 365 Exchange
mailboxes.

To assign the Application/mpersonationrole, make sure the account that you use is a member of the
Organization Management group and has been granted the Role Management role in advance.

5. Select the Use the same credentials for SharePoint Online and OneDrive for Business check box if you
want to use the same credentials to access your Microsoft SharePoint Online and OneDrive for Business
organizations. This check box is only available if both organization types have been selected at the
Select Organization Deployment Type step.

If the Use the same credentials for SharePoint Online and OneDrive for Business check box is not
selected, you will be offered to provide required credentials for the Microsoft SharePoint Online and
OneDrive for Business organizations at the Specify SharePoint Online Credentials step.
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| Application certificate: Install...

Username: | administrater@abc.onmicrosoft.com |

App password:

Grant this account required roles and permissions
Use the same credentials for SharePoint Online and OneDrive for Business
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Step 5. Specify SharePoint Online Credentials

[This step is only available if the Use the same credentials for SharePoint Online and OneDrive for Business
check box has not been selected at the Specify Azure Active Directory Credentials step.]

At this step of the wizard, enter credentials to connect to the Microsoft SharePoint Online organization.
To enter credentials, do the following:

1. In the Application ID field, specify an identification number of the AD application.

You can find this number in the application settings of your Microsoft Azure Active Directory, as
described in this Microsoft article.

2. Choose an AD application authentication type. You can select either Application secret or Application
certificate:

a. Touse asecret key, in the Application secret field, enter a secret key to access your custom
application.

To obtain a secret key, you will need to generate it first, as described in this Microsoft article.

Mind that a key will become hidden once you leave or refresh the page in the Azure portal.
Consider saving the key to a secure location.

b. To use a certificate, switch to the Application certificate option and click Install. For more
information, see SSL Certificates.

To be able to use a certificate, you must upload it to the Azure portal, as described in this
Microsoft article.

3. Inthe Username and Password fields, specify authentication credentials to connect to the Microsoft
Office 365 organization.

The user account must be provided in either of the following formats: user@domain.com or
user@domain.onmicrosoft.com. If you are using an ADFS account, you can only use a non-MFA enabled
ADFS account.

4. Select the Grant this account required roles and permissions check box to automatically assign the Site
Collection Administratorrole that is required to back up Microsoft SharePoint Sites.
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| Application certificate: Install...

Username: | administrater@abc.onmicrosoft.com |

App password:

Grant this account required roles and permissions
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Step 6. Finish Wizard

At this step of the wizard, wait for a connection to be established and click Finish.
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Adding Organizations with Basic Authentication

[Information in this section is applicable to Veeam Backup for Microsoft Office 365 version 4 and 4c.]

When you add an organization using the basic authentication method, you are required to provide a user name
and password to authenticate against your Office 365 organizations.

To add a new Microsoft Office 365 organization, do the following:
1. Launch the Add Organization wizard.
2. Select an organization deployment type.
3. Specify connection settings.
4. Specify Exchange Online credentials.
5. Specify SharePoint Online credentials.

6. Finish the wizard.

Step 1. Launch Add Organization Wizard

To launch the Add Organization wizard, do the following:
1. Open the Organizations view.

2. Onthe Home tab, click Add Org on the ribbon.

Alternatively, in the inventory pane, right-click the Organizations node and select Add organization.
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Step 2. Select Organization Deployment Type

At this step of the wizard, select a deployment type and Microsoft Online services that you want to protect.
To select a deployment type and services, do the following:

1. In the Select organization deployment type drop-down list, select Microsoft Office 365.

2. Select services that you want to protect:

= Exchange Online

Select this check box if you want to back up Microsoft Exchange Online data.

= SharePoint Online and OneDrive for Business

Select this check box if you want to back up Microsoft SharePoint Online and Microsoft
OneDrive for Business data.

ADD QRGAMIZATICM

Organization deployment type

Select organization deployment type:
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Select the services you wwant to protect:

Exchange Online
SharePaoint Online and OneDrive for Business
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Step 3. Specify Connection Settings

At this step of the wizard, select a region and authentication method.
To select a region and authentication method, do the following:

1. In the Region drop-down list, select a Microsoft Azure region your Office 365 organization belongs to.

[Applicable to Veeam Backup for Microsoft Office 365 version 4. To select a Government Community
Cloud (GCC)region, select Default in the drop-down list. For more information about Microsoft Office
365 endpoints, see this Microsoft article.]

When you select China, you can use the Basic Authentication method only.

2. Select the Basic authentication option to connect to your Microsoft Office 365 organization using the
basic authentication method.
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NOTE:

To connect to Microsoft Office 365 organizations that belong to Chinaor Germany regions, Veeam Backup for
Microsoft Office 365 requires an Azure AD application that is automatically deployed to your Azure Active
Directory.To be able to deploy this application, Veeam Backup for Microsoft Office 365 requires the following
roles to be granted to your Microsoft Office 365account:

e Application administrator
e Cloud application administrator
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Default v

Select authentication method:

| Modern authentication
Access Office 365 using an Azure AD application and certificate-based authentication for extra
security,
Allow for using legacy authentication protocols
Provides extended backup functicnality, including protection of Discovery Search and Public
Folder mailboxes, Dynamic Distribution groups, and more,
'@ Basic authentication

Legacy authentication to access the Office 363 services on behalf of a user.
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Step 4. Specify Exchange Online Credentials

At this step of the wizard, enter credentials to connect to the Microsoft SharePoint Online organization.
To enter credentials, do the following:

1. Inthe Username and Password fields, specify authentication credentials to connect to the Microsoft
Office 365 organization.

The user account must be provided in either of the following formats: user@domain.com or
user@domain.onmicrosoft.com. If you are using an ADFS account, you can only use a non-MFA enabled
ADFS account.

2. Select the Grant this account required roles and permissions check box to automatically assign the
Applicationimpersonation role. This role is required to back up Microsoft Office 365 Exchange
mailboxes.

To assign the Application/mpersonationrole, make sure the account that you use is a member of the
Organization Management group and has been granted the Role Management role in advance.

3. Select the Use the same credentials for SharePoint Online and OneDrive for Business check box if you
want to use the same credentials to access your Microsoft SharePoint Online and OneDrive for Business
organizations. This check box is only available if both organization types have been selected at the
Select Organization Deployment Type step.

If the Use the same credentials for SharePoint Online and OneDrive for Business check box is not
selected, you will be offered to provide required credentials for the Microsoft SharePoint Online and
OneDrive for Business organizations at the Specify SharePoint Online Credentials step.
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Username: | administrator@abc.onmicrosoft.com |

Password: | sesesssssssss |

Grant this account required roles and permissions

Use the same credentials for SharePoint Online and OneDrive for Business
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Step 5. Specify SharePoint Online Credentials

[This step is only available if the Use the same credentials for SharePoint Online and OneDrive for Business
check box have not been selected at the Specify Exchange Online Credentials step.]

At this step of the wizard, enter credentials to connect to the Microsoft SharePoint Online organization.

To enter credentials, do the following:

1. Inthe Username and Password fields, specify authentication credentials to connect to the Microsoft
Office 365 organization.

The user account must be provided in either of the following formats: user@domain.com or
user@domain.onmicrosoft.com. If you are using an ADFS account, you can only use a non-MFA enabled
ADFS account.

2. Select the Grant this account required roles and permissions check box to automatically assign the Site
Collection Administratorrole that is required to back up Microsoft SharePoint Sites.
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Username: | administrator@abc.onmicrosoft.com |

Password: | sssssssss |

Grant this account required roles and permissions
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Step 6. Finish Wizard

At this step of the wizard, wait for a connection to be established and click Finish.
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On-Premises Microsoft Organizations

To add on-premises Microsoft Exchange and on-premises Microsoft SharePoint organizations, do the following:
1. Launch the Add Organization wizard.
2. Select an organization deployment type.
3. Specify Microsoft Exchange connection settings.
4. Specify Microsoft SharePoint connection settings.
5. Finish the Wizard.
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Step 1. Launch Add Organization Wizard

To launch the Add Organization wizard, do the following:
1. Open the Organizations view.
2. Onthe Home tab, click Add Org on the ribbon.

Alternatively, in the inventory pane, right-click the Organizations node and select Add organization.
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Step 2. Select Organization Deployment Type

At this step of the wizard, select a deployment type and on-premises service that you want to protect.
1. In the Select organization deployment type drop-down list, select On-premises.
2. Select services that you want to protect:
= Microsoft Exchange Server
Select this check box if you want to back up Microsoft Exchange data.
» Microsoft SharePoint Server

Select this check box if you want to back up Microsoft SharePoint data.
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Organization deployment type

Select organization deployment type:

| On-premises v

Select the sepvices you wwant to protect:
Microsoft Exchange Server
Microsoft SharePoint Server
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Step 3. Specify Microsoft Exchange Connection
Settings

At this step of the wizard, specify a Microsoft Exchange server to which you want to connect, provide user
credentials, assign appropriate permissions and configure advance settings.

To specify connection settings to the on-premises Microsoft Exchange server, do the following:

1.

In the Server name field, specify a Microsoft Exchange server to which you want to connect.

You can use a DNS name of a server, NetBIOS name or its IP-address. Make sure that the server has the
Mailbox Serverrole.

In the Username and Password fields, specify authentication credentials to connect to the Microsoft
Exchange server using either of the following formats: domain|account or account@domain.

For more information, see Required Permissions.

Consider that using ADFS accounts to add on-premises Microsoft organizations is not possible. Only
Office 365 organizations can be added with non-MFA enabled ADFS accounts.

Select the Grant this account required roles and permissions check box to automatically assign the
Applicationlmpersonationrole.

Make sure the account that you use is a member of the Organization Management group and has been
granted the Role Managementrole upfront. Otherwise, the automatic assignment of the
Applicationimpersonation role will fail; an organization will not be added.

Select the Configure throttling policy check box to set the throttling policy for the account being used
to Unlimited.
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Passward:
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Configure throttling palicy

Click &dvanced to configure additional connection security settings
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5. Click Advanced if you want to skip one or more SSL verifications and select any of the following check

boxes:
= Skip certificate trusted authority verification
= Skip certificate common name verification

= Skip revocation check
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Step 4. Specify Microsoft SharePoint Connection
Settings
At this step of the wizard, specify a Microsoft SharePoint server to which you want to connect, provide user
credentials, assign appropriate permissions and configure advance settings.
To specify connection settings to the on-premises Microsoft SharePoint server, do the following:
1. In the Server name and port field, specify a Microsoft SharePoint server name and the WinRM port.
For the server name, you can use a DNS name of a server, NetBIOS name or its IP-address.

2. In the Username and Password fields, specify authentication credentials to connect to the Microsoft
SharePoint server using either of the following formats: domain|account or account@domain.

For more information, see Required Permissions.

Consider that using ADFS accounts to add on-premises Microsoft organizations is not possible. Only
Office 365 organizations can be added with non-MFA enabled ADFS accounts.

3. Select the Grant this account required roles and permissions check box to automatically add a user to
the SharePoint Site Collection Administrators group and grant this user administrative privileges to
access Microsoft SharePoint sites. This option also grants access to the User Profileservice to work with
OneDrive data.
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Server narme and port:

| SharePoint | | 5086 :
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Grant thiz account required roles and permissions

Click Advanced to configure additional connection security settings
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4. Click Advanced if you want to skip one or more SSL verifications and select any of the following check
boxes:

= Skip certificate trusted authority verification
= Skip certificate common name verification

= Skip revocation check
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Step 5. Finish Wizard

At this step of the wizard, wait for a connection to be established and click Finish.
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O Check Throttling Policy (Exchange)

O Connect to Powershell (SharePoint) 0:00: 06
Q Check Farm Administrator rale (SharePaint)

™) Cherk [ser Prafile Service nerrissinns (SharePrinti

Back || Finish | | Cancel
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Hybrid Organizations

This section explains how to create hybrid configurations consisting of Microsoft Office 365 and on-premises
Microsoft Exchange/SharePoint organizations.

You can add hybrid organizations as per the following scenarios:

Microsoft Exchange Online + on-premises Microsoft Exchange.

Microsoft Exchange Online + on-premises Microsoft Exchange + Microsoft SharePoint Online and
OneDrive for Business.

Microsoft Exchange Online + on-premises Microsoft Exchange + Microsoft SharePoint Online and
OneDrive for Business + on-premises Microsoft SharePoint.

Microsoft SharePoint Online and OneDrive for Business + on-premises Microsoft SharePoint.

Microsoft Exchange Online + Microsoft SharePoint Online and OneDrive for Business + on-premises
Microsoft SharePoint.

To select services that you want to add to a hybrid organization, combine the following check boxes based on
the scenarios above:

Exchange Online

To back up Microsoft Exchange Online data.

Microsoft Exchange Server

To back up on-premises Microsoft Exchange data.

SharePoint Online and OneDrive for Business

To back up Microsoft SharePoint Online and OneDrive for Business data.
Microsoft SharePoint Server

To back up on-premises Microsoft SharePoint data.

Depending on the types of services that you have selected, do the following:

Specify connection settings for the Microsoft Office 365 organization, as described in Adding Microsoft
Office 365 Organizations.

Specify connection settings for the on-premises Microsoft Exchange and/or Microsoft SharePoint
organization, as described in Adding on-premises Organizations.
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NOTE:

Consider the following:

e To create a hybrid organization, services that you select must belong to the same Microsoft Office
365 organization.

e You can use a non-MFA enabled ADFS account to add a Microsoft Office 365 organization. Using
ADFS accounts to add on-premises Microsoft organizations is not possible.

Organization deployment type

Select organization deployment type:

| Hybrid W

Select Exchange services you want to protect:

Exchange Online
Microsoft Exchange Sercer

Select SharePaint serdices you want to protect:
SharePaoint Online and OneDrive for Business
Microsoft SharePoint Serser

Back Text | | Cancel
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Backup Accounts

You can configure auxiliary backup accounts for Microsoft Office 365 organizations with disabled security
defaults to minimize throttling when backing up Microsoft SharePoint and OneDrive for Business data.

162 | Veeam Backup for Microsoft Office 365 | User Guide


https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

Adding Accounts

To add auxiliary backup accounts to the backup configuration, do the following:

1.
2.

Open the Organizations view.

In the inventory pane, right-click an organization and select Manage backup accounts.

Mind that the Manage backup account option is unavailable for organizations with enabled security
defaults.
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In the Backup Accounts Manager window, click Select.

In the Select Group window, select a security group with accounts that you want to use as auxiliary
backup accounts and click Add.

Consider the following:

e The entire security group will be granted the Site Collection Administratorrole. If a user ceases
to be a member of the selected group, the role is automatically revoked for this user.

It is recommended not to select the All Users security group. Instead, you can create a new
security group and populate this group with user accounts that you want to use during a
backup session of Microsoft SharePoint data.

For more information on how to create a new security group, see this Microsoft article.
e Mail-enabled security groups are not supported.

e Veeam Backup for Microsoft Office 365 ignores an account under which your Microsoft Office
365 organization was added; such accounts are never used to reduce throttling.
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5. In the Select accounts and configure their passwords list, select check boxes next to accounts that you
want to add as backup applications.

6. Inthe Password column, click Not configured.

BACKUP ACCOUNTS MANAGER

Add auxiliary backup accounts to process SharePoint Online and OneDrive for Business data, Using
multiple accounts allows to increase backup perfermance and avoid threttling,

Select Office 365 security group:
VBEOWorkGroupTW

Select accounts and configure their passwords:

[ ] account t PASSWORD

D account1@abc.onmicrosoft.com 0 Mot configured
D account]@abc.onmicrosoft.com 0 Mot configured
D account]@abc.onmicrosoft.com 0 Mot configured
D account@abc.onmicrosoft.com 0 Net configured

0 accounts selected

| OK | | Cancel |

7. In the Add Password window, enter the password for the account and click OK.

Make sure to provide an AD application password instead of a user account password when adding MFA-
enabled accounts.

ADD PASSWORD

Account: account1@office365.onmicrosoft.com

Passwaord:

0 Faor an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password.

0K | | Cancel
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Changing Password and Removing Accounts

You can change the password of each configured backup account or you can remove an account from the backup
configuration if you no longer want to use it.

Changing Password

To change the password of a backup account, do the following:

1. Open the Organizations view.

2. Intheinventory pane, right-click an organization and select Manage backup accounts.
3. In the Backup Accounts Manager dialog, in the Password column, click Configured.

4. In the Edit Password dialog, modify the password and click OK.

Removing Account

To remove backup accounts from the backup configuration, do the following:
1. Open the Organizations view.
2. Intheinventory pane, right-click an organization and select Manage backup accounts.

3. In the Backup Accounts Manager dialog, in the Account column, deselect accounts that you no longer
want to use and click OK.

165 | Veeam Backup for Microsoft Office 365 | User Guide



Backup Applications

[Backup applications are available in Veeam Backup for Microsoft Office 365 version 4c only.]

You can configure Microsoft Azure AD applications for Microsoft Office 365 organizations with enabled security
defaults to minimize throttling when backing up Microsoft SharePoint and OneDrive for Business data. You can
add existing applications to the backup configuration or create new applications in your Microsoft Azure Active
Directory using Veeam Backup for Microsoft Office 365 capabilities.

To minimize throttling, Veeam Backup for Microsoft Office 365 iterates through each added application and uses
it to access Microsoft Office 365 resources and to fetch data from your organizations.

For security purposes, data exchange between applications in Azure and Veeam Backup for Microsoft Office 365
is maintained via SSL certificates only; you cannot use an AD application secret.
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Adding Applications

When you add AD applications to the backup configuration, Veeam Backup for Microsoft Office 365 retrieves a
list of existing applications from your Microsoft Azure Active Directory. From this list, you can select as many
applications as you need. Each added application helps you reduce throttling during a backup of Microsoft
SharePoint and OneDrive for Business data. For more information about AD applications, see this Microsoft

article.
To add AD applications to the backup configuration, do the following:

1. Open the Organizations view.

2. Intheinventory pane, right-click a Microsoft Office 365 organization with enabled security defaults and

select Manage backup applications.

Mind that the Manage backup applications option is unavailable for organizations with disabled security

defaults.
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3. In the Backup Applications Manager window click Add.
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BACKUP APPLICATIONS MAMNAGER

Add auxiliary backup applications to process SharePoint Online and OneDrive for Business data. Using
applications allows to increase backup perfermance and avoid throttling.
APPLICATION T CERTIFICATE
Remove
0 applications added
| oK | | Cancel |

4. Inthe Add Applications window, select AD applications that you want to add and click Add.
Make sure to manually grant applications required permissions in advance.

Also mind that Veeam Backup for Microsoft Office 365 ignores an AD application under which your
Microsoft Office 365 organization was added; such applications are never used to reduce throttling.

ADD APPLICATION

Select applications: ()]
APPLICATION ID MAME 1 -
D 261c8a83-0b93-4123-894a-921bal 77 clc5 TW-APP-GROUP
|:| 18727a29-6856-458c-9d96-0af 77 de08b1 TW-APP-GROUP
10aaef03-3080-4c57-9272-46a8c5edaba TW-APP-GROUP
|:| 9dBf6966-4c05-4bd1-857e-bTh1becaas2bb TW-APP-GROUP
I:l c3d7bedd-d5a2-45bd-87el-27f28bda7Tad TW-APP-GROUP
D abbd0245-f7ac-425c-bc7T-ac7294%e714b TW-APP-GROUP
26d3d24f-6559-4604-8322-fbcd1f334d5e TW-APP-GROUP
|:| 6642e916-5895-48f3-801b-f42d5c6719d9 TW-APP-GROUP
5ff07d75-b30b-42a6-abce-a777c0e589a6 TW-APP-GROUP
8f350c71-a29e-4954-adad-addade5287 cf TW-APP-GROUP
D c4733cel-b940-4626-353f-ecc14b073004 TW-APP-GROUP
64d7e2el-0886-4bc3-264c-cdBb143bd2ce TW-APP-GROUP
|:| 2cBe2dlc-56b5-47ca-bd98-08831ad38652 TW-APP-GROUP
|1 9208c2a7-fc9d-43cc-bd4b-a9433d cf4ede TW-APP-GROUP v

>

5 applications selected

| [Type in an chject name to search for] |

| Add || e |

5. Click Not Configured next to each added application to configure an SSL certificate that you want to use
for secure communications between Veeam Backup for Microsoft Office 365 and your AD application.
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BACKUP APPLICATIONS MAMNAGER

Add auxiliary backup applications to process SharePoint Online and OneDrive for Business data. Using
applications allows to increase backup perfermance and avoid throttling.

Add...
APPLICATION 1 CERTIFICATE
TW-APP-GROUP Q Not configured
TW-APP-GROUP € Mot <& Jgured .
TW-APP-GROUP € Not configured -
TW-APP-GROUP 0 Mot configured
TW-APP-GROUP 0 Mot configured

< >

5 applications added

6. Inthe Select Certificate wizard, select an SSL certificate, as described in SSL Certificates.

Before selecting a certificate in Veeam Backup for Microsoft Office 365, you must assign this certificate
to the application on the Azure portal, as described in this Microsoft article.
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Creating Applications

When you create a new AD application, Veeam Backup for Microsoft Office 365 automatically registers this
application in Microsoft Azure Active Directory of your Office 365 organization. After you create an application,
Veeam Backup for Microsoft Office 365 automatically adds this application to the backup configuration. Each
added application helps you reduce throttling during a backup of Microsoft SharePoint and OneDrive for
Business data. For more information about AD applications, see this Microsoft article.

To create AD applications and add them to the backup configuration, do the following:

1. Open the Organizations view.

2. Intheinventory pane, right-click a Microsoft Office 365 organization with enabled security defaults and

select Manage backup applications.

Mind that the Manage backup applications option is unavailable for organizations with disabled security

defaults.
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3. In the Backup Applications Manager click Create.
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Add auxiliary backup applications to process SharePoint Online and OneDrive for Business data. Using
applications allows to increase backup perfermance and avoid throttling.
Add...
APPLICATION T CERTIFICATE
Remove
0 applications added
| oK | | Cancel |

4. In the Create Application window, enter a name that you want to use for the Azure AD application and
choose an SSL certificate for secure communications between Veeam Backup for Microsoft Office 365
and your application. For more information on how to install a certificate, see SSL Certificates.

Veeam Backup for Microsoft Office 365 will automatically register the specified certificate in your
Microsoft Azure Active Directory and assign this certificate to the AD application. In addition, Veeam
Backup for Microsoft Office 365 automatically grants the Sites.FullControl. All permission to the
application.

If you want to create more than one AD application, select the Use the same name and certificate to
create NV applications check box and specify how many applications Veeam Backup for Microsoft Office
365 must create. Applications may have the same name, however, each application always has a unique
identification number. You can create maximum 100 applications per wizard session. If you need to
create more than 100 applications, you can click Create and repeat the steps.

CREATE APPLICATION

Azure AD application name and certificate

Mame:
| TW-APP-GROUP |

Certificate:
| D45BBECCICE290420D55F37DASAE10BIASRR4CTT | | Install...

Use the same name and certificate to create: applications

Back | Mest | | Cancel |

5. In the Create Application window, click Copy Code to copy an authentication code.

Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
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6. Click the link to the Microsoft portal.

7. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the Global Administratorrole. For more information
about this role, see this Microsoft article.

8. Return to the Create Application window and click Finish.

CREATE APPLICATION

Logon to Office 365

Provided account must have permissions to authenticate to the Office 383 organization.

To sign in, authenticate with the below code at:
hittps://microsoft.com/devicelogin

CV8GSEKBU 7l Copy cade
) Refresh code

o You are authenticated to Office 385 as administrator@tech.club

Back || Finish | | Cancel
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Updating Certificates and Removing
Applications

You can update a certificate of each configured application or you can remove an application from the backup
configuration if you no longer want to use it. For more information on how to configure backup applications, see

Adding Applications and Creating Applications.

Updating Certificate

To update a certificate, do the following:
1. Open the Organizations view.
In the inventory pane, right-click an organization and select Manage backup applications.

In the Backup Applications Manager dialog, in the Certificate column, click Configured.

oW

Update the certificate using the Select Certificate wizard. For more information about this wizard, see
SSL Certificates.

Removing Application

To remove a certificate, do the following:
1. Open the Organizations view.
2. Intheinventory pane, right-click an organization and select Manage backup applications.

3. Inthe list, select an application and click Remove.

You can select multiple applications using the CTRL button.
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Editing Organization Parameters

You can edit the following organization parameters:

= Organization deployment type.

Consider that you cannot change Microsoft Office 365 organization deployment type to the On-
premises type.

= User name and/or password.
To edit organization parameters, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization.

3. Onthe Home tab, click Edit Org on the ribbon.
Alternatively, in the inventory pane, right-click an organization and select Edit organization.
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Renaming Organizations

You can rename your Microsoft Office 365 and on-premises Microsoft organizations in the Veeam Backup for

Microsoft Office 365 console.
To rename an organization, do the following:
1. Open the Organizations view.

2. Intheinventory pane, right-click an organization and select Rename organization.
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3. In the Rename Organization wizard, select either of the following options:
= Use the default name. To continue using the default organization name.

= Use the following name. To use a custom name.

When selecting this option, provide a new name and click Rename.

Consider that when creating a Mailbox Protection Reports, organizations will be shown with

their original names.
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Specify organization name

Specify organization narne to use in Weeam Backup for Microsoft Office 365
' Use the default narme (beta)

® ) Use the following narme:

On-Premises Microsoft SharePoint

Back Renarne | | Cancel
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Removing Organizations

You can remove an organization from the Veeam Backup for Microsoft Office 365 console if you no longer need
it.

Consider the following:

= When removing an organization, its backups will not be removed.

= Backup jobs configured for the organization that you are removing will be permanently deleted.
To remove an organization, do the following:

1. Open the Organizations view.

2. Inthe preview pane, select an organization.

3. Onthe Home tab, click Remove Org on the ribbon.
Alternatively, in the inventory pane, right-click an organization and select Remove organization.
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Data Backup

To back up data of your Office 365 and on-premises organizations, you use backup jobs.

A backup job is a set of configuration parameters that define a list of users, groups, sites and organizations to
back up, a location where to store backups, a schedule according to which new backups must be created and so

on.
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Organization Object Types

This section explains object types and their processing and exclusion options that you can select when creating
and configuring backup jobs.

The following object types are available:

=  Groups

Consists of Office 365 groups (available only in Microsoft Office 365 organizations), security groups,
distribution groups and dynamic distribution groups.

= Users
Consists of shared mailboxes, public mailboxes and users.
= Sijtes
Consists of Microsoft SharePoint sites and subsites.
= Organizations
Consists of organization objects and their processing options.

Each of these object types consists of a set of processing/exclusion options such as Mail, Archive, OneDrive,
Site, Group Mail and Group Site which you can select/deselect to make data retrieval even more precise.

Processing and exclusion options can be selected at the Select Objects to Backup and Select Objects to Exclude
steps respectively.

EDIT PR 15 OPTIONS

Specify processing oplions:

hembers
Mail
Archive
Onelrive
Site

Group Mail

Group Site

| oK | | Cancel

Groups

The following table lists available Group types and their processing/exclusion options.
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Group Type Microsoft Office 365 Organizations On-premises Microsoft Exchange Organizations

0365 group When configuring Office 365 organizations, the N/A
(available only in | following set of processing/exclusion options is
Office 365 available:

organizations) ) ) ) .
= Members with Mail, Archive, OneDrive

and Site
= Group Mail
= Group Site

Security Group Members with Mail, Archive, OneDrive and Site Members with Mailand Archive options

Distribution
Group

Dynamic
Distribution
Group

NOTE:

Groups are not available in on-premises Microsoft SharePoint organizations.

Users

The following table lists available Usertypes and their processing/exclusion options.

On-premises Microsoft Exchange | On-premises Microsoft SharePoint

User Type | Microsoft Office 365 Organizations Organizations Organizations

User Mail, Archive, OneDrive and Site Mail and Archive OneDrive and Site

Shared N/A
mailbox
(available
only in
Office 365
and
Exchange
organizatio
ns)

Public
mailbox
(available
only in
Office 365
and
Exchange
organizatio
ns)
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Sites

Consider the following:
= Objects of this type do not have any processing/exclusion options.
= Objects of this type are not available in on-premises Microsoft Exchange organizations.

= You can select either the rootsite, or any of its subsites.

In the following example, you can select either the root Development site, which automatically selects
all of its subsites, or you can select, for example, Builds and Releases. In the latter case, the root
Development site will be deselected.

ADD OBIECTS

Select objects: Q :l ﬁﬁ

Fl ﬁg On-Premises Microsoft SharePoint
DE‘ Personal Sites
Pl:l E Accounting
4 |:| E Cevelopment
¢ [v| B Builds
b I:‘ E Distribitives
P E Releases
bl:‘ E Sources
bl:l E Marketing
» I:l E Production
] |:| E Purchasing

2 sites selected

[Type in an object name to search for] |

Organizations

The following table lists processing/exclusion options available for Organization types.

On-premises Microsoft Exchange On-premises Microsoft SharePoint

Microsoft Office 365 Organizations Organizations Organizations

Mail, Archive, OneDrive and Site Mail and Archive OneDrive and Site
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Creating Backup Job

To create a backup job, do the following:
1. Launch the New Backup Job wizard.
Specify a backup job name.

Select objects to back up.

2

3

4. Select objects to exclude.

5. Specify a backup proxy and repository.
6

Specify scheduling options.
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Step 1. Launch New Backup Job Wizard

To launch the New Backup Job wizard, do the following:

1. Open the Organizations view.

2. Intheinventory pane, select an organization to back up.

3. Onthe Home tab, click Backup on the ribbon.

Alternatively, in the inventory pane, right-click an organization and select Add to backup job.

CROSOFT OFFICE 365
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AE X & [
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Organization Jobs  Integration Reporting
ORGANIZATIONS NAME 1 STATUS
o Backup Job Success
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E’E Explore SharePoint point-in-time state...
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Explore latest SharePoint state of Tuesday 10/1/2018, £:40 AM

B

| Explore latest OneDrive state of Tuesday 10/1/2019, 6:40 AM
i Explore OneDrive point-in-time state...

+# Manage backup accounts...

Edit organization...

[I'] Rename organization...

x Remove organization
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Step 2. Specify Backup Job Name

At this step of the wizard, specify a name and description for the backup job.
1. In the Name field, enter a new name for the backup job.

2. Inthe Description field, enter a description (optional).

MEW BACKUP JOB

Specify job name and description

Marne:

| Full Backup

Description:

Initial Backup

Back et | | Cancel
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Step 3. Select Objects to Back Up

At this step of the wizard, select objects that you want to back up.

In Veeam Backup for Microsoft Office 365, you can select to back up an entire organization or specify users,
sites, groups and organizations.

To select objects to back up, do the following:
1. Select the Backup the following objects option.

2. Click Add.

MEW BACKUP JOB

Select objects to back up

| Back up entire organization
'@ Back up the following chjects:

Add...
OBJECT 1 TYPE PROCESS k

Edit...

Remove

3. Inthe Add Objects window, select users, groups, sites and organizations that you want to back up.

To add objects of different types, use the switch group in the upper-right corner.

To quickly find necessary objects, use the search field at the bottom.

4. Click Add.
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4.

ADD OBIECTS

Select objects: Q :l ﬁﬁ

4 ﬁg On-Premises Microsoft SharePoint
DE‘. Personal Sites
bl:l E Accounting
4 ﬂ Cevelopment
¢ [v] B Builds
P E Distributives
P E Releases
P ﬂ Sources
bl:l E Marketing
» D H Production
Pl:l E Purchasing

1 site selected

[Type in an object name to search for] |

Add || Cancel |

NOTE:

Mind the following:

You can create only one entire organization backup job per organization.

Objects that are already processed by any of your backup jobs will be skipped from the entire
organization processing list.

Due to possible access limitations some Sites objects might be unavailable.

Due to Microsoft limitations, you cannot add the following objects for Microsoft Office 365
organizations with enabled security defaults: Discovery Search Mailboxes, Public Folder Mailboxes
and Dynamic Distribution Groups.

When you add an Organization object type, processing options are applied to all users, groups and
sites in the selected organization.

If you want to specify processing options, select an object in the table, click Edit and in the Edit
Processing Options window, select options that you need.

For more information about available object types and their processing options, see Organization Object
Types.
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NOTE:

You cannot edit processing options of the Sites and Public Mailbox objects.

EDIT PRS

Specify processing options:

Mail

D Avrchive
Orelrive
[] site

| oK || Cancel |

To remove an object from the list, select it and click Remove.

UP IOB
Select objects to back up
| Back up entire organization
®) Back up the following objects:
Add...
OBJECT T TYPE PROCESS
aa Administratar (T} User All
o] Best Plan 0365 Group All
.‘f] Enclosed Graup D365 Group All
Back | | Mt | | Cancel
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Step 4. Select Objects to Exclude

At this step of the wizard, select objects that you do not want to back up.

To exclude an object, click Add and select users, groups and sites that you do not want to back up.

NOTE:

Due to Microsoft limitations, Veeam Backup for Microsoft Office 365 does not back up the following objects
for Microsoft Office 365 organizations with enabled security defaults: Discovery Search Mailboxes, Public

Folder Mailboxes and Dynamic Distribution Groups.

MNEWY BACKLUP 10B
Select objects to exclude
Add...
OBIECT T TYPE EXCLUDE
;;-. ExploreGroup Distribution Group All Edit...
;ﬂ Group ABC Security Group All
Rermowve
| Back | | Mt | | Cancel |

If you want to specify exclusion options, select an object in the table, click Edit and in the Edit Processing
Options window, select options that you need.

For more information about available object types and their exclusion options, see Organization Object Types.

NOTE:

You cannot edit exclusion options of the Sites and Public Mailbox object types.

The following is an example where the Mail, Archive and Site objects are excluded from the backup for the
Administrator (IT) user; Veeam Backup for Microsoft Office 365 will only back up OneDrive data for this user.
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Specify exclusions:

Select objects to exclude

bail
Archive
Add..,
OBJECT T [] oneDrive
Site Edit..

:. Administrator {IT)

ik

Remuowve

| QK || Cancel |

| |21 3 | | TUEAT I I Cancel

To see what objects are excluded, refer to the Exclude column. As per example, the excluded objects are Mail,
Archive and Site.

LP IGE

Select objects to exclude

Add...
QBJECT T TYPE EXCLUDE

an Administratar (IT) User Mail/frchivefSite Edit...

Remaowe
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Step 5. Specify Backup Proxy and Repository

At this step of the wizard, specify a backup proxy server that you want to use to process data during a backup
session and a backup repository where you want to keep your backups.

To specify a backup proxy server and backup repository, do the following:

1. From the Backup proxy drop-down, select a backup proxy server that you want to use to process data
during a backup session.

2. From the Backup repository drop-down, select a backup repository to which you want to save your data.

You can select a standard backup repository or backup repository that was extended with object
storage.

When selecting a backup repository that was extended with object strange, all data will be compressed
and backed up directly to object storage; Veeam Backup for Microsoft Office 365 saves only cache to

the extended backup repository.

MEW BACKUP JOB

Specify backup prowxy and repository

Backup prosy:

| E storagel tech.local (Rermote) w |

Backup repository:

| Retnote Backup Repository (Rermote Storage) v |

£ 84.7 GB free of 126.7 GB

Back || Text | | Cancel
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Step 6. Specify Scheduling Options

At this step of the wizard, configure a schedule for the backup job.
To configure a schedule, do the following:
1. Select the Run the job automatically check box and customize a schedule for your backup job.
You can select:
o Daily at this time
Select this option if you want to run the job daily at the specified hours.
o Periodically every
Select this option if you want to run the job every Aminutes.

2. Select the Retry failed objects processing check box and specify the maximum number of retry
attempts. You can also set an interval before attempting subsequent retries.

3. Select the Terminate job if it exceeds allowed backup window check box, click Window and specify
allowed and prohibited hours for the backup job. For more information, see Selecting Time Periods.

4. Select the Start the job when | click Create check box if you want to start a backup job upon completion
of the wizard.

If you do not want to start the job immediately, you can start it later. For more information, see Starting
Backup Job.

MEYWY BACKLIP 10O

Select scheduling aptions

Run the job automatically

®) Daily at this tirme: |2:UU P : || Everyday v

! Periodically every: 5 ominutes

Retry failed ohjects processing: tirnes

Witait before each retry attermpt for | 10 : Frinutes

Terrinate the job if it exceeds allowed backup window

Stattthe job when | click Create

| Back || Create | | Cancel

Selecting Time Periods

When you click Window, the Time Period dialog appears in which you can:
= Set the Permitted execution time frame for the backup job.
= Set the Denied execution time frame for the backup job.

The main area of the dialog is divided into two axes:
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» The vertical axis represents days of the week from Sunday to Saturday.
» The horizontal axis represents time intervals from 12 AM to 11:59 PM.

Within these axes a matrix is placed consisting of blocks. Each block represents a 59 minutes interval for each
day of the week. The total number of blocks is 168 (24 blocks per each day of the week).

To set up an execution frame for the backup job, do the following:

1. Select a block that corresponds to the day of the week (vertical axis) and to the time interval (horizontal
axis) on which you want to allow or prohibit the execution of a backup job.

In addition, you can:

o Select multiple blocks simultaneously by clicking and holding the mouse pointer on the first
block and dragging it until the last one that you want to use, including different days of the
week.

o Click a day of the week in the vertical axis to select all the blocks of the day thereof.
o Click Allin the vertical axis to select all the blocks of the entire week.

2. On theright-hand side, select either the Permitted or Denied option to set up the execution rule for the
selected blocks.

The following is an example in which it is prohibited to run a backup job on the following days of the week:
= Monday from 03:00 AM up until 09:59 AM.
*  Thursday from 02:00 PM up until 08:59 PM.

TIME PER

(

12020 deGe Bul0et2e 20 du Gn Bo10012

| Permitted

® Denied

Thursday frorm 02:00 PhA o 08:59 PRA

0K | | Cancel
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Managing Backup Jobs

You can manage backup jobs that you created in Veeam Backup for Microsoft Office 365. You can edit the
settings of a backup job, start, stop, disable, remove backup jobs, and so on.
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Starting Backup Job

To start a backup job, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization.
Select the root Organizations node to see backup jobs of every organization added to the scope.
3. Inthe preview pane, select a backup job.
4. Onthe Jobs tab, click Start on the ribbon.

Alternatively, in the preview pane, right-click a backup job and select Start.
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Stopping Backup Job

When Veeam Backup for Microsoft Office 365 stops a backup job, it freezes the current backup state preserving
what has already been backed up so that you can continue where you left off. To continue, use the Start
command, as described in Starting Backup Job.

To stop a backup job, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization.
Select the root Organizations node to see backup jobs of every organization added to the scope.
3. Inthe preview pane, select a backup job.

4. On the Jobs tab, click Stop on the ribbon.

Alternatively, in the preview pane, right-click a backup job and select Stop.
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Enabling/Disabling Backup Job

This section explains how to enable or disable a backup job.

Consider the following:

= If a backup job is enabled, it can be executed on schedule.

if a backup job is disabled, it cannot be executed on schedule but can be executed manually, using the
Start command.

To enable or disable a backup job, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization.

Select the root Organizations node to see backup jobs of every organization added to the scope.

3. Inthe preview pane, select a backup job.

4. On the Jobs tab, click Enable/Disable on the ribbon.

Alternatively, in the preview pane, right-click a backup job and select Enable/Disable.
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Editing Backup Job Settings

To edit settings a backup job, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization.

Select the root Organizations node to see backup jobs of every organization added to the scope.

3. Inthe preview pane, select a backup job.

4. On the Jobs tab, click Edit on the ribbon.

Alternatively, in the preview pane, right-click a backup job and select Edit.

5. Modify settings as required.
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Removing Backup Job

This section explains how remove a backup job from the Veeam Backup for Microsoft Office 365 configuration.

NOTE:

Consider that when removing a backup job from the configuration, the backup data will not be removed.

To remove a backup job from the Veeam Backup for Microsoft Office 365 configuration, do the following:

1. Open the Organizations view.
2. Intheinventory pane, select an organization.

Select the root Organizations node to see backup jobs of every organization added to the scope.
3. Inthe preview pane, select a backup job.

4. On the Jobs tab, click Remove on the ribbon.

Alternatively, in the preview pane, right-click a backup job and select Remove.
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Exploring Backup Job

To open backups created by Veeam Backup for Microsoft Office 365, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization.
Select the root Organizations node to see the backup jobs of each organization added to the scope.
3. Inthe preview pane, select a backup job.

4. On the Jabs tab, click Explore on the ribbon and select Explore latest <product> state of
<date_and_time> or Explore <product> point-in-time state.

Alternatively, in the preview pane, right-click a backup job and select Explore latest <product> state of
<date_and_time> or Explore <product> point-in-time state.

5. Proceed to Data Restore.
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Upgrading Backup Job

After you install a new version of Veeam Backup for Microsoft Office 365, the existing backup jobs that were
created with version 2.0 and have more than 20 Microsoft SharePoint sites must be upgraded manually.

To upgrade backup jobs, do the following:

1. Open the Organizations view.

2. Intheinventory pane, select the Out of Date node.
3. Inthe preview pane, select a backup job.

4. On the Jabs tab, click Upgrade on the ribbon.

Alternatively, in the preview pane, right-click a backup job and select Upgrade.
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Data Restore

To restore data, you can use the abilities of Veeam Explorers, as described in:

= Veeam Explorer for Microsoft Exchange

To explore and recover Microsoft Exchange mailboxes, folders, messages, tasks, contacts and items.

= Veeam Explorer for Microsoft SharePoint

To explore and recover Microsoft SharePoint sites, libraries and items.

= Veeam Explorer for Microsoft OneDrive for Business

To explore and recover Microsoft OneDrive for Business items and folders.
To launch Veeam Explorers, use the Explore option, as described in the following sections:

= Exploring Backup Jobs
To open backups created by the selected backup job.
= Exploring Single Organization
To open backups created by all backup jobs of the selected organization.

= Exploring All Organizations

To open backups of all organizations.
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Exploring Backup Jobs

When exploring backup jobs, Veeam Backup for Microsoft Office 365 loads the latest restore point that was
created by the selected job.

The following is an example of exploring the Backup Job 2from the Repository 2. This job has three restore
points created on January 20, January 27 and February 4. In such a scenario, Veeam Backup for Microsoft Office
365 loads only the latest one (created on February 4) into the Veeam Explorer scope.

Repository 1, Backup Job 1 - --

Jan 21 Jan 28 Feb 3

Explore latest Exchange state of
al s
- Tuesday 2/4/2019, 4:45 PM
Reposito Backup Job 2 ¥ '
v i Jan 20 Jan 27 Feb 4

Jan 20 Jam 27 Jan 28

Repository 3, Backup Job 3

To open backups created by the selected backup job, do the following:
1. Open the Organizations view.
2. Intheinventory pane, select an organization that contains backups that you want to open.

3. Inthe preview pane, select a backup job and click Explore on the ribbon, or right-click a backup job and
select either of the following options:

a) Explore latest <Product> state of <date_and_time>. To explore the latest backup state.

b) Explore point-in-time state. To select a point-in-time state. For more information, see
Exploring Point-In-Time.
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Exploring Single Organization
When exploring a single organization, Veeam Backup for Microsoft Office 365 merges and loads the latest

restore points that have been created by each backup job of the selected organization.

The following is an example of exploring a single organization with backups that are stored in three different
backup repositories. In such a scenario, the following restore points will be merged and loaded into the Veeam
Explorer scope:

»  For Repository 7only the restore point created on February 3.
= For Repository 2only the restore point created on February 4.
= For Repository 3 only the restore point created on February 3.
NOTE:
Consider that if you have removed a backup job from the Veeam Backup for Microsoft Office 365 backup

configuration, the backup data created by such a job continues to remain in a backup repository and is also
loaded into the Veeam Explorer scope.

Repository 1 Gl
Jan 21 Jan 28 Feb 3
- - - p Explore latest Exchange state of
Repository 2 Tuesday 2/4/2019, 4:45 PM
Jan 20 Jan 27 -L/
Repository 3 -
Jan 20 Jan 27 Feb 3

To open backups created by all backup jobs of the selected organization, do the following:
1. Open the Organizations view.
2. Intheinventory pane, right-click an organization and select either of the following options:
a) Explore latest <Product> state of <date_and_time>. To explore the latest backup state.

b) Explore point-in-time state. To select a point-in-time state. For more information, see
Exploring Point-in-Time.
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Exploring All Organizations

When exploring all organizations, Veeam Backup for Microsoft Office 365 merges and loads the latest restore
points of each backup job of every organization.

The following is an example of exploring two organizations 4 and B. An organization A has three backup jobs
and an organization B, two backup jobs.

When exploring an organization A, the following restore points will be merged and loaded into the Veeam
Explorer scope:

= For Repository 7only the restore point created on February 3.
= For Repository 2only the restore point created on February 4.
= For Repository 3 only the restore point created on February 3.

When exploring an organization 5, the following restore points will be merged and loaded into the Veeam
Explorer scope:

»  For Repository 2only the restore point created on February 3.

= For Repository 2only the restore point created on January 24.

NOTE:

Consider that if you have removed a backup job from the Veeam Backup for Microsoft Office 365 backup
configuration, the backup data created by such a job continues to remain in a backup repository and is also
loaded into the Veeam Explorer scope.

Repository 1 - -
Jan 21 Jan 28 Feb 3
Organization & Repository 2 - S
Jan 20 lan 27 Feb 4
Repository 3
Jan 20 Jan 27 Feb 3 Explore latest Exchange state
of Tuesday 2/4/20189, 4:45
PM
Repository 1D s
Jan 21 Jan 24 Feb 3
Organization B
Repository 2
Jan 22 Jan 24

To open backups of all organizations, do the following:
1. Open the Organizations view.
2. Right click the root Organizations node and select either of the following options:

a) Explore latest <Product> state of <date_and_time>. To explore the latest backup state.
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b) Explore point-in-time state. To select a point-in-time state.

Exploring Point-in-Time.

VIEW

VEEAM BACKUP FOR MIC

SOFT OFFICE

For more information, see

& ol

Add Edit Remowe Backup | Explore Reports
Org Org Org v v

Organization Jobs  Integration Reporting
ORGAMIZATIONS NAME T STATUS
Primary Backu Success
4 HC izati Q 24 P

ﬁ"’ Add organization...

= Explore latest Exchange state of Wednesday 10/23/2019, 12:46 AM
‘ 'ré L"E Explore Exchange point-in-time state..,

Ex__\ Explore latest SharePoint state of Wednesday 10/23/2019, 12:46 AM
FE Explore SharePoint point-in-time state..,

4% Explore latest OneDrive state of Wednesday 10/23/2019, 12:46 AM

)

Explore OneDrive point-in-time state..,

ﬁﬁ ORGANIZATIONS

g BACKUP INFRASTRUCTURE

D?é HISTORY

Transferred: 247.8 MB (998 items) at 543....

LAST BACKUP NE
10/23/2019 12:46 AM 10/4
>
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Exploring Point-In-Time
When exploring a point in time state, choose a backup state that you want to open:

= Use the latest available state.

Select this option to load the latest state of items in the backup file.

= Use the following point in time.

Select this option to load a backup as of the selected date.
To view historic data, select the following check boxes:
= Show items that have been deleted by user.
Select this option to show items that have been removed by the user.
= Show all versions of items that have been modified by user.

Select this option to show all versions of items that have been modified by the user.

Specify pointin time

Specify point in tirme you want to open in Veearn Explorer for Microsoft Exchange:

Use the latest available state

® Use the following point in tirme:

P

Monday, December 17, 218 43734 A [0

Use these eDiscovery settings to find rmailboe iterms wehich are no longer present in the selected state,
Enabling these options rmay sighificantly increase the amount of data returned by queries,

Show iterns that have been deleted by user
Showe all wersions of iterns that have been modified by user

Back Finish | | Cancel
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Backup and Restore Statistics

Each backup or restore session saves its results and metrics to the Veeam Backup for Microsoft Office 365
configuration database.

To review backup and restore sessions, go to the History view and select either of the following nodes:
= Jobs > Backup. To see both completed and running backup sessions.
= Restore. To see Veeam Explorers restore sessions.

To stop a running session, select it in the preview pane and click Stop on the ribbon. For more information, see
Stopping Backup Job.

To review session results of only particular type, use the Success, Warnings or Errors check boxes at the bottom.

HISTORY
Stop
Sessions
HIETORY MARE ORGAMIZATION SESSION TYPE STATUS DETAILS
-r'J " Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup o Success Transferred: 0 B (0 iterns) at 0 Bfs (D ite...
PR -
‘J;'SE 5 Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup Q Success Transferred: 0B {0 iterns) at 0B/ (D ite..
-r_ Ra ackup Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup Q Success Transferred: 0B (0 iterns) at 0B/ (D ite..
@ Restore Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup Q Success Transferred: 1159 KB {1 itern) at 2.8 KB/,
Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup Q Success Transferred: 288.5 KB {4 iterns) at 9.3 KB/,
Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup Q Success Transferred: 235.5 KB (2 iterns) at 9.8 KB/,
Complete Backup (Incrernental) Office365.0nmicrosoft.com Backup o Success Transferred: 0B (0 iterns) at 0B/ (D ite..
Complete Backup {Incremental) Office362.0nmicrosoft.com Backup Q Success Transferred: 204.9 KB (3 iterns) at 6.5 KB/,
Complete Backup {Incremental) Office363.0nmicrosoft.com Backup Q Success Transferred: 0 B {0 iterns) at 0 B/fs (Qite...
Complete Backup {Incremental) Office365.0nmicrosoft.com Backup Q Success Transferred: 0B {0 iterns) at 0 B/fs (Oite...
Complete Backup {Incremental) Office363.0nmicrosoft.com Backup Q Success Transferred: 0 B {0 iterns) at 0 B/fs (Qite...
Complete Backup {Incremental) Office365.0nmicrosoft.com Backup Q Success Transferred: 0B {0 iterns) at 0 B/fs (Oite...
Complete Backup {Incremental) Office363.0nmicrosoft.com Backup ﬂ Success Transferred: 114.4 KB {d7 iterms) at 3.3 K.,
Complete Backuo {Incrementaly Office363.0nmicrosoft.com Backun ) Success Transferred: 0B (0 iterns) at 0B/s (Qite...
>
STATUS DATA, SURARAARY
Session status: Success Processing rate: 0B/s (D items/s) Duration: 00:2a
Bottleneck: TrE Read rate: 0B/s Objects: 1of1
Wiftite rate: Q0 B/s Transferred: 0B (Qiterns processed)
ﬁﬁ ORGANZATIONS ACTION DURATICHN
o o Job started at 83072019 12:51:57 AM
E BACKLPR INFRASTRUCTLIRE o Connected to arganization 00:08
o Mo excluded objects found v
@ (ALY Errors Mifarnings Success
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Viewing Backup Session Metrics

You can view backup sessions as either of the following steps describes:

= Open the Organizations view and in the inventory pane, select an organization and then select a backup
job in the preview pane.

=  Open the History view and in the inventory pane, select the Jobs > Backup node and then select a
backup session in the preview pane.

STATUS DATA, SURMMLARY

Session status: Success Frocessing rate: QB/fs (Diterms/s) Duration: 2 minutes, 58 secands
Bottleneck: Target Read rate: 09,7 KBSs Objects: Daf 9

Last backup: a0z, ifrite rate: 0B/s Transferred: 0B (Qiterns processed)

Metrics of a backup session consist of the following sections:
» The Status section that shows the following fields:
o Session Status. The current state of the selected backup job.

o Bottleneck. A bottleneck value.
This value might be: Detecting, Source, Target and N\A.

e Detecting state is displayed when a backup job is started and Veeam Backup for
Microsoft Office 365 has not calculated the bottleneck value.

e Source state is displayed when a bottleneck occurs during download.

For example, if you have a slow connection or problems occur on the internet
provider side and your connection speed drops significantly, the bottleneck value will
topically be shown as Source.

e Target state is displayed when a bottleneck occurs during writing data to disk.

For example, if you are using a hard drive that is fragmented or an old type of the
hard drive, the bottleneck value will typically be shown as Target.

e N\Astate is displayed when no bottleneck occurs.

o Last Backup. The date and time of the last backup session.
* The Data section that shows the following fields:

o Processing rate. Shows the processing rate.

o Read rate. Shows the download speed.

o Write rate. Shows the writing speed.
»=  The Summary section that shows the following fields:

o Duration. The duration of the backup session.

o Objects. Shows how many objects have been backed up during the session.

An object is an OneDrive account, SharePoint site, mailbox and archive mailbox, including
group mailboxes, public folders and discovery search mailboxes.

o Transferred. Shows how many bytes have been downloaded.
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Viewing Restore Session Metrics

To review restore session metrics, do the following:
1. Open the History view.
2. Intheinventory pane, select the Restore node.

3. Inthe preview pane, select a restore session.

IMFO ITATUS

Marne: SharePaint restare (Job: Complete Backup - 94472019 3:00... Status: Success

Session type: Restare Start Tirne: Q/5/2019 2:22 Ak
Initiated by: EPSILONYAdministratar End Tirne: 9/5/2019 3:30 Ak

Metrics of a restore session consist of the following sections:
* The Info section that shows the following fields:
o Name. The name of the restore session.
o Session Type. The session type.
o Initiated by. The user name under which the session has been executed or is still in progress.
» The Status section that shows the following fields:

o Status. The status of the session.

Can be Success, Warning or Error.
o Start Time. The start time of the session.

o End Time. The end time of the session.
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Reporting

Continue with this section to learn how to create the following data protection reports:
= Mailbox Protection Reports
= Storage Consumption Reports

= License Overview Reports
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Creating Mailbox Protection Reports

Mailbox Protection reports show statistical information on protected and unprotected mailboxes of your
Microsoft Office 365 and on-premises Microsoft Exchange organizations.

Each report consists of the following fields and shows information per mailbox.

Field Description

Description Shows a description of the report.

Reporting Date Shows the date when the report was created.

License Information Shows the product name and a license type.

Summary Shows the total number of protected and unprotected

mailboxes per each organization added to the scope:

= A mailbox is considered protected if it was backed
up at least once within the last 31 days.

= A mailbox is considered unprotected if it was not
backed up at least once within the last 31 days, or if
it was not backed up at all.

The following types of mailboxes are included in the report:

= Group mailbox

= Public mailbox

= Shared mailbox

= Resource (Equipment and Room) mailbox

Renamed organizations will be shown with their original names.
For more information about renaming organizations, see
Renaming Organizations.

To generate a report, do the following:

1.
2.

Open the Organizations view.

In the inventory pane, select an organization for which to create a report.

You can also select the root Organizations node to generate a report for all organizations added to the
scope.

In the Organizations view, on the Home tab, select Reports > Mailbox Protection.

Click Browse to specify a location to save the report.

Use the Save as type drop-down list in the Save As dialog to specify the format (.pdfor .csv) in which to
save the report.

Select the Open report after publishing check box to open the generated report using the default
application.

Click Finish.
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GEMERATE RE

Specify report parameters

Reporting date: 12/21/2018

Save as!

Cpen report after publishing

Back Finish | | Cancel
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Creating Storage Consumption Reports

Storage Consumption reports show statistical information on used space in backup or object storage

repositories.

Each report consists of the following fields and shows information per repository.

Field

Description
Reporting Interval
License Information

Summary

Top 5 repositories by storage usage

Top 5 repositories by growth

Daily Change Rate (in GB)

Repository Growth (in GB)

Consider the following:

Description

Shows a description of the report.

Shows the time interval for which the report was generated.

Shows the product name and a license type.

Shows occupied storage space of all backup repositories added
to the scope.

Shows top 5 repositories the backup data on which occupies the
most disk space.

Shows top 5 repositories in which the space is occupied most
frequently.

Information is shown per standalone backup repositories and
backup repositories that were extended with object storage. For
extended backup repositories, Veeam Backup for Microsoft
Office 365 shows the following statistical information:

= Used space that is occupied by cache.
= Used space that is occupied by backup data in
object storage.

= Repositories that have no statistical information will not be included in the report.

No information is available when:

o You have added a new backup repository, as described in Adding Backup Repositories.

Since nothing has been placed to a backup repository after it was added, no statistical
information is available, therefore, this repository will not be included in the report.

o You have upgraded a previous version of Veeam Backup for Microsoft Office 365 with a newer
one, as described in Upgrading to Veeam Backup for Microsoft Office 365 4.0.

In this case, all backup repositories in your environment will be excluded from the report.

= Repositories whose Daily Change and Total Size values are less than TOMB will not be included in the

report.

For example, a report is said to be built starting from 07/07/2079to 31/01/2079 and the period from
07/01/2019to 09/01/2019is empty (both the Daily Change and Total Size values are less than 10MB).
In this scenario, such a report will only be showing statistical information starting from 70/01/20179.

To generate a report for each organization added to the scope, do the following:
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1. Open the Organizations view.

On the Home tab, select Reports > Storage Consumption.

Specify a time interval.

oW

Click Browse to specify a location to save the report.

Use the Save as type drop-down list in the Save As dialog to specify the format (.pdfor .csv) in which to
save the report.

5. Select the Open report after publishing check box to open the generated report using the default
application.

6. Click Finish.

GEMERATE REFORT

Specify report parameters

Specify reporting intersal

Frarm: To
Wednesday, November 21, 2018 ()| | Friday, December 21, 2018 e
Save as

Cpen report after publishing

Back Finish | | Cancel
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Creating License Overview Reports

License Overview reports show statistical information on how many licenses are in use and by which
organization.

Each report consists of the following fields and shows information per organization consuming the license.

Field Description
Description Shows a description of the report.
Reporting Interval Shows the time interval for which the report was generated.
License Information Shows the following:

=  Product name

= Company name

= License type

=  License expiration date

=  Support identification number
Summary Shows how many licenses are in use, including trial licenses.
Top 5 organizations per license usage Shows top 5 organizations that consume the license the most.

NOTE:

When using a rental license, License Overview reports also show a number of trial licenses per each
organization. For more information, see Rental License.

To generate a report for each organization added to the scope, do the following:

1. Open the Organizations view.

2. Onthe Home tab, select Reports > License Overview.
3. Specify a time interval.

4. Click Browse to specify a location to save the report.

Use the Save as type drop-down list in the Save As dialog to specify the format (.pdfor .csv) in which to
save the report.

5. Select the Open report after publishing check box to open the generated report using the default
application.

6. Click Finish.
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Specify report parameters

Specify reporting intersal
Fram: To:

|Wednesday, Maovember 21, 2018 | |Friday, December 21, 2018

Save a3

|C:\LIsers\,ﬂ.dministrator\Documents\LicenseOverviewReport_Em8_12_21_06_44_29.[3-:{ | Browwse...

Cpen report after publishing

Back Finish | | Cancel
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Log Files Export

This section explains how to collect log files that help you troubleshoot unexpected errors when working with
Veeam Backup for Microsoft Office 365.
To collect log files, do the following:

1. In the main menu, click Help and Support > Support Information.

2. Select the Collect logs option.
To enable extended logging mode, select Configure extended logging and proceed with the Configuring

Extended Logging Mode section.

SUPPORT INFORMATION

Select action to perform

® Collectlogs
| Configure extended logging

Back | Mext | | Cancel

3. Select system components for which to obtain log files.

SUPPORT IMFORMATION

Exportlogs for selected components

SERVER COMPOMENTS
EPSILGN Preoy
EPSILOMN Server, Console
storagel.tech.local Prosey

| Back Mext | | Cancel

4. Specify a time period for log export:
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o Select the Collect logs for the last N days option to specify the number of days for which to
export your log files.

o Select the Collect logs for the specified time period option to set up a period for log files
export.

o Select the Collect all logs option to export all existing log files regardless of the time period.

SUPPORT IMFO

Specify the time period to perform logs export for

) Collect logs forthe last 7 days

'@ Collect logs for the specified tirme period

P

Frarm: |Wednesday, Decermber 12, 2018 [0 | to |Thursday, Decernber 13, 2018 ﬁ

4 December 2018 4
| Collect all logs

Su Mo Tu We Th Fr Sa

25 26 &7 & & 30 1
2 3 4 &5 & 7 8
9 W 1 o1z 14 15
16 17 12 19 @
2z 24 25 2O BN
oA 12 3

| Back || Mext | | Cancel

5. Specify the path and click Finish.

SUPPORT IMFO

Select location to export the logs to

Path:
(oY | | Browwse

Back || Finish | | Cancel
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Configuring Extended Logging Mode

Extended logging mode augments log records collected by default and adds additional information on
execution results that you might want to review to troubleshoot unexpected application errors.

After enabling extended logging mode, you can go back to the application and perform required actions, then
collect logs, as described in Log Files Export.

To configure extended logging mode, do the following:
1. In the main menu, click Help and Support > Support Information.

2. Select the Configure extended logging option.

SUPPORT IMFORMATION

Select action to perform

| Collect logs
'@ Configure extended logging

Back | It | | Cancel |

3. Select components (local or remote) to which you want to apply extended logging mode.

SUPPORT IMFORMATION

Enable extended logging for selected components

SERVER COMPOMENTS
EPSILON Preoxy
[ ] EPSILON Server, Console
storagel.tech.local Prosey

Back || Finish | | Cancel
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Office 365 Backup as a Service

This section explains how to configure Office 365 Backup as a Service for service providers and tenants.
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For Service Providers

To configure Office 365 Backup as a Service for service providers, do the following:

1.

Install Veeam Backup for Microsoft Office 365 on a server with Veeam Backup & Replication with the
enabled Cloud Connect feature.

For more information, see the Deployment section of this guide and the Installing Veeam Backup &
Replication section of the Veeam Backup & Replication User Guide.

Install Veeam Backup & Replication and Veeam Backup for Microsoft Office 365 licenses.

For more information, see the Licensing for Service Providers section of the Veeam Cloud Connect
Administrator Guide and the Licensing and License Types section of this guide.

Configure a TLS certificate, as described in the Managing TLS Certificates section of the Veeam Cloud
Connect Administrator Guide.

Without a certificate, you will not be able to add a Cloud Gateway component.

Configure a cloud gateway, as described in the Adding Cloud Gateways section of the Veeam Cloud
Connect Administrator Guide.

Add new tenants, as described in the Registering Tenant Accounts section of the Veeam Cloud Connect
Administrator Guide.

Configure your Veeam Backup for Microsoft Office 365 environment, as described in Configuring Veeam
Backup for Microsoft Office 365.

A service provider can use Veeam Backup for Microsoft Office 365 RESTful API to build a web portal that will
allow tenants to browse and restore their backups without using Veeam Explorers. For more information. see
RESTful API reference.

NOTE:

Consider the following:

Make sure to install Veeam Explorer for Microsoft Exchange, Veeam Explorer for Microsoft
SharePoint and Veeam Explorer for Microsoft OneDrive for Business that come as part of the
Veeam Backup for Microsoft Office 365 4.0 distribution package.

Make sure to install Veeam Backup for Microsoft Office 365 on a server with

Veeam Backup & Replication 9.5 Update 4 or higher.
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Configuring Veeam Backup for Microsoft Office
365

For more information on how to configure Veeam Backup for Microsoft Office 365 for service providers, see the
following sections:

= Configuring Veeam Backup for Microsoft Office 365 Environment
To learn how to configure Veeam Backup for Microsoft Office 365 settings.
= Configuring Authentication Settings
To learn how to allow tenants to perform self-restore procedures.
= Configuring Backup Proxy Servers
To learn how to configure backup proxy servers.
= Configuring Backup Repositories
To learn how to configure backup repositories.
= Microsoft Organizations Management
To learn how to add tenants organizations to the Veeam Backup for Microsoft Office 365 scope.

= Data Backup

To learn how to back up data of your tenants.

NOTE:

As a service provider, you must obtain Microsoft organization credentials of your tenants. The same
credentials will be used by tenants to connect to the Veeam Backup for Microsoft Office 365 server of a
service provider via Veeam Explorers for self-service recovery.
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For Tenants

To configure Office 365 Backup as a Service for tenants, do the following:

1. Add a service provider in Veeam Backup & Replication, as described in the Connecting to Service
Providers section of the Veeam Cloud Connect User Guide.

2. Add backups to the Veeam Explorer scope, as described in Exploring Backups in Veeam Explorers.

NOTE:

Mind the following:

= Make sure to install Veeam Explorer for Microsoft Exchange, Veeam Explorer for Microsoft
SharePoint and Veeam Explorer for Microsoft OneDrive for Business that come as part of the
Veeam Backup for Microsoft Office 365 4.0 distribution package.

= By default, tenants are not able to restore anything without the service provider assistance. To be
able to perform self-service recovery procedures, a service provider must configure authentication
settings for tenants, as described in Configuring Authentication Settings.

= Tenants must provide service providers with their Microsoft organization credentials. Tenants can
use the same credentials when adding a Veeam Backup for Microsoft Office 365 service provider
server to the Veeam Explorers scope, as described in Working with Backups in Veeam Explorers.
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Exploring Backups in Veeam Explorers

To explore backups located on the service provider side, add such backups in Veeam Explorers, as described in:
= Adding Organization Backups in Veeam Explorer for Microsoft Exchange
= Adding Organization Backups in Veeam Explorer for Microsoft SharePoint

= Adding Organization Backups in Veeam Explorer for Microsoft OneDrive for Business

NOTE:

Make sure to have access to the service provider server to be able to explore your backups. Access can be
granted, as described in Configuring Authentication Settings.
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Veeam Explorer for Microsoft Exchange

Veeam Explorer for Microsoft Exchange allows you to restore and export Microsoft Exchange data from backups
created in Veeam Backup for Microsoft Office 365 and Veeam Backup & Replication.

You can also compare data with the production environment to tack differences in your backups and on
production servers. In addition, you can save data from backups to a local computer and send data from backups
via email.
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Planning and Preparation

Continue with this section to learn how to configure your environment before start using Veeam Explorer for
Microsoft Exchange.
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Used Ports

Consider opening the following ports to perform a restore.

From

Veeam
Backup Server
/ Standalone
Console

To Protocol Port Notes

Microsoft Exchange TCP 80, 443 WebDAYV connections
2003/2007 CAS Server

Microsoft Exchange TCP 443 Microsoft Exchange web services

2010/2013/2016/2019 CAS
Server

connections
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Required Permissions

The following table lists required permissions for a restore.

Operation Required Roles and Permissions

Restore to Microsoft | To restore data to Microsoft Office 365 and on-premises Microsoft Exchange, make sure to

Office 365 and on- configure user accounts as follows:
premises Microsoft
Exchange Restore to a Public Folder

= The account being used must own a mailbox on a target Microsoft Exchange server.

=  The account must be assigned the Organization Managementrole on a target
Microsoft Exchange server. See Assigning Organization Management Role.

= Torestore /n-Place Hold /tems to the original location:
If the /n-Place Hold Items folder already exists, make sure the account being used can
create, modify and delete items. If the /n-Place Hold Items folder does not exist, the
account being used must be able to create folders under the A/l Public Folders root
node.

Restore to a Mailbox

= |f the account owns a mailbox, make sure it has Full Access.

=  |If the account does not own a mailbox, then access must be granted through
impersonation. See Granting Full Access.

Examples

Assigning Organization Management Role

To assign the Organization Management role, use the following cmdlet.

Add-RoleGroupMember “Organization Management” -Member “<user account>”

For more information about the Add-RoleGroupMember cmdlet, see this Microsoft article.
Granting Full Access
To grant Full Accessto the account that owns a mailbox, use the following cmdlet.

Add-MailboxPermission -Identity “<target mailbox>"” -User "“<user account>" -
AccessRights FullAccess —-InheritanceType All

For more information about the Add-MailboxPermission cmdlet, see this Microsoft article.

To grant Full Accessto the account that do not own a mailbox (i.e. through impersonation), use the following
cmdlet.

New-ManagementRoleAssignment -Name "<role name>" -Role ApplicationImpersonation -User
"<user account>"
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For more information about the New-ManagementRoleAssignment cmdlet, see this Microsoft article.

Recalling Given Permissions

To recall given access level, run either of the following cmdlets.

Remove-ManagementRoleAssignment "<role name>"

Remove-ManagementRoleAssignment -Identity <role name>
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Considerations and Limitations

This section lists considerations and known limitations of Veeam Explorer for Microsoft Exchange.

General

=  When Veeam Explorer for Microsoft Exchange is installed on a server on which both Veeam Backup &
Replication and Veeam Backup for Microsoft Office 365 are installed, the notification settings will be
inherited from the Veeam Backup and Replication Global Notification settings.

Restore

= Veeam Explorer for Microsoft Exchange does not support restore via PSDirect, VIX or Sphere API.

* Sending objects that exceed 3MB in size may fail. To fix this issue, install this Microsoft update.

= Multiple restore is not supported for public folders. Use per-object restore.

= Torestore /n-Place Hold Items or Litigation Hold Items to the original location, consider the following:

o In-Place Hold Itemsrestore is not supported for On-Premises Exchange Server 2013 due to
EWS limitations.

o Torestore /n-Place Hold /tems of Exchange 2016 mailboxes, these mailboxes must have /-
Place Hold enabled and applied at least once with DiscoveryHolds system folder creation.
Otherwise, restore will fail with the following error:

"Failed to restore In-Place Hold Items. Restore of In-Place Hold Items into Exchange 2013 is
not supported".

For information on enabling /n-Place Hold and Litigation Hold, see this Microsoft article.

NOTE:

To use an internet proxy server to restore backups created in Veeam Backup for Microsoft Office 365, make
sure to provide appropriate proxy server address and the port number. For that, go to the Control Panel >
Internet Options Connections tab, click LAN Settings, select the Use a proxy server for your LAN check box
and specify a proxy server you want to use. Credentials for such a proxy (if needed) will be taken from the
Control Panel > Credential Manager > Windows Credentials console.

Consider that this functionality is only available in Veeam Explorer for Microsoft Exchange that comes as part
of the Veeam Backup for Microsoft Office 365 distribution package.

Export

Consider the following:

= Export is only available if you have a 64-bit version of Microsoft Outlook 2019, Microsoft Outlook 2016,
Microsoft Outlook 2013 or Microsoft Outlook 2010 installed on a computer with Veeam Explorer for
Microsoft Exchange.

= To avoid conflicts during export, make sure to exclude .pst files from the indexing scope. Oftentimes
conflicts may occur due to a file you are exporting is being indexed at the same time. When exporting to
shared folders, exclude Outlook files or disable Windows search on the destination computer.
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Launching Application and Exploring
Backups

To open Veeam Explorer for Microsoft Exchange and load backups, you can use any of the following methods:

* The Explore option. For more information, see Data Restore.

When loading backups located in object storage repositories, Veeam Explorer for Microsoft Exchange
will notify you about the location of these backups. You can select the Don't show this message again
check box to unsubscribe from such notifications. To enable notifications, select the Reset disabled pop-
up notifications check box, as described in Configuring Advanced Settings.

*  Go to Start and click Veeam Explorer for Microsoft Exchange.

When you open Veeam Explorer for Microsoft Exchange from the Start menu, all backed-up databases
will be loaded automatically.
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Understanding User Interface

Veeam Explorer for Microsoft Exchange provides you with the convenient user interface that allows you to
perform required operations in a user-friendly manner.

Main Menu

The main menu comprises the following features:
* General Options. Allows you to configure program options.
= Help.
= Online help. Opens the online web help page.
= About. Shows information about the product.

= Exit. Closes the program.
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Main Application Window

The main application window can be divided into three categories:
= The ribbon menu, which contains general program commands organized into logical groups.

= The navigation pane, which allows you to browse through the hierarchy of your backup files.
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= The preview pane, which shows you the details about objects you have selected in the navigation area.
AM Friday 1
St = [ &
= -% Q
Ribbon Menu o o | Maones e ot humsony | "pnge!
Mailbox Stores Restore Compare Search
MAILBOX STORES search Al Stores Q
1 M @ rrom TO o BCC SUBJECT
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MNavigation Pane

Preview Pane

All Stores

veean
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Browsing, Searching and Viewing ltems

Continue with this section to learn more about:
=  Browsing backup content
= Opening Messages
= Searching for objects in a backup file

= Using advance search

Browsing

To view the contents of a backup file, you use the navigation pane which shows you the database structure
containing your Exchange objects.

After you select an object in the navigation pane, you can see its content in the preview pane.

8) - VEEAM EXPLORER FOR MICROSOFT EXCHANGE

askxch_replica as of 4 days ago (2:17 AM Friday 1

HOME FOLDER

P C}

Restore Export  Compare with Show Changed | Advanced

3 'ﬁ Litigatien Hold tem Versi
3 Iﬁ Litigatien Hold ltems
» Notes
» [2 Outbox
» [ Permanently Deleted Iter
4 RS5 Feeds
¥ [ Sent ltems
3 Suggested Contacts
b v Tasks
E:-‘ Aaron AM. Marino
» [ Calendar
3 Contacts
» ﬁ Deleted ltems
¥ [ Drafts
» 5 Inbox
» |f5 Journal
4 Junk E-Mail
3 Vﬁ Litigation Hold [tem Versi
3 Iﬁ Litigation Hold ltems

(S

All items loaded 4 items (Total size: 64 KB)

Opening Messages

To open a message, right-click a message in the preview pane and select Open. You can also double-click a

message:

*= To show message headers, click Show message headers.
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*= To open attachments, double-click an attachments or right-click an attachment and select Open.

= To save attachments, right-click an attachment and select Save as.

MNew schemna - b e (Htrnl)

Fram: Aaron A, Maring Sent: 10717720018 €05 Ak

To: Aazron AB, Browwn; Jane 15, Summers

Ce

Subject: Mew scherma Hide rmessage headers
Received: from ASEXCH.ASDomaindocal (1) by asExchASDomaindocal (1)) ~

with mapi id 14,03,0408.000: Thu, 11 Oct 2018 16:05:17 +0300

Content-Type: applicationfms-thef; name="winrmail.dat"

Content-Transfer-Encoding: binary

Fram: "Aaran Ak, Marino" <Aaronarino@asdormainlocals

To: "Aaron &B, Brown" <Aaron.Brown@asdomaindocal:, "Jane J5 Summers"
<lane.surmmers@asdomain.local »

Subject: Mews scherna

Thread-Topic: Mew schema "

R R R L R L N Pt L AL L Rt R L P

Copy
Save a5,

Please, review new schema.

Searching

The search mechanism allows you to find items matching specified search criteria.
To search for required items, do the following:
1. In the navigation pane. select an object in which you want to find data.
2. Enter asearch query to the search field at the top of the preview pane.
NOTE:

To find the exact phrase, use double quotes. For example, “Office 365"

You can narrow search results by specifying various search criteria using the criteria:value format. You can also
use logical upper-cased operators such as AND, OR and NOT along with wildcard characters such as *and 7.
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Using Advanced Find Capabilities

The Advanced Find mechanism allows you to define your search criteria more precisely.

For example, to find messages with the subject Report, do the following:

—_

In the preview pane, select a node and click Advanced Find.

2. Inthe Define search criteria section, select Category > All fields.
3. IntheField list, select Subject.

4. In the Condition list, select Contains.

5. In the Value field, specify a substring to look for.

6. Click Start.

To remove a filter, click the cross mark on the left. To remove all configured filters, click Reset.

238 | Veeam Backup for Microsoft Office 365 | User Guide



asExch_replica as of 4 days ago (2:11 AM Friday 11

HOME

- VEEAM EXPLORER FOR MICROSOFT EXCHANGE

Compare with
Production

[ 4

Export Save  Send
ltems ¥ ltems ¥ Iltems *

Restore

Restore
ltems *

Show Changed
Items Only

Compare [tem
Properties

Compare

MAILBOX S5TORES Find items that match these criteria:

Subject

containg
© Ak e e o e e

Pl EE‘ Aaron AB. Brown
v [ Calendar
3 Contacts
3 ﬁ Deleted ltems

Define search criteria

Category:

&

Advanced
Find
Search

Report

Field:

» [+ Drafts | Al Fields

w | | Assistant's name

» L Inbox

Condition:

Value:

» |fE Journal

» [ 1Junk E-Mail | Se=ely

| AddTolist

3 Vﬁ Litigation Hold Itern Versi
3 Iﬁ Litigation Hold ltems ! D lU]
3 Motes =
3 g Outbox
3 E"ﬂ Permanently Deleted lterr
b [y RSS Feeds
¥ [ Sent ltems
» Suggested Contacts
b v Tasks
2 Aaron AM. Marino
» [ Calendar
3 Contacts
3 ﬁ Deleted ltems
b [[ 7 Drafts
3 % Inbox
3 | (o Journal
3 Junk E-Mail

FROM

Aaron AM. Marino

[

» P Litigation Hold Item Versi
» WE Litigation Hold Items

239 | Veeam Backup for Microsoft Office 365 | User Guide

TO

Aaron AB. Brown; Jane IS, Summers

CC BCC SUBJECT

Report




General Application Settings

Continue with this section to learn more about configuring general application settings and components.
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Extensible Storage Engine

To work with database files, Veeam Explorer for Microsoft Exchange requires a dynamic link library ese.d11
which is distributed with Microsoft Exchange.

The ese.d11 file must be of the same version as the Microsoft Exchange application that was used to create a
database. When restoring a VM that was backed up with application-aware image processing, the ese.d11 file
will be located automatically.

To specify the path to the ese.d11 file, do the following:
1. Go to the main menu and click General Options.
2. Open the Extensible Storage Engine tab.
3. Click the link next to the Microsoft Exchange version and specify the path to the ese.d11 file.

This file can be found on the Microsoft Exchange server distribution CD in the
X:|Setup|ServerRoles|Common|ese.d!l directory or in the installation directory of the Microsoft

Exchange server.

OPTIONS x

Extensible Storage Engine  SMTP Settings  Adwvanced
EXCHAMNGE SERVER STATUS
Microsoft Exchange 2010 o Configured
Microsoft Exchange 2013 0 Mot configured
Microsoft Exchange 2016 or later O Mot configured
oK | | Cancel | | Apply
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SMTP Settings

Veeam Explorer for Microsoft Exchange allows you to send Exchange items that are located in a backup via
email. For that, you must configure an SMTP server via which you want to send emails.

To configure SMTP settings. do the following:
1. Go to the main menu and click General Options.
2. Open the SMTP Settings tab.
3. Select the Configure SMTP settings check box and do the following:
a. Inthe Server field, specify a DNS name or IP address of the SMTP server.
b. Inthe Port field, specify a port number of the specified AMTP server.
c. IntheFrom field, specify the sender email address.

d. Select the Use authentication check box If the specified SMTP server requires an SMTP
authentication for outgoing traffic and provide valid credentials.

e. Select the Enable SSL security check box to enable SSL data encryption.
3. Click Send to send a test email message.

4. Click Apply.

OPTIOMS

Extensible Storage Engine  SMTP Settings  Advanced

Configure SMTP settings

Server: | smitp.office365.com |

N

Port: 25

W

From: | administrater@abc.com |

Use authentication

User: | Administrator |

Password:

Enable 55L security

Send test e-mail to:

E-mail: | administrater@abc.com | | Send |

oK || Cancel || Apply
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Advanced Settings

Veeam Explorer for Microsoft Exchange allows you to configure advanced settings such as extended logging
mode, pop-up notifications and a PST size availability.

To configure advanced settings, do the following:
1. Go to the main menu and click General Options.
2. Open the Advanced tab and select the following check boxes:

o Show PST size estimation in status bar if you want to see the estimated size of the Outlook
database file in the status bar.

o Enable Extended logging if you want to enable extended logging mode to collect logs that
contain extended details on specific operations.

After enabling extended logging mode, you can go back to the application and perform
required actions, then collect logs.

o Reset disabled pop-up notifications if you want to enable notifications when loading backups
from object storage repositories.

OPTIONS x

Extensible Storage Engine  SMTP Settings = Adwvanced

Show P5T size estimation in status bar

Using this option reduces browsing and search performance, and
increases egress charges when using object storage repository,

Enable extended logging

Use extended logging to collect additional information about
product operations.

Reset disabled pop-up notifications

oK || Cancel || Apply
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Standalone Databases and External Servers

This section explains how to add standalone databases to the Veeam Explorer for Microsoft Exchange scope and
how to connect to a Veeam Backup for Microsoft Office 365 server and service provider server to view backups
located on these servers.
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Adding Microsoft Exchange Stores

This section explains how to add Microsoft Exchange databases manually.

NOTE:

Before adding databases, make sure that Veeam Explorer for Microsoft Exchange has access to the ese.d11
file. For more information, see Configuring Extensible Storage Engine.

If a database is in Dirty State, you will have to recover it by applying log files. Click Recover and wail until log
files are applied, then re-add the database. Make sure that the Write permission is granted to the account
being used.

To manually add a Microsoft Exchange database, do the following:

1. Onthe Home tab, click Add Store > Microsoft Exchange mailbox database or right-click the All Stores
node and select Microsoft Exchange mailbox database.

2. Click Browse to specify the path to the .edp file and Exchange logs folder.
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Adding Veeam Backup for Microsoft Office 365
Server

In Veeam Explorer for Microsoft Exchange, you can connect to a Veeam Backup for Microsoft Office 365 server
to view backups located on this server.

To connect to a Veeam Backup for Microsoft Office 365 server, do the following:

1. Onthe Home tab, click Add Store > Veeam Backup for Microsoft Office 365 server or right-click the All
Stores node in the navigation pane and select Add Veeam Backup for Microsoft Office 365 server.

2. Specify a server name or IP-address and enter credentials to access the specified server.

Select the Use Windows session authentication check box to connect with the user account under which
you are currently logged in.

3. Click Connect.

Veeam®
Backup
for Microsoft Office 365

Type in a server name or [P address, service port number and user
credentials to connect with,

| VEOServer | | 9104 |

EPSILONVAdministrator

Use Windows session authentication

Connect | | Close
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Adding Veeam Backup for Microsoft Office 365
Service Provider

In Veeam Explorer for Microsoft Exchange, you can connect to a service provider server to add its backups to the
application scope and perform a restore directly from such backups.

NOTE:

Make sure that both Veeam Explorer for Microsoft Exchange and Veeam Backup & Replication are installed on
the same server and at least one service provider is added to Veeam Backup & Replication.

To add Veeam Backup for Microsoft Office 365 service providers, do the following:

1. On the toolbar, click Add Store > Veeam Backup for Microsoft Office 365 Service Provider or use the
corresponding context menu command.

2. From the Select service provider and authentication method drop-down list, select a service provider
that you want to add and choose an authentication method that can be either Modern authentication or
Basic authentication.

4. [For Modern authentication] Select a region to which an Office 365 organization of the selected service
provider belongs.

5. [For Modern authentication] Copy the device code and use it to sign in to Microsoft Azure Active
Directory.

For Basic authentication, you must enter a user name and password to connect to the service provider
server.

6. Select a point-in-time state as of which you want to load Office 365 backups.

To select a state, use the calendar control.
7. Select the Show items that have been deleted by user check box to see all the items that were removed.

8. Select the Show all versions of items that have been modified by user check box if you want to load
modified versions.

9. C(lick Connect.
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Veeam Backup

for Microsoft Office 365

Select service provider and authentication method:

| officetech.local (Tenant1) w |

| Modern authentication v |

Select Office 365 organization region and sign in to Azure AD:

| Default " |

To sign in, authenticate with the below code at:
https://microsoft.com,/devicelogin

CGIF25HYS 7l Copy cade
ﬂ Waiting for user logon...
Specify point in time you want to open:

® Use the latest available state

| Use the following point in tirme:

| Wednesday, May 27, 2020 4:57:23 AM C

Show iterns that have been deleted by user
Show all versions of items that have been modified by user

(~) Hide
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Removing Stores

Veeam Explorer for Microsoft Exchange allows you to remove an Exchange store from the application scope
when you no longer need it.

To remove a store from the application scope, right-click a store in the navigation pane and select Remove
Store.
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Restore

This section explains how to restore data to Microsoft Office 365 and on-premises Microsoft organizations.

IMPORTANT!

This section explains how to perform a restore in Veeam Explorer for Microsoft Exchange that comes as part
of Veeam Backup for Microsoft Office 365 version 4c. For more information on how to restore data in Veeam
Explorer for Microsoft Exchange that comes with Veeam Backup for Microsoft Office 365 version 4, see this

section of the Veeam Explorers User Guide.
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Restore to Office 365 Organizations

This section explains how to restore data to Microsoft Office 365 organizations with enabled mutli-factor
authentication (MFA) and/or security defaults.

For more information, see Microsoft Office 365 Organizations.

When you perform a restore, you can specify a target mailbox, choose an authentication method that you want
to use for a restore, specify a target folder to which you want to restore data and configure restore options.

You can also use 1-Click Restore if you do not want to configure a restore session and prefer to use the default
settings during a restore.

Restoring Single Mailbox, Folders and Items

To restore the selected Exchange mailbox, do the following:
1. Launch the Restore wizard.
Specify a target mailbox.

Select an authentication method.

Specify a CAS server.

2.

3

4. Logon to Office 365.
5

6. Specify a target folder.
7

Specify restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation panel, select a mailbox, folder or an item that you want to restore.

2. On the Mailbox/Folder/Items tab, select Restore Mailbox/Restore Folder/Restore Item > Restore to or
right-click a mailbox, folder or an item and select Restore to.
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Step 2. Specify Target Mailbox

At this step of the wizard, specify the target mailbox and mailbox location.

To specify mailbox settings, do the following:

1.

In the Mailbox field, enter a mailbox name to which you want to restore data.

You can specify any name that you want. You can also restore a mailbox to a different organization. For
example, you have backed up a mailbox administrator@abc.onmicrosoft.com. To restore such a mailbox
to a different organization, you can specify, for instance, administrator@xyz.onmicrosoft.com to restore
a mailbox to the xyz.onmicrosoft.com organization.

Select Exchange Online to restore the specified mailbox to an Exchange Online organization with
enabled multi-factor authentication (MFA) and enabled or disabled security defaults. For more
information, see Microsoft Office 365 Organizations.

You can also perform a restore of backups created for Exchange Online organizations to on-premises
Microsoft Exchange servers and vice versa, as described in Restore to On-Premises Microsoft Servers.
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RESTORE WIZARD

Target mailbox

Mailbox:

| administrator@abc.onmicrosoft.com

Specify target mailbox location:
'@ Exchange Online

(| On-premises Microsoft Exchange Server

Back | Mext | | Cancel

Step 3. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:

1.

From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults. For more information, see
Microsoft Office 365 Organizations.

From the Region drop-down list, select a region to which your Exchange Online organization belongs.
In the Organization name field, enter a name of your Exchange Online organization.
Make sure that the organization name matches the name specified at the previous step.

In the Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with an identification number of
the application that was used during a backup session. If you want to use another application, make sure
to grant this application required permissions, as described in Azure AD Applications.
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RESTORE WIZARD

Office 365 connection settings

Specify authentication method:

| Modern authentication v |

Specify region, organization name and Azure AD application to connect with:
Region:

| Default v |

Organization name:

| abc.onmicrosoft.com |

Application 1D:
| £7bOhd5b-fEde-4da5-aadf-0a5f30balcTa |

| Back || Mext | | Cancel |

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the Exchange organization.

When restoring to an on-premises Exchange server, make that the account that you use has both the
Exchange Admin and the Global Admin roles.

RESTORE WIZARD

Office 365 connection settings

Specify authentication method:

Basic authentication W

Specify user account to connect with:

! Use current account (TECHVWAdministrator)

(@) Use the following account:

Username: | administrator@abc.onmicrosoft.com |

Password: | sssssssss |

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

| Back || Met | | Cancel

Step 4. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]

At this step of the wizard, sign in to your Microsoft Office 365 organization.
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To sign in to the Microsoft Office 265 organization, do the following:

1. Click Copy Code to copy an authentication code.

Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has both the Application/impersonation role and the
Exchange adminrole. For more information, see this Microsoft article.

4. Return to the Restore Wizard window and click Next.

RESTORE WIZARD

Logon to Office 365

Provided account must have permissions to authenticate to the Office 363 organization.

To sign in, use a web browser and authenticate by entering a code below to the page:
https://microsoft.com/devicelogin

CLFZXIFME Copy code

ﬂ Waiting for user logaon...

Step 5. Specify CAS Server and Folder
[This step is only available if you have selected the Basic Authentication option at the Select Authentication

Method step.]

At this step of the wizard, specify a CAS server and provide a folder to which you want to restore data. You can
perform a restore to the original folder or specify a custom folder.

To provide a CAS server and target folder, do the following:

1. Specify a CAS server name or its IP address.

This field is populated automatically with the CAS server address from your domain. You can also enter a
CAS server manually.

2. Select a folder to which you want to restore data. You can perform a restore to the original folder or
specify a custom folder.

When you select to restore to a customer folder, Veeam Explorer for Microsoft Exchange checks if the
specified folder exists, if not, it creates a folder automatically. For example, if you specify a path like
Folderi/Folder2/Folder3, \'eeam Backup for Microsoft Office 365 will restore your data to the Folder3.
You can use both the slash (/") and the backslash ("\") characters when specifying a path.
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RESTORE WIZARD

Target mailbox server and folder

Specify the mailbox server (CAS) to restore the selected items to:

outlook.office365.com

Specify the folder to restore items to:
| Restore to the original folder

® ) Restore to the following folden

new_target_folder

| | Cancel

Step 6. Specify Target Folder

[This step is only available if you have selected the Modern Authentication option at the Select Authentication

Method.]

At this step of the wizard, select a target folder to which you want to restore the specified mailbox. You can
perform a restore to the original folder or specify a custom folder.

When you select to restore to a customer folder, Veeam Explorer for Microsoft Exchange checks if the specified
folder exists, if not, it creates a folder automatically. For example, if you specify a path like
Folderi/Folder2/Folder3, VVeeam Backup for Microsoft Office 365 will restore your data to the Folder3. You can
use both the slash (/") and the backslash ("\") characters when specifying a path.

RESTORE WIZARD

Target folder

Specify the folder to restore items to:
® ) Restore to the original folder

| Restore to the following folder:

| | Cancel

Step 7. Specify Restore Options

At this step of the wizard, specify restore options:
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= Changed items

To restore items that have been changed.
= Missing Items

To restore missing items.

= Mark restored items as unread

To mark restored items as unread.

To prevent certain folders from being restored, click the Exclude folders link and select folders to exclude.

RESTORE WIZARD

Specify the restore options

Restore the following iterns:

Changed itemns
Missing items

Flag restored items:

Mark restored items as unread

Exclude folders...

| Back || Restore | | Cancel

Restoring Multiple Mailboxes

To restore multiple Exchange mailboxes, do the following:
1. Launch the Restore wizard.
2. Select an authentication method.
3. Logon to Office 365.
4. Select mailboxes to restore.
5

Select restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation panel, select a mailbox that you want to restore.

2. Onthe Home tab, select Restore Mailboxes or right-click a container and select Restore mailboxes.
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Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:
1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Modern authentication w

Specify an Azure AD application to connect with:

Application |D: | e7b3bd3b-fde-4da5-aadf-0a5f8%balc79

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the Exchange organization.

When restoring to an on-premises Exchange server, make that the account that you use has both the
Exchange Admin and the Global Admin roles.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication W

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Pazsword: | sesessssssnsns |

ﬂ To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Met | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]

At this step of the wizard, sign in to your Microsoft Office 365 organization.
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To sign in to the Microsoft Office 265 organization, do the following:
1. Click Copy Code to copy an authentication code.
Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.
3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has both the Application/impersonation role and the
Exchange adminrole. For more information, see this Microsoft article.

4. Return to the Restore Wizard window and click Next.

RESTORE WIZARD

Logon to Office 365

Provided account must have permissions to authenticate to the Office 363 organization.

To sign in, use a web browser and authenticate by entering a code below to the page:
https://microsoft.com/devicelogin

CLFZXIFME Copy code

ﬂ Waiting for user logaon...

Step 4. Select Mailboxes to Restore

At this step of the wizard, select mailboxes that you want to restore.

To see the full email address in the E-Mail column, click Resolve selected mailboxes.
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RESTORE WIZARD

Select mailboxes to restore
MalLBox E-MAIL
Administrator administrator@abc.onmicrosoft.com
IT [T@abc.onmicrosoft.com
2 mailboxes selected Resolve selected mailboxes
| Back | | Mext | | Cancel

Step 5. Select Restore Options

At this step of the wizard, specify restore options:
= Changed items. To restore items that have been changed.
= Missing Items. To restore missing items.
= Mark restored items as unread. To mark restored items as unread.

When restoring multiple mailboxes, select the Finish the restore of recent items before restoring the remaining
items check box and set the value in the Restore items for the last <N> days first field to restore multiple
mailboxes in "chunks", when the most recent items in the backup will be processed first.

To prevent certain folders from being recovered, click the Exclude folders link and select folders to exclude.

RESTORE WIZARD

Specify the restore options

Restore the following iterns:

Changed items
Missing items

Flag restored items:

Mark restored items as unread

Mass mailbox restore

Finish the restore of recent iterns before restoring the remaining items

Restore iterns for the last days first

Exclude folders...

| Back || Restore | | Cancel
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Restore to On-Premises Microsoft Servers

This section explains how to restore data to on-premises Microsoft Exchange servers.
For more information, see On-Premises Microsoft Organizations.

When you perform a restore, you can specify a target mailbox, choose an authentication method that you want
to use for a restore, specify a target folder to which you want to restore data and configure restore options.

You can also use 1-Click Restore if you do not want to configure a restore session and prefer to use the default
settings during a restore.

Restoring Single Mailbox, Folders and Items

To restore mailboxes, folders and items, do the following:
1. Launch the Restore wizard.
2. Specify a target mailbox.
3. Specify a user account.
4. Specify a CAS server and target folder.
5

Specify restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation panel, select a mailbox that you want to restore.

2. On the Mailbox tab, select Restore Mailbox > Restore to or right-click a mailbox and select Restore to.
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Step 2. Specify Target Mailbox

At this step of the wizard, specify the target mailbox and mailbox location.

To specify mailbox settings, do the following:

1.
2.

In the Mailbox field, enter a mailbox name to which you want to restore data.

Select On-premises Microsoft Exchange Server to restore the specified mailbox to an on-premises
Microsoft Exchange organization. For more information, see On-Premises Microsoft Organizations.

You can also perform a restore of backups created for on-premises Microsoft Exchange organizations to
Exchange Online organizations and vice versa, as described in Restore to Office 365 Organizations.
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RESTORE WIZARD

Target mailbox

Mailbox:

administrater@tech.com

Specify target mailbox location:
. Microsoft Office 365

(@) On-premises Microsoft Exchange Server

Back | Mext | | Cancel

Step 3. Specify User Account

At this step of the wizard, specify an account that you want to use to connect to the Exchange server in your
domain.

RESTORE WIZARD

On-Premises Microsoft Exchange Server settings

Specify user account to connect with:

I Use current account (TECH\Administrator)

@) Use the following account:

Username: | TECH\Restore |

Password; | sesssssss |

| Back || Mext | | Cancel |

Step 4. Specify CAS Server and Target Folder

At this step of the wizard, specify a CAS server and provide a folder to which you want to restore data. You can
perform a restore to the original folder or specify a custom folder.

To provide a CAS server and target folder, do the following:

1. Specify a CAS server name or its IP address.

This field is populated automatically with the CAS server address from your domain. You can also enter a
CAS server manually.
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2. Select a folder to which you want to restore data. You can perform a restore to the original folder or
specify a custom folder.

When you select to restore to a customer folder, Veeam Explorer for Microsoft Exchange checks if the
specified folder exists, if not, it creates a folder automatically. For example, if you specify a path like
Folderi/Folder2/Folder3, \'eeam Backup for Microsoft Office 365 will restore your data to the Folder3.
You can use both the slash (/") and the backslash ("\") characters when specifying a path.

RESTORE WIZARD

Specify target mailbox server and folder

Specify the mailbox server (CAS) to restore the selected itemns to:

| exchange2(13

Specify the folder to restore items to
® ) Restore to the original folder

| Restore to the following folder:

Step 5. Specify Restore Options

At this step of the wizard, specify restore options:
= Changed items. To restore items that have been changed.
= Missing Items. To restore missing items.
= Mark restored items as unread. To mark restored items as unread.

To prevent certain folders from being restored, click Exclude folders and select folders to exclude.
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NOTE:

The Exclude folders link is not available when restoring folders and items.

RESTORE WIZARD

Specify the restore options

Restore the following iterns:
Changed items
Missing items

Flag restored items:

Mark restored items as unread

Exclude folders...

| Back || Restore | | Cancel

Restoring Multiple mailboxes

To restore multiple Exchange mailboxes, do the following:
1. Launch the Restore wizard.
2. Specify a domain and credentials.
3. Select mailboxes to restore.
4. Specify a target mailbox server.

5. Select restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation panel, select a mailbox that you want to restore.

2. Onthe Home tab, select Restore Mailboxes or right-click a container and select Restore mailboxes.
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Step 2. Specify Domain and Credentials

ITERA STATE RECEIVED +

At this step of the wizard, enter a domain name where your CAS server resides and provide credentials.

RESTORE WIZARD

Specify Global Catalog server and credentials

Domain:

| tech.local

Specify user account to connect to Active Directory demain and Exchange Server:
| Use current account (TECHVAdministrator)

®) Use the following account:

Username: | domaintadministrator |

Password:

Back | Mext | | Cancel

Step 3. Select Mailboxes to Restore

At this step of the wizard, select mailboxes that you want to restore.
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To see the full email address in the E-Mail column, click Resolve selected mailboxes.

RESTORE WIZARD

Select mailboxes to restore
MAILBOX T E-MAIL
Administrator administrator@abec.onmicrosoft.com
IT [T@abc.onmicrosoft.com
2 mailboxes selected Resolve selected mailboxes
| Back | | Mest | | Cancel

Step 4. Specify Target Mailbox Server

At this step of the wizard, specify a target server to which you want to restore mailboxes.

RESTORE WIZARD

Specify target mailbox server

Specify the mailbox server (CAS) to restore the selected itemns to:

| exchange2(13

Step 5. Select Restore Options

At this step of the wizard, specify restore options:
»= Changed items. To restore items that have been changed.
= Missing Items. To restore missing items.

= Mark restored items as unread. To mark restored items as unread.
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When restoring multiple mailboxes, select the Finish the restore of recent items before restoring the remaining
items check box and set the value in the Restore items for the last <N> days first field to restore multiple
mailboxes in "chunks", when the most recent items in the backup will be processed first.

To prevent certain folders from being recovered, click the Exclude folders link and select folders to exclude.

RESTORE WIZARD

Specify the restore options

Restore the following itermns:

Changed items
Missing items

Flag restored items:

Mark restored items as unread

Mass mailbox restore

Finish the restore of recent iterns before restoring the remaining itermns

Restore iterns for the last days first

Exclude folders...

| Back || Restore | | Cancel
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1-Click Restore

The 7-Click Restore feature allows you to quickly recover Exchange mailboxes, folders and items according to
the following:

* The original Exchange server, original folder and the original mailbox name are restored.
= Both changed and missing items are restored.

= Restored items are marked as unread.

= No folders are excluded.

7-Click restoreis a convenient feature when you do not want to configure a restore session and prefer to restore
data with the default settings.

Restoring to Office 365 Organizations

To perform 7-Click Restore to Office 365 organizations, do the following:
1. Launch the Restore wizard.
2. Select an authentication method.

3. Logon to Office 365.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation panel, select a mailbox, folder or item that you want to restore.

2. On the Mailbox/Folder/Items tab, select Restore Mailbox/Restore Folder/Restore Item > Restore to
<mailbox_name> or right-click a mailbox/folder/item and select Restore to <mailbox_name>.

Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Modern authentication w

Specify an Azure AD application to connect with:

Application |D: | e7b3bd3b-fde-4da5-aadf-0a5f8%balc79

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the Exchange organization and click Connect.

Make that the account that you use has both the Exchange Adminand the Global Adminroles.

RESTORE WIZARD

Office 365 connection settings

Specify authentication method:

| Bazic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Password:

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Restore | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.

To sign in to the Microsoft Office 265 organization, do the following:
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1. Click Copy Code to copy an authentication code.
Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has both the Application/impersonation role and the
Exchange adminrole. For more information, see this Microsoft article.

4. Return to the Restore Wizard window and click Restore.

RESTORE WIZARD

Logon to Office 365

Provided account rmust have permissions to authenticate to the Office 363 organization.

To sign in, authenticate with the below code at:
https://micreseft.com/devicelogin

C2H5NTXJ7 % 3] Copy code

o You are authenticated to Office 365 as administrator@tech.club

| Back || Restore | | Cancel |

Restoring to On-Premises Microsoft Servers

To perform 7-Click Restore to on-premises Microsoft servers, do the following:
1. Launch the Restore wizard.

2. Specify a user account.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation panel, select a mailbox, folder or item that you want to restore.

2. On the Mailbox/Folder/Items tab, select Restore Mailbox/Restore Folder/Restore Item > Restore to
<mailbox_name> or right-click a mailbox/folder/item and select Restore to <mailbox_name>.

Step 2. Specify User Account

At this step of the wizard, specify an account that you want to use to connect to the Exchange server.
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RESTORE WIZARD

On-Premises Microsoft Exchange Server settings

Specify user account to connect with:

Username: | tech\Administrator |

Password:

Back Restore | | Cancel
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Export

Continue with this section to learn more about exporting Microsoft Exchange data.

TIP:

Before exporting data, make sure to read Considerations and Limitations.
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Exporting to Custom Location

To export objects to the custom location, do the following:
1. Inthe navigation pane, select a folder or in the preview pane, select an item.

2. Onthe Folder/ltems tab, select Export Folder/Item > Export to .pst file or right-click a folder/item and
select Export to .pst file.
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3. Inthe Export Folder/Export Mail Item dialog, do the following:
* Inthe Export location field, specify the name and location for the new .pst file.

= Select the Apply filter check box and enter keywords to export only those items that match
specified criteria. To provide multiple keywords, use the OR logical operator as the delimiter.

Veeam Explorer for Microsoft Exchange will check for the specified keywords in all fields such
as From, To, Subject and Body.

The Apply filter option is only available when exporting folders and mailboxes, not items.
= Select the Limit PST size to check box and specify the size of which to export .pst files.

With this option, Veeam Explorer for Microsoft Exchange will create multiple .pstfiles as of
the specified size.
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EXPORT FOLDER

Specify the target path and optional settings:

Export location: |C:\Users\Administrator.TECH\Desktop\Inbox.pst | | Browse..,

Apply filter: | task |

Lirmit PST size to: GB (additional PST files will be created as needed)

Export || Cancel
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Using 1-Click Export

Veeam Explorer for Microsoft Exchange allows you to quickly export mailbox store data as .pstfiles.

NOTE:

Export operations require Microsoft Outlook to be installed on a computer running Veeam Explorer for
Microsoft Exchange.
Depending on the object type you want to export, do the following:

»= To export a folder, select it in the navigation pane and on the Folder tab, click Export Folder > Export to
<default_location>\<original_folder_name>.pst or use the corresponding context menu command.
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All items loaded 4 items (Total size: 64 KB)

= To export an item, select it in the navigation pane and on the Items tab, click Export Items > Export to
<default_location>\<original_folder_name>.pst or use the corresponding context menu command.
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= To export a mailbox, select it in the navigation pane and on the Mailbox tab, click Export mailbox >
Export to <default_location>\<original_mailbox_name>.pst or use the corresponding context menu
command.
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To export a mailbox store or all stores added to the s
and click Export on the Home tab.
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Receiving Export Reports

Veeam Explorer for Microsoft Exchange can deliver reports that show summary information about export
operations.

Consider the following:

= If you want export reports to be delivered, make sure to configure an SMTP server in Veeam Explorer for
Microsoft Exchange and/or Veeam Backup & Replication notification settings.

For more information, see the Configuring SMTP Settings section of this guide and the Configuring
Global Email Notification Settings section of the Veeam Backup & Replication User Guide.

= A server with Veeam Explorer for Microsoft Exchange and Veeam Backup & Replication must be in a
domain.

= Export reports are delivered automatically upon each export session.
You can use Export to Custom Location or 1-Click Export.
= Recipients of the report are chosen as follows:

o The recipient is always the current user account under which Veeam Explorer for Microsoft
Exchange is running when using only Veeam Explorer for Microsoft Exchange notification
settings.

o The recipient is always the user account provided in Veeam Backup & Replication notification
settings when using only Veeam Backup & Replication settings.

o If you have configured both Veeam Explorer for Microsoft Exchange and
Veeam Backup & Replication notification settings, the report will be sent to both recipients.

The following table lists fields that are shown in the report.

Report field Description

Performed by Veeam Explorer for Microsoft Exchange

Version Shows the Veeam Explorer for Microsoft Exchange build number.
Percent complete Shows the number of items included in the .pstfile.

Started by Shows the user account generated the report.

Start time, End time Shows the creation time of a report.

Root Shows the object path.

Path Shows the path to the database file.

Export type Shows the export type.

Stores Shows a datastore name from which items have been exported.
Mailboxes to search Shows a mailbox name from which items have been exported.
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Mailboxes searched

Shows results for mailboxes to search.

successfully, Mailboxes not

searched successfully
Size

Items

Errors

HdY U« % |+

Message

Adobe PDF

Shows the total size of exported items.

Shows the number of exported items.

Shows errors that occurred during export.

Email export completed successfully - Message (HTML)

= B R

=@

& Ignare x ‘\_a .‘_E =y BliMeeting 33 DocFeedback 3 Misc M3 S Rules - . [} a%) # Find Q
A ;
@IM - (2 To Manager [ Team E-mail - @ OneMote = % Related ~
+ Delete Reply Reply Forward . Move Mark Categorize Follow | Translate oom

& Junk il By More - | | Done (4 Reply & Delete = T [ Adions * | Unread S Up- . [ Select ~

Delete Respond Quick Steps ] Move Tags [F} Editing Zoom
From: restore.operator@tech.com Sent: M1 28.01.2016 14:03
To: BUAdministrator
Ce
Subject: Email export completed successfully

Performed by:

Version:

Percent complete:

Started by:

Start time:

End time:

Root:

Path:

Export type:

Stores:

Mailboxes to search:

Mailboxes searched successfully:
Mailboxes not searched successfully:
Size:

Items:

Errors:

Email export completed successfully

Veeam Explorer for Microsoft Exchange
9.0.0.1296

100%

SRV31\Administrator

1/28/2016 3:03:07 AM

1/28/2016 3:03:07 AM
MBase01l.edb\MBO1\Drafts
ChUsers\Administrator\Desktop\Drafts.pst
All items

MBaselledb

MEQL

MEQL

None

7961 KB

5 [of5)

None

» &
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Compare

IMPORTANT!

This section explains how to perform a compare in Veeam Explorer for Microsoft Exchange that comes as part
of Veeam Backup for Microsoft Office 365 version 4c. For more information on how to compare data in
Veeam Explorer for Microsoft Exchange that comes with Veeam Backup for Microsoft Office 365 version 4,
see this section of the Veeam Explorers User Guide.

This section explains how to compare data in a backup file with that of the production state.
1. In the navigation pane, select an object and click Compare with Production on the toolbar.
2. Proceed to either Compare to Office 365 Organizations or Compare to On-Premises Microsoft Servers.

3. After the authorization process is complete, click Show Changed Items Only on the toolbar to view only
those items that have been changed.

To view the details on what exactly has changed since the last backup, right-click an item and select Compare
item properties. The discrepancies will be shown in the Compare Message Properties window. If both objects
are equal, nothing will be displayed.

To show unchanged objects, select Show unchanged properties in the top-right corner. To show system
properties, select Show system properties.

Double-click Body to see the body message.

To compare a single item, right-click an item and select Compare item properties.

283 | Veeam Backup for Microsoft Office 365 | User Guide


https://helpcenter.veeam.com/docs/backup/explorers/vex_user_guide.html?ver=100

Properties:
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r To
b Properties
Body

VPARE MESSAGE PROPERTIES

Show unchanged properties Show systemn properties

BACKUP

Aaron.Brown@asdomain.local
Jane.Summers@asdomain.lacal

<double click to open=

PRODUCTION

Aaron.Brown@asdomain.local
Jane Summers@asdomain.local

<double click to open=

Close
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Compare to Office 365 Organizations

To compare data with your production Office 365 organizations, do the following:
1. Select an authentication method.

2. Log on to Office 365.

Step 1. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Modern authentication w

Specify an Azure AD application to connect with:

Application |D: | e7b3bd5b-fde-4da5-aadf-0a5f83halc79

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:

1. From the Specify authentication method drop-down list, select Basic Authentication.
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2. Enter credentials to connect to the Exchange organization and click Connect.

Make that the account that you use has both the Exchange Admin and the Global Adminroles.

CONMECTION WIZARD

Specify credentials for Exchange Online to compare with

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Password: | sessssss |

ﬂ To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password.

Back | Connect | | Cancel

Step 2. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:
1. Click Copy Code to copy an authentication code.
Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has both the Application/impersonation role and the
Exchange adminrole. For more information, see this Microsoft article.

4. Return to the Connection Wizard window and click Connect.
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CONMNECTION WIZARD

Logon to Office 365

Provided account rmust have permissions to authenticate to the Office 363 organization.

To sign in, authenticate with the below code at:
https://microsoft.com/devicelogin

CZBEWADHKS 72 [ Copy cade

o You are authenticated to Office 365 as administrator@tech.club

Back || Connect | | Cancel
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Compare to On-Premises Microsoft Servers

To compare data with your production on-premises Microsoft Exchange, do the following:
1. Specify a domain and credentials.

2. Specify a target mailbox server.

Step 1. Specify Domain and Credentials

At this step of the wizard, enter a domain name where your CAS server resides and provide credentials.

RESTORE WIZARD

Specify Global Catalog server and credentials

Dornain:

| tech.local

Specify user account to connect to Active Directory demain and Exchange Server:
I Use current account (TECH\Administrator)

(@) Use the following account:

Username: | domainadministrator |

Password:

Back | Mext | | Cancel

Step 2. Specify Target Mailbox Server

At this step of the wizard, specify a target server to which you want to restore mailboxes and click Connect.
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CONMNECTION WIZARD

Specify target mailbox server

Specify the mailbox server (CAS) to restore the selected items to:

| split.croatia.ocal

Back || Connect | | Cancel
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Saving Microsoft Exchange Items

Veeam Explorer for Microsoft Exchange allows you to save any item as Microsoft Exchange Mail Document
(.msg) files.

Saving to Custom Location

To save items to a custom location, do the following:
1. Inthe navigation pane, select an item.

2. Onthe ltems tab, select Save Items > Save to .msg file or right-click a folder/item and select Save to
.msg file.
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1-Click Save

To save your Exchange data, do the following:
1. Inthe navigation pane select a folder containing required items.
2. Inthe preview pane, select items.

Use the Search field to find particular items.

3. Onthe ltems tab, select Save Items > Save to <folder_name> or right-click a folder/item and select Save
to <folder_name>.
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A <folder_name> name depends on the latest location that was used when saving items.
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Sending Microsoft Exchange Items

Veeam Explorer for Microsoft Exchange allows you to send Exchange items via email.

TIP:

Before sending documents, make sure to configure SMTP settings, as described in Configuring SMTP
Settings. The amount of data you can send at a time depends on your SMTP server configuration.

To send items, do the following:
1. In the navigation pane select a folder.

2. Inthe preview pane, select items to send.

Use the Search field to find particular items.

3. Onthe ltems tab, select Send Items > Send to or right-click a folder/item and select Send to.
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4. Provide a recipient address.

SUBJECT

New schema

New Server

Report

Meeting appointment

RECE

10/11,
10/11,)
10/11,)
1011,

The From field is filled automatically based on the address you have provided when configuring SMTP

settings. To edit the message body, click More Details.
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SEND TO x

From: | administrator@tech.local |
4 To: | Aaron.Brown@asdomain.local |
Send -

Subject: | Mail ltems Recovery |
=] Mew schema

Sent by Veearn Explorer for Microsoft Exchange

@ Fewer details
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Veeam Explorer for Microsoft SharePoint

Veeam Explorer for Microsoft SharePoint allows you to restore and export Microsoft SharePoint data.

You can also save data from backups to a local computer and send data from backups via email.
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Planning and Preparation

Continue with this section to learn how to configure your environment before start using Veeam Explorer for
Microsoft SharePoint:
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Used Ports

Consider opening the following ports to perform a restore.

General
From To Protocol Port Notes
Veeam SQL Server |TCP 1433,1434 and other To communicate with Microsoft SQL servers
Explorer for hosting content databases.
Microsoft
SharePoint Exact port numbers depend on the configuration
of a Microsoft SQL server.
For more information, see this Microsoft article.
SharePoint | As As recommended by For more information on recommended port
Web recommended | Microsoft numbers and protocols for SharePoint web
Application | by Microsoft application, see this Microsoft article
To discover ports currently used by your
SharePoint web application, follow the steps
described in this Microsoft article.
NOTE:
To restore database items or lists to a server that is running in a DMZ, the SharePoint web application ports
will be used.

iSCSI Traffic

Protocol

Target
Server /
Staging
Server

Veeam
Backup
Server /
Standalone
Console

TCP

3260 - 3270

Used by iSCSl initiator to connect to the iSCSI
target.
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Required Permissions

The following table lists required permissions for a restore.

Operation Required Roles and Permissions

Restore to on- To restore data to on-premises SharePoint, make sure to configure user accounts as follows:
premises Microsoft .
SharePoint =  The account must be granted Full Controlto connect to the target SharePoint server.

=  The account must be assigned either the Site Administrator or System Accountrole to
restore user permissions.

= If permissions of items being restored are inherited from the parent one, the account
must be granted Full Control.

= If permissions of items being restored are not inherited from the parent one and items
being restored replace the existing ones, the account must be granted Contribute and
Full Control.

Restore to Microsoft | To restore data to SharePoint Online, make sure to configure user accounts as follows:

Office 365 . .
= The account must be granted the SharePoint Administratorrole.

=  The account must be granted the Site Collection Administratorrole.
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Considerations and Limitations

This section covers considerations and known limitations of Veeam Explorer for Microsoft SharePoint.

General

=  When Veeam Explorer for Microsoft SharePoint is installed on a server on which both Veeam Backup &
Replication and Veeam Backup for Microsoft Office 365 are installed, the notification settings will be
inherited from the Veeam Backup and Replication Global Notification settings.

Status Recovery Limitations

Consider the following when planning documents/Llist items recovery:

e If adocument/item was in Check Out state when the backup was created, item's last version will not be
restored to the target SharePoint and will be available for viewing only. Previous versions (if any) will be
restored.

e If the Declare this item as a record action was originally applied to list item, the corresponding status
will not be preserved. Instead, the restored item status will be set in accordance with the target
list/library content approval workflow.

e Original status On Hold will not be restored

Restoring Documents, Libraries and Lists

= Versioning settings of SharePoint lists are not preserved during restore.

= Restoring Generic List and Pages Library may fail with the “No content type 'XXX' found in web VYY"
error.

»  Modified By field of restored documents is updated with the account performing restore.
» Some Rating Settings of Discussion lists values are not restored.

= Restore via PSDirect, VIX or Sphere API is not supported.

Restoring List Items

Consider that when restoring a list item, Veeam Explorer works in the following way:
= Deletes an existing item
= (Creates item's latest version anew using data from the backup.
= Checks whether it is declared as a record.
= If the check is a success, the process finishes.
= If not, the created version is deleted and item versions are restored sequentially.
= Restore via PSDirect, VIX or Sphere APl is not supported.

This logic leads to several peculiarities of list item restore, as described below.
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If a list or list items column is used as a lookup column in the dependent list, consider that restoring an item
from the source list causes corresponding items deletion in the dependent list.

If a lookup column in the dependent list has the enforced relationship behavior set to Cascade Delete, then
restoring an item from the source list may cause item deletion in the dependent list due to Microsoft
implementation. For more information, see this Microsoft article.

To prevent this issue, it is recommended to turn off enforced relationship behavior. As a work-around, you can
roll-back the SharePoint database using Veeam Explorer for Microsoft SQL Server (as described in the
corresponding section of this guide) or roll-back the whole SharePoint server VM to the desired state using any
Veeam Backup & Replication recovery option.

The following limitations should also be considered:

* |f alookup column in the dependent list has the enforced relationship behavior set to Restrict Delete,
then item restore with Veeam Explorer will fail.

= |If an .ASPX page references an item using ItemID, this reference may fail to restore (as the item will be
created anew with a different ItemID).

= [f alist item cannot be deleted (for example, site's "Welcome" page), consider that restore process will
recover all versions of the item sequentially without deletions, adding them to Version History.

= Restored Issuelist items are assigned new Issue ID.

= Restore of 7ime Card/list is not supported.

Restoring List I[tems with Links (Attachments)

Consider the following when planning for the recovery of list items with links (attachments):

= |f the retention policy for target list/document library was configured to Declare record automatically,
only the last version of the item will be restored to target list/library. Target retention policy settings
will be applied to restored item (Declare record). However, links (attachments) will not be restored.

= Alternatively (with different retention policy settings), all versions of the original item will be restored
to target list/library; item links (attachments) will be restored only if such item does not exist on target
SharePoint.

= If Declare this item as a record action was originally applied to list item, such item will not be restored.

= Restore via PSDirect, VIX or Sphere API is not supported.

Restoring Surveys

Consider the following limitations when planning for the recovery of surveys, survey questions and responses:

= Survey item(s) can be restored to a new survey, created automatically by Veeam Explorer for Microsoft
SharePoint in the specified destination instead of the previously deleted survey. However, if a new
survey is created by user from scratch (not replacing a deleted one) - items cannot be recovered to such
a survey.

= A survey can be restored to an existing target survey only if that target survey includes at least one item
(question) same as survey questions stored in the content database.

= If asurvey question was not answered completely in the source survey, after restore the response status
in the target survey will be set to Completed, anyway.

= When restoring a single response to a survey, target response item with the same number will be
deleted and restored item will be placed in the target survey after the last numbered response.
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For example, if the target survey has responses #1-15 and you try to restore a response that used to be
#6 on source - then target response #6 will be deleted and restored response will be assigned #16.

= Restore via PSDirect, VIX or Sphere API is not supported.

Restoring Sites

= If you plan to restore SharePoint site pages, consider that Veeam Explorer does not support recovery of
items which are not stored in the SharePoint content database (in particular, pages, page references and
items based on default templates). Such items cannot be restored (neither by Restore nor by Save menu
option), except for data from Wiki Content (text and images) which is stored in the database. Thus, site
pages containing only text and/or images can be restored and displayed properly.

NOTE:

Consider the following:

* In case you attempt to restore such items, the following error message will be logged: "/tem
<item> Is skipped: restoration of items based on SharePoint default template is not supported."

* In case you attempt to save such items, the following error message will be logged: " Unable to
save document <item>. Document content is not available."

= Web features restore is not supported for SharePoint 2010 sites.

Export and Import

* Importing exported Picture Library may result in IDs changed for some items.
= Importing exported Project Tasks list does not preserve column order.

= Importing exported SharePoint list does not preserve Validation Settings.

Data Type Limitations

Consider the column (field) data type when planning for the recovery of your SharePoint libraries/lists:

= If source column (field) data type was set to Lookup, but the referenced list/library was deleted, such
columns (fields) will not be restored even if you recover that referenced list. The reason is that if
referenced list is deleted, the reference (link) to that list is no longer valid.

» If source column (field) data type was set to Managed Metadata, such columns (fields) will not be
restored.

Workflow-related Considerations

You may need to restore the item(s) originally belonging to a list with no content approval required, to another
list. If you try to restore such item(s) to a list that requires content approval, item version and status will be
modified in the following way:

a. If atarget list is configured to include major versions only - then all versions of restored item will
become major (despite the original versioning); item status will be set to Pending.

b. If atarget list is configured to include both major and minor versions - then all versions of restored item
will become minor (despite the original versioning); item status will be set as follows:

o If the last version (original) was major - status will be set to Pending
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o If the last version was minor - status will be set to Draft

Also, consider the following when planning for the recovery of list items (with or without content approval
originally required):

a. If the retention policy for target list/document library is configured to Declare record automatically,
only the last version of the item will be restored to target list/library. Target retention policy settings
will be applied to restored item (Declare record).

Besides, if Require content approval for submitted items was enabled for the original list, then after
recovery item status will be set to Pending.

b. Alternatively (with different retention policy settings), all versions of the original item will be restored
to target list/library.
Besides, if Require content approval for submitted items was enabled for the original list, then after
recovery item status in the content approval workflow will be also restored, except for the states listed
(see "Status Recovery Limitations" above).
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Launching Application and Exploring
Backups

To open Veeam Explorer for Microsoft SharePoint and load backups, you can use any of the following methods:

* The Explore option. For more information, see Data Restore.

When loading backups located in object storage repositories, Veeam Explorer for Microsoft SharePoint
will notify you about the location of these backups. You can select the Don't show this message again
check box to unsubscribe from such notifications. To enable notifications, select the Reset disabled pop-
up notifications check box, as described in Configuring Advanced Settings.

= Go to Start and click Veeam Explorer for Microsoft SharePoint.

When you open Veeam Explorer for Microsoft SharePoint from the Start menu, all backed-up databases
will be loaded automatically.
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Understanding User Interface

Veeam Explorer for Microsoft SharePoint provides you with the convenient user interface that allows you to
perform required operations in a user-friendly manner.

Main Menu

The main menu comprises the following features:
* General Options. Allows you to configure program options.
= Help.
= Online help. Opens the online web help page.
= About. Shows information about the product.

= Exit. Closes the program.

8) - WEEAM EXPLORER FOR MICROSOFT SHAREPOINT

General Options

Hel 5 Online help
&P o Opens online help web page in the
default browser

a Exit o About

Shows additional information
about this product

Fl 5=—E Databases
b == WSS Content.mdf

Main Application Window

The main application window can be divided into three categories:
= The ribbon menu, which contains general program commands organized into logical groups.
= The navigation pane, which allows you to browse through the hierarchy of your backup files.

= The preview pane, which shows you the details about objects you have selected in the navigation area.
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Browsing, Searching and Viewing ltems

Continue with this section to learn more about:
=  Browsing backup content
= Viewing objects properties and open files
= Searching for objects in a backup file

= Using the advance search capabilities

Browsing

To view the contents of a backup file, you use the navigation pane which shows you the database structure
containing your site items such as libraries and subsites.

After you select an object in the navigation pane, you can see its content in the preview pane.
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Viewing Properties and Opening Files

To view object properties, right-click an object in the preview pane and select View Properties.

To open a document using an associated application, right-click a document in the preview pane and select
Open.
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Searching

The search mechanism allows you to find items matching specified search criteria.
To search for required items, do the following:
1. In the navigation pane. select an object in which you want to find your data.

2. Enter asearch query to the search field at the top of the preview pane.

NOTE:

To find the exact phrase, use double quotes. For example, “media player”.

You can narrow your search results by specifying various search criteria using the criteria:value format.

For example, to find all items that require approval in the list of decisions, you can use the following search
query: status:pending approval.

You can also use logical upper-cased operators such as AVD, OR and NOT along with wildcard characters such as
*and 2. The search criteria are similar to those used for searching in Microsoft SharePoint. For more information,
see this Microsoft article.

306 | Veeam Backup for Microsoft Office 365 | User Guide


http://office.microsoft.com/en-us/sharepoint-server-help/search-for-content-HA010378166.aspx?CTT=1#BM4

FLORER FOR MICROSOFT SHAREROINT

HOME DOCURENT

M B 9 @ ¢ D

Restare Save Send Advanced Openltern History
Document Document> Document Find Location
Restore Search Wiew
CONTENT DATABASES md3care X
MAarE CREATED BY CREATED MODIFIED BY rAQDIFIED WERSION
4 == Databases .
4 = WSS _Contentumdf | MO5SCore.cs System Account 12/7/2018 1:04:44 PM System Account 12/7/2018 4:04:44 PM

B Development
MOSCare.cs System Account 12/7/2018 4:03:45 PM System Account 12/7/2018 4:02:43 PM

Using Advanced Find Capabilities

The Advanced Find mechanism allows you to define your search criteria more precisely.

For example, to find an object that starts with the word Medla, do the following:

—_

In the preview pane, select a content node and click Advanced Find.
In the Define search criteria section, select Category > Document fields.

In the Field list, select File Name.

2

3

4. In the Condition list, select Starts With.
5. Inthe Value field, specify a file name.
6

Click Start.

To remove a filter, click the cross mark next to it. To remove all configured filters, click Reset.
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General Application Settings

Continue with this section to learn more about configuring general application settings and components.
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Staging SQL Server

To perform Microsoft SharePoint items recovery, Veeam Explorer requires a Microsoft SQL server to be used as a
staging system.

Consider the following when configuring a staging SQL server:

If a SQL server belongs to an untrusted domain, connection will not be possible.
If a SQL server belongs to a trusted domain, only the SQL Server authentication method is available.

If both a SQL server and the machine running Veeam Explorer belong to the same domain, then both
Windows and SQL Server authentication methods are possible.

To use Windows authentication, make sure to configure the following delegation settings:
a) In Active Directory Users and Computers, select the necessary staging SQL server.

b) Open its properties and select the Delegation tab. Select Trust this computer for delegation to
specified services only and Use any authentication protocol options for the cifs service on a
computer with Veeam Explorer.

c) Restart the staging SQL Server.

d) Select a user account to connect to the staging SQL server. Also, select its properties on the
Account tab and make sure the Account is sensitive and cannot be delegated check box is
cleared.

To configure a staging server, do the following:

1.

vos W

Go to the main menu and click General Options.

Go to the SQL Server Settings tab.

Click Browse to specify a SQL server you want to use as a staging system.
Specify the account to access the selected SQL server.

Specify the account to access a SQL server instance.

310 | Veeam Backup for Microsoft Office 365 | User Guide



OPTIONS x

Staging Server  Custom Lists =~ SMTP Settings  Adwvanced

SOL Server name:

|5Rv003\SQLE>(PRESS || P |

Specify user account to connect to Windows server:
Use current account (TECHVAdministrator)

@) Use the following account:

Username: | Administrator |

Password:

Specify user account to connect to 50L Server instance:
| Use the same Windows server account (Administrator)

®) Use the following account:

Username: | Administrator |

Password:

Use SOL Server authentication

oK || Cancel || Apply
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Custom Lists

Veeam Explorer for Microsoft SharePoint supports obtaining custom list templates from backups created in
Veeam Backup & Replication.

The actual information about templates is stored directly in a backup file and obtained automatically so that you
can view the custom list data without having to perform any additional operations.

NOTE:

Configuring custom lists is not required when working with backups created in Veeam Backup for Microsoft
Office 365.

To see templates with their corresponding names and features, go to the main menu > General Options and click
the link under the STATUS column which also comprises the total number of available templates.

You can select Automatically update custom list templates from backups to automatically update existing
templates. Also, you can select Warn me if attached database has new custom list templates to be notified if the
database contains new templates other than those you already have.

OPTIONS x

Staging Server  Custom Lists  SMTP Settings ~ Advanced

SHAREPOQIMT SERVER STATUS

Microsoft SharePoint 2010 9 Mo Templates Clear
Microsoft SharePoint 2013 € No Templates Clear
Microsoft SharePoint 2016 €3 o Templates Clear
Microsoft SharePoint 2019 €D o Templates Clear

Autornatically update custom list templates from backups

Warn me if attached database has new custom list termplates

| oK || Cancel || Apply |

See the figure below showing you what custom list templates are available.
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CUSTOM LIST TEMPLATES

MARE FEATLRE

Project Detail Pages Project Detail Pages

Project Docurment Library Project Site Docurment Libraries
Mairtenance Log Library Termplate Maintenance Log Library
Project lssues Project Site lssues

Project Risks Project Site Risks

Proposal prosy list Project Proposal Workflow
Project Deliverables Project Site Cormmitrments

Close

To remove templates, click Clear.

Importing Templates Manually

To import existing templates from the Microsoft SharePoint server manually, do the following:
1. Go to the main menu, select General Options > Custom Lists and click Update.

2. Specify the path to Microsoft SharePoint templates, select the language and click OK. The language set
in the drop-down list depends on the installed language packages on a SharePoint server.

ADD CUSTOM LIST TEMPLATES

Wieh server extensions path: | ChProgram FileshCommaon Files\bicrosoft SharediMifeb Server Extension | | Browwse.., |

Language:

o o |

Importing Templates Using Ribbon Menu

NOTE:

Available only for Microsoft SQL Server databases and requires a staging SQL server. For more information on
configuring a staging server, see Configuring SQL Server Settings.

To import existing templates from the Microsoft SharePoint server using the ribbon menu, do the following:
1. In the navigation pane, select a SQL database.

2. Click Custom List Template on the ribbon menu or right-click a SQL database and select Custom list
templates settings.
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3. Choose how you want your templates to be applied:
a) Select Use global custom list settings to apply global list templates to the select database.

b) Select Use the following custom list settings to apply the templates to the selected database
only.

When using the latter option, specify the path to the Microsoft SharePoint templates, select
the language and click OK. The language set in the drop-down list depends on the installed
language packages on a SharePoint server.

I8 LIST TERMPLATES

' Use global custom list settings

@ Use the following custam list settings:

Web server extensions path: | ChProgram Files\Cornmon Files\Microsoft SharedWWieb Server Bxtension | | Browse.., |

Language:

o [ o |
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SMTP Settings

To send Microsoft SharePoint items as attachments, you must configure SMTP server settings.

To configure SMTP settings. do the following:

1. Go to the main menu and click General Options.

2. Onthe SMTP Settings tab, select the Configure SMTP settings check box and specify the following:

DNS name or IP address of the mail server.
SMTP communication port.

The sender email address. This address will appear in the From field when sending SharePoint
items.

Select Use authentication check box If your SMTP server requires SMTP authentication for
outgoing mail and provide valid credentials.

Select Enable SSL security check box to enable SSL data encryption.

3. Click Send to send a test email message.

4. Click Apply.

OPTIONS x

Staging Server

Customn Lists ~ SMTP Settings  Adwvanced

Configure SMTP settings

Server: | smitp.office365.com |

Port: 25

e

W

Fram: | Administrator@abc.com |

User:

Use authentication

| Administrator |

Password:

Enable 55L security

Send test e-mail to:

E-mail: |Administrator@abc.com | | Send |

oK || Cancel || Apply
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Advanced Settings

This section explains how to configure advanced settings of the application.
To configure advanced settings, do the following:

1. Go to the main menu and click General Options.

2. Got to the Advanced tab and select the following:

o Select the Enable Extended logging check box to enable extended logging mode to collect
logs that contain more details on specific operations.

After enabling extended logging mode, you can go back to the application and perform
required actions, then collect logs.

o Select the Reset disabled pop-up notifications check box to enable notifications when loading
backups from object storage repositories.

Applicable to backups created in Veeam Backup for Microsoft Office 365.

OPTIONS

Staging Server  Custom Lists =~ SMTP Settings ~ Advanced

Enable extended logging

Use extended legging to collect additional information about
product operations,

Reset disabled pop-up notifications

oK || Cancel || Apply
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Standalone Databases

This section explains how to add standalone databases to the Veeam Explorer for Microsoft SharePoint scope
and how to connect to a Veeam Backup for Microsoft Office 365 server and service provider server to view
backups located on these servers.
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Adding Microsoft SharePoint Databases

Continue with this section to learn more about the addition of Microsoft SharePoint databases to the application
scope manually.

When you add standalone Microsoft SharePoint databases to the application scope, Veeam attaches such a
database to the staging SQL server, creating a temporary Microsoft SharePoint content database from which you
can recover your items.

To manually add new Microsoft SharePoint databases to the application scope, do the following:

1. Click Add Database > Microsoft SharePoint Databases on the toolbar or right-click the root Database
node and select Add database.

2. Specify the location of the Microsoft SharePoint primary content database file (.ndf). The secondary
database and the transaction log file (. 1af) will be added as well.

To add remote BLOB stores, click Add next to the Remote BLOB Stores section.

3. Click OK.

ADD DATARLSE

Specify content database files location

Prirnary database file:
| CihsharepointinewBase? mof || Browse..,

Secondary database and log files:

FILE STATUS
CisharepointynewBase?_log.LDF oK Browse...
£ >
Rernote BLOB Stores:
FOLDER STATUS Add.
Ok | | Cancel
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Adding Veeam Backup for Microsoft Office 365
Databases

To manually add databases that store Microsoft Office 365 organization data, do the following:

1. Click Add Database > Veeam Backup for Microsoft Office 365 Databases or right-click the root Database
node and select Veeam Backup for Microsoft Office 365 databases.

2. Specify the database file location and log directory.

3. Click Open.

NOTE:

Make sure you have disabled the Veeam Backup Proxy for Microsoft Office 365 service when adding local
databases. You can stop this service by using the services.msc console. If you try to add a database having
this service still in progress, you will receive an error message and will not be able to access the database due

to database lock.
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Adding Veeam Backup for Microsoft Office 365
Server

You can use the built-in Veeam Explorer abilities to connect to another Veeam Backup for Microsoft Office 365
server and add its databases to the Veeam Explorer for Microsoft SharePoint scope.

To connect to another Veeam Backup for Microsoft Office 365 server remotely, do the following:

1. Click Add Database > Veeam Backup for Microsoft Office 365 Server on the ribbon menu or use the
corresponding context menu command.

2. Specify connection settings under which to connect to the Veeam Backup for Microsoft Office 365
server and click Connect.

Veeam®
Backup
for Microsoft Office 365

Type ina server name or [P address, service port number and user
credentials to connect with,

| wbo365server || 9194 |

| GAMMALAdministrator |

I:‘ Use Windows session authentication

Connect | | Close |
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Adding Veeam Backup for Microsoft Office 365
Service Provider

In Veeam Explorer for Microsoft SharePoint, you can connect to a service provider server to add its backups to
the application scope and perform a restore directly from such backups.

NOTE:

Make sure that both Veeam Explorer for Microsoft SharePoint and Veeam Backup & Replication are installed
on the same server and at least one service provider is added to Veeam Backup & Replication.

To add Veeam Backup for Microsoft Office 365 service providers, do the following:

1.

On the toolbar, click Add Store > Veeam Backup for Microsoft Office 365 Service Provider or use the
corresponding context menu command.

From the Select service provider and authentication method drop-down list, select a service provider
that you want to add and choose an authentication method that can be either Modern authentication or
Basic authentication.

[For Modern authentication] Select a region to which an Office 365 organization of the selected service
provider belongs.

[For Modern authentication] Copy the device code and use it to sign in to Microsoft Azure Active
Directory.

For Basic authentication, you must enter a user name and password to connect to the service provider
server.

Select a point-in-time state as of which you want to load Office 365 backups.
To select a state, use the calendar control.
Select the Show items that have been deleted by user check box to see all the items that were removed.

Select the Show all versions of items that have been modified by user check box if you want to load
modified versions.

Click Connect.
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Veeam Backup

for Microsoft Office 365

Select service provider and authentication method:

| officetech.local (Tenant1) w |

| Modern authentication v |

Select Office 365 organization region and sign in to Azure AD:

| Default " |

To sign in, authenticate with the below code at:
https://microsoft.com,/devicelogin

CGIF25HYS 7l Copy cade
ﬂ Waiting for user logon...
Specify point in time you want to open:

® Use the latest available state

| Use the following point in tirme:

| Wednesday, May 27, 2020 4:57:23 AM C

Show iterns that have been deleted by user
Show all versions of items that have been modified by user

(~) Hide
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Removing Databases

Veeam Explorer for Microsoft SharePoint allows you to remove Microsoft SharePoint databases from the
application scope when you no longer need it.

To remove a database from the application scope, right-click a database in the navigation pane and select
Remove SharePoint database.
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Restore

This section explains how to restore data to Microsoft Office 365 and on-premises Microsoft organizations.

IMPORTANT!

This section explains how to perform a restore in Veeam Explorer for Microsoft SharePoint that comes as part
of Veeam Backup for Microsoft Office 365 version 4c. For more information on how to restore data in Veeam
Explorer for Microsoft SharePoint that comes with Veeam Backup for Microsoft Office 365 version 4, see this

section of the Veeam Explorers User Guide.

324 | Veeam Backup for Microsoft Office 365 | User Guide


https://helpcenter.veeam.com/docs/backup/explorers/vesp_user_guide.html?ver=100
https://helpcenter.veeam.com/docs/backup/explorers/vesp_user_guide.html?ver=100

Restoring Sites

To restore Microsoft SharePoint sites, do the following:
1. Launch the Restore wizard.
2. Select an authentication method.
3. Logon to Office 365.
4. Specify a target site.

5. Specify restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. Inthe navigation pane, select a site.

2. Onthe Site tab, select Restore Site or right-click a site and select Restore Site.

NOTE:

Sites can only be restored to the existing site collection. Creating a new collection is not supported.
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Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication, or authenticate on
an on-premises Microsoft SharePoint server.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Medern authentication A4

Specify an Azure AD application to connect with:

Application ID: | e7b3bd3b-fde-4da3-aadf-0a3fE9balcd

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the SharePoint organization.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Passwaord:

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Mext | | Cancel

On-Premises Organizations

To authenticate on an on-premises Microsoft SharePoint server, provide a user name and password.

RESTORE WIZARD

Specify target Microsoft SharePoint Server credentials

! Use current account (TECHVAdministrator)

@) Use the following account:

Username: | tech\administrator |

Password:

Back | Mext | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:

1. Click Copy Code to copy an authentication code.

Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
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2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the SharePoint Administratorrole.

4. Return to the Restore Wizard window and click Next.

RESTORE WIZARD

Logon to Office 365

Provided account must have permissions to authenticate to the Office 363 organization.

To sign in, use a web browser and authenticate by entering a code below to the page:
https://microsoft.com/devicelogin

CLFZXJFME Copy code

ﬂ Waiting for user logon...

Step 4. Specify Target Site

At this step of the wizard, specify the target site alias that you want to use for a restore.

RESTORE WIZARD

Specify target site

Specify the site alias to restore:
| Restore to the original site (rmusic)

® ) Restore to the following site alias:

music_restored

| Back || Mext | | Cancel

Step 5. Specify Restore Options

At this step of the wizard, specify restore options and click Restore.
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You can specify the following restore options:
1. Changed items. Allows you to recover data that has been modified in your production environment.
2. Missed items. Allows you to recover missed items.

3. Restore permissions. Allows you to recover permissions. If not selected, the permissions for the
recovered document library or list will be set as follows:

o If the library (or list) does not exist on target, it will be created inheriting permissions from the
parent object.

o If the library (or list) already exists on target, permissions will be preserved.
4. Restore list view. Allows you to recover your list views.
5. Restore subsites. Allows you to restore your subsites.
6. History restore options. Allows you to select a version:

o Overwrite. To overwrite data in the production environment by recovering only the latest
version of the document from the backup.

o Merge. To merge an existing version of the document with that of a backup version.

If not selected, all the versions in the production environment will be replaced with the corresponding
data from the backup file.

NOTE:

The Send a notification by e-mail to the users with permission to the file check box is only available when
restoring data from backups created in Veeam Backup for Microsoft Office 365 for Microsoft Online
organizations.

RESTORE WIZARD

Specify the restore options

Restore the following itermns: History restore options:
Changed items Restore only latest version
Missing items ® Overwrite

| Merge

Additional options:
Restore permissions
Send a notification by e-mail to the users with permissions to the file
Restore list views
Restore subsites

Back || Restore | | Cancel
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Restoring Document Libraries and Lists

To restore Microsoft SharePoint document libraries and lists, do the following:
1. Launch the restore wizard.
2. Select an authentication method.
3. Logon to Office 365.
4. Specify a target list.
5

Specify restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation pane, select a library or list.

2. OntheLibrary tab, select Restore Library/Restore List or right-click a library or list and select Restore
Library/Restore List.

NOTE:

Document libraries and lists can only be restored back to the source site from which they were backed up.
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Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication, or authenticate on
an on-premises Microsoft SharePoint server.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Medern authentication A4

Specify an Azure AD application to connect with:

Application ID: | e7b3bd3b-fde-4da3-aadf-0a3fE9balcd

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the SharePoint organization.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Passwaord:

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Mext | | Cancel

On-Premises Organizations

To authenticate on an on-premises Microsoft SharePoint server, provide a user name and password.

RESTORE WIZARD

Specify target Microsoft SharePoint Server credentials

! Use current account (TECHVAdministrator)

@) Use the following account:

Username: | tech\administrator |

Password:

Back | Mext | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:

1. Click Copy Code to copy an authentication code.

Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
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2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the SharePoint Administratorrole.

4. Return to the Restore Wizard window and click Next.

RESTORE WIZARD

Logon to Office 365

Provided account must have permissions to authenticate to the Office 363 organization.

To sign in, use a web browser and authenticate by entering a code below to the page:
https://microsoft.com/devicelogin

CLFZXJFME Copy code

ﬂ Waiting for user logon...

Step 4. Specify Target List

At this step of the wizard, select whether to restore data to the original list or specify a custom one.
You can select the following options:
= Restore to the original list. To restore data back to the original location.

= Restore to the following list. To restore data to a custom List.

If the specified list does not exist, it will be created automatically.
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RESTORE WIZARD

Specify target list

Specify the list to restore iterns to
' Bestore to the original list (Documents)

®) Restore to the following list:

rry_news_list

| Back || It | | Cancel

Step 5. Specify Restore Options

At this step of the wizard, specify restore options and click Restore.

You can specify the following restore options:
1. Changed items. Allows you to recover data that has been modified in your production environment.
2. Missed items. Allows you to recover missed items.

3. Restore permissions. Allows you to recover permissions. If not selected, the permissions for the
recovered document library or list will be set as follows:

o If the library (or list) does not exist on target, it will be created inheriting permissions from the
parent object.

o If the library (or list) already exists on target, permissions will be preserved.
4. Restore list view. Allows you to recover your list views.
5. History restore options. Allows you to select a version:

o Overwrite. To overwrite data in the production environment by recovering only the latest
version of the document from the backup.

o Merge. To merge an existing version of the document with that of a backup version.

If not selected, all the versions in the production environment will be replaced with the corresponding
data from the backup file.
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NOTE:

The Send a notification by e-mail to the users with permission to the file check box is only available when
restoring data from backups created in Veeam Backup for Microsoft Office 365 for Microsoft Online
organizations.

RESTORE WIZARD

Specify the restore options

Restore the following itermns: History restore options:
Changed items Restore only latest version
Missing items ® Overwrite

| Merge

Additional options:
Restore permissions

Send a notification by e-mail to the users with permissions to the file
Restore list views

Back || Restore | | Cancel
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Restoring Documents and List Items

To restore Microsoft SharePoint documents and list items, do the following:
1. Launch the Restore wizard.
2. Select an authentication method.
3. Logon to Office 365.
4. Specify a target list.
5

Specify restore options.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. Inthe navigation pane, select a document or list item.

2. Onthe Document tab, select Restore Document/Restore Item or right-click an object and select Restore
Document/Restore Item.

NOTE:

When restoring backups created with Veeam Backup for Microsoft Office 365, document libraries and lists
can only be restored back to the source site from which they were backed-up.
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Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication, or authenticate on
an on-premises Microsoft SharePoint server.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Medern authentication A4

Specify an Azure AD application to connect with:

Application ID: | e7b3bd3b-fde-4da3-aadf-0a3fE9balcd

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the SharePoint organization.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Passwaord:

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Mext | | Cancel

On-Premises Organizations

To authenticate on an on-premises Microsoft SharePoint server, provide a user name and password.

RESTORE WIZARD

Specify target Microsoft SharePoint Server credentials

! Use current account (TECHVAdministrator)

@) Use the following account:

Username: | tech\administrator |

Password:

Back | Mext | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:

1. Click Copy Code to copy an authentication code.

Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
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2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the SharePoint Administratorrole.

4. Return to the Restore Wizard window and click Next.

RESTORE WIZARD

Logon to Office 365

Provided account must have permissions to authenticate to the Office 363 organization.

To sign in, use a web browser and authenticate by entering a code below to the page:
https://microsoft.com/devicelogin

CLFZXJFME Copy code

ﬂ Waiting for user logon...

Step 4. Specify Target List

At this step of the wizard, select whether to restore data to the original list or specify a custom one.
You can select the following options:

= Restore to the original list. To restore data back to the original location.

= Restore to the following list. To restore data to a custom List.

Make sure to specify an existing list.
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RESTORE WIZARD

Specify target list

Specify the list to restore iterns to

' Bestore to the original list (Documents)

®) Restore to the following list:

rry_news_list

| Back || It | | Cancel

Step 5. Specify Restore Options

At this step of the wizard, specify restore options and click Restore.

The restore options are as follows:
1. Changed items. Allows you to recover data that has been modified in your production environment.
2. Missed items. Allows you to recover missed items.

3. Restore permissions. Allows you to recover permissions. If not selected, permissions for the recovered
document library or list will be set as follows:

o If the library (or list) does not exist on target, it will be created inheriting permissions from the
parent object.

o If the library (or list) already exists on target, permissions will be preserved.
4. History restore options. Allows you to select a version:

o Overwrite. To overwrite data in the production environment by recovering only the latest
version of the document from the backup.

o Merge. To merge an existing version of the document with that of a backup version.

If not selected, all the versions in the production environment will be replaced with the corresponding
data from the backup file.
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NOTE:

The Send a notification by e-mail to the users with permission to the file check box is only available when
restoring data from backups created in Veeam Backup for Microsoft Office 365 for Microsoft Online

organizations.

Specify the restore options

Restore the following iterns: History restore options:
Changed itermns D Restore only latest version
Mizsing iterms Cheeruvrite

herge

Additional options:

Restare perrmissions
Send a notification by e-mail to the users with permissions to the file

Back || Restaore | | Cancel
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Export

This section explains how to export and import Microsoft SharePoint data.
Consider the following:
e Export is unavailable for backups created in Veeam Backup for Microsoft Office 365.

e Make sure to read Unsupported SharePoint Lists before exporting Microsoft SharePoint lists.
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Exporting Microsoft SharePoint Data

Veeam Explorer for Microsoft SharePoint allows you to export SharePoint document libraries and lists.

The exported content will be saved as a set of XML files and can be imported to another SharePoint database
using PowerShell cmdlets, as described in Importing Microsoft SharePoint Data.

To export SharePoint data, do the following:
1. In the navigation pane, select a library or list.

2. OntheLibrary tab, select Export Library/Export List or right-click an object and select Export
Library/Export List.

3. Specify the output directory and click OK.

NOTE:

Export of items is not supported in the current version.
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Importing Microsoft SharePoint Data

To import document library or list, use either of the following PowerShell cmdlets:
= For PowerShell snap-in, use the following command.

Add-PsSnapin Microsoft.SharePoint.PowerShell

Import-SPWeb -Identity "http://<web server name>/sites/<destination site>" -Path
"C:\<export folder>" -NoFileCompression -IncludeUserSecurity

=  For SharePoint Management Shell, use the following command.

Import-SPWeb -Identity "http://<web server name>/sites/<destination site>" -Path
"C:\<export folder>" -NoFileCompression -IncludeUserSecurity
where:
=  <web_server name>— destination web server;
= <destination_site> — destination web site;
=  <export folder> — source folder containing exported library/list content.

To get extended help on the Import-SPWeb command, use the following command.

Get-Help Import-SPWeb -full
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Saving Microsoft SharePoint Documents
and Libraries

Veeam Explorer for Microsoft SharePoint allows you to save your libraries and library documents to a specified
location.

To save a Microsoft SharePoint library or library documents, do the following:
1. In the navigation pane, select a library.

2. OntheLibrary tab, select Save Library > Save files or Save Library > Save as ZIP or right-click an object
and select Save Library > Save files or Save Library > Save as ZIP.

To save documents from a library, select a document in the preview pane and click Save Document >
Save files or Save Document > Save as ZIP.
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Sending Microsoft SharePoint Documents

and Libraries

Veeam Explorer for Microsoft SharePoint allows you to send libraries or library documents to the specified

recipients via email.

TIP:

Before sending documents, make sure to configure SMTP settings, as described in Configuring SMTP
Settings. The amount of data you can send at a time depends on your SMTP server configuration.

To send Microsoft SharePoint library or library documents, do the following:

1.

2. OntheLibrary tab, select Send Library or right-click an object and select Send Library.

In the navigation pane, select a library to send.

To send documents from a library, select a document in the preview pane and click Send Document.
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The From field is filled automatically based on the address you have provided when configuring SMTP

settings. To edit the message body, click More Details.
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Appendix A: Unsupported SharePoint Lists

The following table contains unsupported Microsoft SharePoint lists.

ID List Name Version

101 SearchConfigListTemplate 2013/2016/2019

110 datasrcs 2010/2013/2016/2019
m webtemp 2010/2013/2016/2019
12 users 2010/2013/2016/2019
13 wplib 2010/2013/2016/2019
14 listtemp 2010/2013/2016/2019
116 mplib 2010

17 nocodewf 2010/2013/2016/2019
18 workflowProcess 2010/2013/2016/2019
121 solutions 2010/2013/2016/2019
122 nocodepublicwf 2010/2013/2016/2019
123 themes 2010/2013/2016/2019
124 designs 2013/2016/2019

125 appdata 2013/2016/2019

126 appfiles 2019

160 accessrequests 2013/2016/2019

175 MaintenancelLogs 2013/2016/2019

200 meetings 2010/2013/2016/2019
212 wkspglib 2010/2013/2016/2019
331 ComponentManifests 2019

334 ClientSideAssets 2019
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335

336

401

401

420

425

530

544

550

563

600

880

925

1221

1305

1306

1309

1310

2000

2001

3100

3300

3400

3401

3412

349 | Veeam Backup for Microsoft Office 365 | User Guide

SiteCollectionAppCatalogs

WebApiPermissionRequests

fcgroups

MonitoredAppsList

timecard

whatsnew

ContentFollowingList

MicroBlogList

SocialDataStoreList

AnnouncementTilesList

extlist

members

abusereports

healthreports

EDiscoverySources

EDiscoverySourcelnstances

DlpEDiscoveryQueries

PreservationListTemplate

PNSubscribers

ExternalSubscriptions

AccSrvAddApp

SharingLinks

HashtagStore

BlockedHashtags

HubSites

2019

2019

2010/2013/2016/2019

2013/2016/2019

2013/2016/2019

2010/2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2016/2019

2010/2013/2016/2019

2013/2016/2019

2013/2016/2019

2010/2013/2016/2019

2016/2019

2013/2016/2019

2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2016/2019

2019

2019

2019



3415

3500

3501

3502

4501

10000

10001

10007

10008

10051

10060

10061

10099

10101

10102

10401

10631
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WebTemplateExtensions

IRCollection

IRReference

IRReferenceCollection

wfsvc

Academic Library

eduentity"

EduWorkltem

EduQuiz

eduentity

eduusersetting

eduexternalsyncsetting

AcquisitionHistoryList

edudocument

IWConvertedForms

eduannouncement

educalendar

2019

2019

2019

2019

2013/2016/2019

N/A

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

2010/2013/2016/2019

2013/2016/2019

2013/2016/2019



Veeam Explorer for Microsoft OneDrive
for Business

Veeam Explorer for Microsoft OneDrive for Business allows you to restore Microsoft OneDrive data from
backups created in Veeam Backup for Microsoft Office 365.

You can also save data from backups to a local computer and send data from backups via email.
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Planning and Preparation

Veeam Explorer for Microsoft OneDrive for Business comes as part of the Veeam Explorer for Microsoft
SharePoint installation package and has the same system requirements.

Consider that when Veeam Explorer for Microsoft SharePoint is installed on a server on which both Veeam
Backup & Replication and Veeam Backup for Microsoft Office 365 are installed, the notification settings will be

inherited from the Veeam Backup and Replication Global Notification settings.
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Launching Application and Exploring
Backups

To open Veeam Explorer for Microsoft OneDrive for Business and load backups, you can use any of the following
methods:

* The Explore option. For more information, see Data Restore.

When loading backups located in object storage repositories, Veeam Explorer for Microsoft OneDrive for
Business will notify you about the location of these backups. You can select the Don't show this
message again check box to unsubscribe from such notifications. To enable notifications, select the
Reset disabled pop-up natifications check box, as described in Configuring Advanced Settings.

»  Go to Start and click Veeam Explorer for Microsoft OneDrive for Business.

When you open Veeam Explorer for Microsoft OneDrive for Business from the Start menu, all backed-up
databases will be loaded automatically.
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Understanding User Interface

Veeam Explorer for Microsoft OneDrive for Business provides you with the convenient user interface that allows
you to perform required operations in a user-friendly manner.

Main Menu

The main menu comprises the following features:

= General Options. Allows you to configure program options. See Performing Initial Configuration
Settings.

= Help.
o Online help. Opens the online web help page.

o About. Shows current product information.

= Exit. Closes the program.
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Main Application Window

The main application window might be divided into three categories:
1. The ribbon menu, which contains general program commands organized into logical groups.

2. The navigation area, which allows you to browse through the hierarchy of your backup files.
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3. The preview pane, which shows you the details about objects you have selected in the navigation area.
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Browsing, Searching and Viewing ltems

Continue with this section to learn more about:
=  Browsing backup content
= Viewing objects properties and open files
= Searching for objects in a backup file

= Using the advance search capabilities

Browsing

To view the contents of a backup file, you use the navigation pane which shows you the database structure
containing your OneDrive documents.

After you select an object in the navigation pane, you can see its content in the preview pane.
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Viewing Properties and Opening Files

To view object properties, right-click an object in the preview pane and select View Properties.

To open a document using an associated application, right-click a document in the preview pane and select
Open.
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Searching

The search mechanism allows you to find items matching specified search criteria.
To search for required items, do the following:
1. In the navigation pane. select an object in which you want to find your data.
2. Enter asearch query to the search field at the top of the preview pane.

NOTE:

To find the exact phrase, use double quotes. For example, “Attachments”.

You can narrow your search results by specifying various search criteria using the criteria:value format. You can
also use logical upper-cased operators such as AND, OR and NOT along with wildcard characters such as *and 2.
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Using Advanced Find Capabilities

The Advanced Find mechanism allows you to define your search criteria more precisely.

For example, to find an object that starts with the word Attachme, do the following:

1. Inthe preview pane, select a content node and click Advanced Find.

2. Inthe Define search criteria section, select Category > Document fields.
3. Inthe Field list, select File Name.

4. Inthe Condition list, select Starts With.

5. Inthe Value field, specify a file name.

6. Click Start.

To remove a filter, click the cross mark next to it. To remove all configured filters, click Reset.
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General Application Settings

Continue with this section to learn more about configuring general application settings and components.
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SMTP Settings

To send Microsoft OneDrive items as attachments, you must configure SMTP server settings.
To configure SMTP settings. do the following:
1. Go to the main menu and click General Options.
2. Onthe SMTP Settings tab, select the Configure SMTP settings check box and specify the following:
= DNS name or IP address of the mail server.
= SMTP communication port.

* The sender email address. This address will appear in the From field when sending OneDrive
items. See Sending Microsoft OneDrive Documents.

= Select Use authentication check box If your SMTP server requires SMTP authentication for
outgoing mail and provide valid credentials.

= Select Enable SSL security check box to enable SSL data encryption.
3. Click Send to send a test email message.

4. Click Apply.

OPTIOMS

General  SMTP Settings

Configure SMTP settings

Servert | strtp.office360.com |

Port:

Frorm: | administrator@tech.local |

Use authentication

User | Administrator |

Password: | eessssssssss |

Enable S50 security

Send test e-rmail

E-rmail; | test@tech.local || Zend |

0K || Cancel || Apply
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Advanced Settings

This section explains how to configure advanced settings of the application.
To configure advanced settings, do the following:

1. Go to the main menu and click General Options.

2. Got to the Advanced tab and select the following:

o Select the Enable Extended logging check box to enable extended logging mode to collect
logs that contain more details on specific operations.

After enabling extended logging mode, you can go back to the application and perform
required actions, then collect logs.

o Select the Reset disabled pop-up notifications check box to enable notifications when loading
backups from object storage repositories.

Applicable to backups created in Veeam Backup for Microsoft Office 365.

OPTIONS

SMTP Settings ~ Advanced

Enable extended logging

Use extended legging to collect additional information about
product operations,

Reset disabled pop-up notifications

oK || Cancel || Apply
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Standalone Databases

This section explains how to add standalone databases to the Veeam Explorer for Microsoft OneDrive for
Business scope and how to connect to a Veeam Backup for Microsoft Office 365 server and service provider

server to view backups located on these servers.
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Adding Veeam Backup for Microsoft Office 365
Databases

To manually add databases that store Microsoft Office 365 organization data, do the following:

1. Click Add Org > Veeam Backup for Microsoft Office 365 Databases on the ribbon menu or use the
corresponding context menu command.

2. Specify the database file location and log directory.

3. Click Open.

ALD DATABASE

Specify Weeam Backup for Microsoft Office 365 database {.adb) file location:

Database file: |\\tw-a'ldl'l5\Exchange\VeeamRepositor}f\EmB\repositor}f.adb | | Browuse.., |
Logs folder: |\\tw-a'ldl'l5\Exchange\VeeamRepositor}f\Em8 | | Browse.., |
Cpen | | Cancel |
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Adding Veeam Backup for Microsoft Office 365
Server

You can use the built-in Veeam Explorer abilities to connect to another Veeam Backup for Microsoft Office 365
server and add its databases to the Veeam Explorer for Microsoft OneDrive for Business scope.

To connect to another Veeam Backup for Microsoft Office 365 server, do the following:

1. Click Add Org > Veeam Backup for Microsoft Office 365 Server on the toolbar or use the corresponding
context menu command.

2. Specify connection settings under which to connect to the Veeam Backup for Microsoft Office 365
server and click Connect.

Veeam®
Backup
for Microsoft Office 365

Type ina server name or [P address, service port number and user
credentials to connect with,

| wbo365server || 9194 |

| GAMMALAdministrator |

I:‘ Use Windows session authentication

Connect | | Close |
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Adding Veeam Backup for Microsoft Office 365
Service Provider

In Veeam Explorer for Microsoft OneDrive for Business, you can connect to a service provider server to add its
backups to the application scope and perform a restore directly from such backups.

NOTE:

Make sure that both Veeam Explorer for Microsoft OneDrive for Business and Veeam Backup & Replication
are installed on the same server and at least one service provider is added to Veeam Backup & Replication.

To add Veeam Backup for Microsoft Office 365 service providers, do the following:

1.

On the toolbar, click Add Store > Veeam Backup for Microsoft Office 365 Service Provider or use the
corresponding context menu command.

From the Select service provider and authentication method drop-down list, select a service provider
that you want to add and choose an authentication method that can be either Modern authentication or
Basic authentication.

[For Modern authentication] Select a region to which an Office 365 organization of the selected service
provider belongs.

[For Modern authentication] Copy the device code and use it to sign in to Microsoft Azure Active
Directory.

For Basic authentication, you must enter a user name and password to connect to the service provider
server.

Select a point-in-time state as of which you want to load Office 365 backups.
To select a state, use the calendar control.
Select the Show items that have been deleted by user check box to see all the items that were removed.

Select the Show all versions of items that have been modified by user check box if you want to load
modified versions.

Click Connect.
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Veeam Backup

for Microsoft Office 365

Select service provider and authentication method:

| officetech.local (Tenant1) w |

| Modern authentication v |

Select Office 365 organization region and sign in to Azure AD:

| Default " |

To sign in, authenticate with the below code at:
https://microsoft.com,/devicelogin

CGIF25HYS 7l Copy cade
ﬂ Waiting for user logon...
Specify point in time you want to open:

® Use the latest available state

| Use the following point in tirme:

| Wednesday, May 27, 2020 4:57:23 AM C

Show iterns that have been deleted by user
Show all versions of items that have been modified by user

(~) Hide

367 | Veeam Backup for Microsoft Office 365 | User Guide



Removing Standalone Databases

Veeam Explorer for Microsoft OneDrive for Business allows you to remove an organization from the application
scope when you no longer need it.

To remove an organization from the application scope, right-click an organization in the navigation pane and
select Remove organization.
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Restore

This section explains how to restore data to Microsoft Office 365 and on-premises Microsoft organizations.

IMPORTANT!

This section explains how to perform a restore in Veeam Explorer for Microsoft OneDrive for Business that
comes as part of Veeam Backup for Microsoft Office 365 version 4c. For more information on how to restore
data in Veeam Explorer for Microsoft OneDrive for Business that comes with Veeam Backup for Microsoft
Office 365 version 4, see this section of the Veeam Explorers User Guide.
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Restoring Single OneDrive

To restore a single OneDrive, do the following:

1.
2.
3.

Step

Launch the Restore wizard.
Select an authentication method.

Log on to Office 365.

1. Launch Restore Wizard

To launch the Restore wizard, do the following:

1.
2.

In the navigation pane, select OneDrive or a folder, or in the preview pane, select a document.

On the OneDrive/Folder/Document tab, click Restore OneDrive/Restore Folder/Restore Document and
select:

= Overwrite — to completely overwrite existing OneDrive data.

= Keep — to preserve existing data and recover items with the RESTORED prefix (RESTORED-
<file name>.ext).
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Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Maodern authentication w

Specify an Azure AD application to connect with:

Application |D: | e7b3bd5b-fde-4da5-aadf-0a5f83halc79

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the SharePoint organization.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Passwaord:

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Mext | | Cancel

On-Premises Organizations

To authenticate on an on-premises Microsoft SharePoint server, provide a user name and password.

RESTORE WIZARD

Specify target Microsoft SharePoint Server credentials

! Use current account (TECHVAdministrator)

@) Use the following account:

Username: | tech\administrator |

Password:

Back | Mext | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:

1. Click Copy Code to copy an authentication code.

Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
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2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the SharePoint Administratorrole.

4. Return to the Restore Wizard window and click Restore.

RESTORE WIZARD

Logon to Office 365

Provided account must have permissions to authenticate to the Office 363 organization.

To sign in, authenticate with the below code at:
https://microsoft.com/devicelogin

C2HSNTXIT 72 ] Copy code

o You are authenticated to Office 365 as administrator@tech.club

Back || Restore | | Cancel
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Restoring Multiple OneDrives

To restore multiple OneDrives, do the following:
1. Launch the Restore wizard.
2. Select an authentication method.
3. Logon to Office 365.

4. Select OneDrives.

Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. In the navigation pane, an organization name with OneDrives.
2. Onthe Home tab, click Restore OneDrives and select either of the following:
=  Overwrite — to completely overwrite existing OneDrives.

= Keep — to preserve existing data and recover items with the RESTORED prefix (RESTORED-
<file name>.ext).

Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:

1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such

an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Modern authentication w

Specify an Azure AD application to connect with:

Application |D: | e7b3bd3b-fde-4da5-aadf-0a5f8%balc79

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the SharePoint organization.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Password:

ﬂ To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Mest | | Cancel

On-Premises Organizations

To authenticate on an on-premises Microsoft SharePoint server, provide a user name and password.
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RESTORE WIZARD

Specify target Microsoft SharePoint Server credentials

| Use current account (TECHVAdministrator)

®) Use the following account:

Username: | tech\administrator |

Password: | esessssses |

Back | Mext | | Cancel

Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:
1. Click Copy Code to copy an authentication code.
Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.
3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.
Make sure to log in with the user account that has the SharePoint Administratorrole.

4. Return to the Restore Wizard window and click Restore.
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RESTORE WIZARD

Logon to Office 365

Provided account rmust have permissions to authenticate to the Office 363 organization.

To sign in, authenticate with the below code at:
https://microsoft.com/devicelogin

C2HSNTXIT 72 [ Copy cade

o You are authenticated to Office 365 as administrator@tech.club

| Back || Restore | | Cancel

Step 4. Select OneDrives

At this step of the wizard, select OneDrives that you want to restore and click Restore.

If you want to check whether users the selected OneDrives belong to exist, click Resolve selected accounts.

RESTORE WIZARD

Select OneDrive accounts to restore
accounT t STATUS
Administrator o User found
MFA360 ) User found
2 accounts selected Resolve selected accounts
Back | | Restore | | Cancel
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Copy

This section explains how to copy OneDrive data to a different user.
IMPORTANT!

This section explains how to perform a copy in Veeam Explorer for Microsoft OneDrive for Business that
comes as part of Veeam Backup for Microsoft Office 365 version 4c. For more information on how to copy
data in Veeam Explorer for Microsoft OneDrive for Business that comes with Veeam Backup for Microsoft
Office 365 version 4, see this section of the Veeam Explorers User Guide.

To copy OneDrive data to the same or different user, do the following:
1. Launch the Restore wizard.
Select an authentication method.

Log on to Office 365.

2
3
4. Specify a target user.
5. Specify a target folder.
6

Specify restore options.
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Step 1. Launch Restore Wizard

To launch the Restore wizard, do the following:
1. Select an object.

2. Onthe Folder tab, select Copy OneDrive/Copy Folder/Copy Document or right-click an object and select
Copy OneDrive/Copy Folder/Copy Document.
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Step 2. Select Authentication Method

At this step of the wizard, choose whether you want to use modern or basic authentication.

Modern Authentication

To use modern authentication, do the following:
1. From the Specify authentication method drop-down list, select Modern authentication.

This will allow Veeam Backup for Microsoft Office 365 to use an Azure AD application for a restore. Such
an application is used to restore the specified mailbox back to Office 365 organizations with enabled
multi-factor authentication (MFA) and enabled or disabled security defaults.

For more information, see Microsoft Office 365 Organizations.

2. Inthe Application ID field, enter an identification number of the Azure AD application that you want to
use for a restore.

By default, Veeam Explorer for Microsoft Exchange populates this field with the identification number
of the application that was used during a backup session. If you want to use another application, make
sure to grant this application required permissions, as described in Azure AD Applications.

RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Modern authentication w

Specify an Azure AD application to connect with:

Application |D: | e7b3bd5b-fde-4da5-aadf-0a5f83halc79

Back Mext | | Cancel

Basic Authentication

To use basic authentication, do the following:
1. From the Specify authentication method drop-down list, select Basic Authentication.

2. Enter credentials to connect to the SharePoint organization.
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RESTORE WIZARD

Specify Office 365 credentials

Specify authentication method:

| Basic authentication v

Specify user account to connect with:

Username: | administrator@abc.onmicrosoft.com |

Passwaord:

To connect with an account enabled for multi-factor authentication (MFA),
use an app password instead of a user password,

Back | Mext | | Cancel

On-Premises Organizations

To authenticate on an on-premises Microsoft SharePoint server, provide a user name and password.

RESTORE WIZARD

Specify target Microsoft SharePoint Server credentials

! Use current account (TECHVAdministrator)

@) Use the following account:

Username: | tech\administrator |

Password: | esessssses |

Back Mext | | Cancel
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Step 3. Log on to Office 365

[This step is only available if you have selected the Modern Authentication option at the previous step.]
At this step of the wizard, sign in to your Microsoft Office 365 organization.
To sign in to the Microsoft Office 265 organization, do the following:
1. Click Copy Code to copy an authentication code.
Mind that a code is valid for 15 minutes. You can click Refresh to request a new code from Microsoft.
2. Click the link to the Microsoft portal.

3. On the Microsoft Azure device logon page, paste the code that you have copied and sign in to Azure.

Make sure to log in with the user account that has the SharePoint Administratorrole.

4. Return to the Restore Wizard window and click Next.

RESTORE WIZARD

Logon to Office 365

Provided account rmust have permissions to authenticate to the Office 363 organization.

To sign in, authenticate with the below code at:
hittps://microsoft.com/devicelogin

CHPTUYPHM 72 7] Copy code

o You are authenticated to Office 3653 as techwriters@jesus-360.club
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Step 4. Specify Target User

At this step of the wizard, specify a target user where you want to copy data.

RESTORE WIZARD
Specify target user
| Restore to original user (Test User)
@) Restore to the following user
Adrnin | | Browvse...
Back | | Mext | | Cancel
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Step 5. Specify Target Folder

At this step of the wizard, specify the target directory to which you want to copy data.

RESTORE WIZARD

Select target folder

4 #@ John Doe
[ EstimateSize

Destination folder:  flohn Doe/EstimateSize

Back || Mext | | Cancel
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Step 6. Specify Restore Options

At this step of the wizard, specify restore options and click Restore.
The restore options are as follows:
= Changed items. Allows you to restore data that has been modified in your production environment.
= Missed items. Allows you to restore missed items.
= Restore shared access. Allows you to restore shared access.
= History restore options. Allows you to select a version:

o Overwrite. To overwrite data in the production environment by recovering only the latest
version of the document from the backup.

o Merge. To merge an existing version of the document with that of a backup version.

If not selected, all the versions in the production environment will be replaced with the corresponding
data from the backup file.

RESTORE

Specify the restore options

Restore the following iterns: Histary restore options:
Changed items Restore anly latestversion
issing iterns | Owerarite

'@ Merge

Additional options:

Restare shared access
Send a notification by e-mail to the users with permissions to the file

Back || Restore | | Cancel
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Saving Microsoft OneDrives

Veeam Explorer for Microsoft OneDrive for Business allows you to save On
location.
To save data, do the following:

1. Select OneDrive.

2.
and select Save OneDrives > Save files/Save OneDrive > Save files.

eDrive content to the specified

On the Home tab, select Save OneDrives > Save files/Save OneDrive > Save files or right-click an object

Select Save as ZIP to save OneDrive documents and/or folders as ZIP.

dice as of less than a day ago (4

B &

Restore Save Advanced
OneDrives * OneDrives = Find

Search

b &
Add - Rermnove
Org>  Org

Organizations

i

Restare

CONTENT DATABASES Searchwodice

MARE SIZE WERSION

4 Fg Organizations

4 Fvodice
3

7@ Restore OneDrives »

l§| Save as files..
&% Saveas ZIP..
T

5 save OneDrives 3

ﬁ_ Remove organization

Q

CHECKIN COMMENT CREATED BY CREATEL

3. Select OneDrive accounts to save.

386 | Veeam Backup for Microsoft Office 365 | User Guide



SAVE ONEDRIVES WIZARD x

Select OneDrive accounts to save

[ ] account t

Arron Brown
Corey Taylor
David Low

I:l Don Peters

Fred Eaglesmith
D Margaret Mitchel
Michael Mavarre
Wes Doe

6 accounts selected

Back

Mext

| | Cancel

4. Specify a directory to save OneDrive data and click Finish.

Specify destination path

Specify folder path:

|C:\LIsers\Administrator\Desktop | | Browese..,
Back | | Sawve | | Cancel
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Saving Microsoft OneDrive Documents and
Folders

Veeam Explorer for Microsoft OneDrive for Business allows you to save your documents and folders located on
users OneDrives to a specified location.

To save a document or folder, do the following:
1. Select a folder or document.

2. Onthe Home tab, select Save Document > Save files/Save Folder > Save files or right-click an object and
select Save Document > Save files/Save Folder > Save files.

Select Save as ZIP to save OneDrive documents and/or folders as ZIP.

3. Specify the destination folder and click Select Folder.

as of less than a day

HOME DOCUMENT

P = IR A

Restore Copy Save Send Advanced
Document ¥ Docurnent Document™ Document Find
Restare Search
COMTENT DATARASES Search Administrator Q
MAME TE.. T I, [P SIZE W Co CREATED BY CREATED
4 ﬁHOrganizations
P ﬁgvod\ce il Document.t 9B 1.0 Administrator 5730720018 11
b i Administrator Open
@ Administrator “Ty iews histary

*_j Restore document

@ Copy document..,
5l Save document v | Bl Save asfiles..
7 Send document... OE Save asZIP..

Wiew properties.., ‘

ninistrator
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Sending Microsoft OneDrive Documents

Veeam Explorer for Microsoft OneDrive for Business allows you to send OneDrive documents to specified
recipients via email.

TIP:
Before sending documents, make sure to configure SMTP settings, as described in Configuring SMTP
Settings. The amount of data you can send at a time depends on your SMTP server configuration.
To send OneDrive documents via email, do the following:
1. Select OneDrive or a document.

2. Onthe Document tab, select Send OneDrive/Send Document or right-click an object and select Send
OneDrive/Send Document.

wodice as of less than a day ago (4:54 A Monday 12/10/2018) - VEE 'LORER FOR. b T OMEDRIWE FOR EUS

HOME DOCUMEMNT

NI =R ARNCN

Restore Copry Sawve Send Advanced
Document * Docurent Document™ Document Find
Restare Search
COMTENT DATABASES Search Administrator Q
MAME TE.. 1 I, ... SIZE W C. CREATED BY CREATED
4 Fg Organizations
4 Eavodice g Document.tbxd OB 1.0 Adrninistrator 5/30/2018 1
b s Adrministrator Open
£ Adrninistrator D) View histary

*_j Restore document  #
@ Copy document..,
l§| Save document 3

7 Send document..,

“Wiews properties,.,

Organizationshy

3. Provide a recipient address.

The From field is filled automatically based on the address you have provided when configuring SMTP
settings. To edit the message body, click More Details.
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Frorm: | Administrator@tech.local |

, To: | recipient@tech.local |

Send

Subject: | OneDrive Documents Recovery |

| Document.bd 3B

~ Feuer details

bey Weearn Explorer for Microsoft CneDrive for Business,
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